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BLUF:

The article "Delay discounting in information security decision-making: Exploring
human choices regarding security controls" investigates how psychological principles of delay
discounting (DD) influence employee behavior regarding information security (IS) within
organizations. By studying decision-making patterns through surveys and psychometric
measures, the researchers aim to identify predictors of compliance with IS controls and policies.

This study incorporates principles of social science by deciphering human behavior
through a psychological lens, focusing especially on cognitive biases and decision-making
processes. Delay discounting, a key psychological principle explored, refers to a person’s
individual tendency to prefer immediate gratification over delayed gratification, which is more
likely to hold greater benefits. And it holds a great amount of influence on their decision-making
capabilities, a phenomenon well-studied in behavioral economics and psychology.

The primary research questions addressed include: the predictive power of standard DD
parameters for IS behaviors, whether newly adapted DD instruments (DISCQ-L and DISCQ-G)
enhance predictive capabilities, and the role of general attitudes towards IS in behavior
prediction. The hypothesis underlying the study suggests that individuals with higher DD
(greater impulsivity) are less likely to comply promptly with IS practices, implying a potential
negative correlation between DD rates and compliance behaviors.

The study utilized a quantitative correlational research design. It involved administering
surveys (MCQ-21, DISCQ-L, DISCQ-G, and SA-6) to 135 employees from Norwegian
organizations, selected through convenience sampling. Respondents provided data regarding
their monetary discounting behavior, IS-specific discounting tendencies, attitudes toward

information security, and their compliance behaviors related to basic security controls.



Data collection involved psychometric instruments to measure discounting behaviors
across monetary and IS contexts. The analysis included descriptive statistics, correlational
analysis using Spearman’s rho, and multiple linear regressions to identify significant predictors
of IS compliance. Findings indicated that general attitudes toward IS had considerable predictive
power, while discounting parameters (DD) alone did not significantly predict behaviors.

The study aligns well with key class concepts, including human cognitive biases,
decision-making processes, and behavior prediction methods discussed in the lectures. Delay
discounting, specifically explored in lectures, provides insights into irrational decision-making
processes impacting cybersecurity adherence, illustrating cognitive mechanisms influencing
security decisions beyond mere policy implementation.

The topic addresses significant implications for marginalized groups within organizations
who often have limited resources and information. Individuals with higher impulsivity or lower
security awareness, potentially marginalized due to role or education level, face heightened
vulnerability if they delay implementing security controls. This behavior increases their risks and
exposure to cyber threats, showing the underlying inequalities within organizational structures
concerning information access and training.

This research has contributed substantially to my understanding of the cognitive
underlying influence of organizational compliance behaviors in cybersecurity contexts. Its
emphasis on psychological factors rather than purely technical ones provides crucial nuance in
improving cybersecurity strategies as a whole. By highlighting the role of attitudes in decision
making, it encourages organizations to invest in targeted training programs fostering positive

security attitudes, thus enhancing overall organizational resilience.



In conclusion, this article provides valuable contributions by demonstrating the complex
relationship between psychological discounting behaviors and information security compliance.
It emphasizes attitudes as pivotal predictors of cybersecurity adherence and calls for nuanced
strategies that address human cognitive factors alongside technical security measures. The
findings underscore the need for ongoing research exploring psychological interventions to
improve compliance, benefiting organizational cybersecurity and broader societal security

practices.
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