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The Change Healthcare Ransomware Attack: What Happened When Hackers Brought American 

Healthcare to Its Knees 

Abstract 

In February 2024, something happened that should terrify anyone who's ever been to a doctor in 

America. Hackers broke into Change Healthcare—a company most people have never heard of 

but that quietly processes nearly half of all medical claims in the United States. What followed 

was chaos. Over 192 million Americans had their personal medical information stolen. Hospitals 

couldn't get paid. Pharmacies couldn't fill prescriptions. Small medical practices nearly went 

bankrupt. All because someone forgot to turn on two-factor authentication on a single login 

portal. This report digs into how a Russian-speaking criminal group called ALPHV (or BlackCat, 

depending on who you ask) pulled off one of the most devastating cyberattacks in history, why 

they succeeded, and what this disaster means for the future of healthcare in an increasingly 

digital world. 

Introduction 

Let me paint you a picture. It's a Tuesday morning in February 2024. A small-town pharmacist in 

rural Kansas tries to process a prescription for a diabetic patient's insulin. The system times out. 

Strange, but technology fails sometimes, right? Meanwhile, a cancer center in Florida can't 

verify insurance for chemotherapy treatments. An emergency room in Maine has to turn away 
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non-critical patients because they can't confirm coverage. Within hours, the entire American 

healthcare system starts grinding to a halt. 

What these healthcare workers didn't know was that they were all connected through an invisible 

digital backbone called Change Healthcare. Think of it as the plumbing of American 

healthcare—you never see it, but when it stops working, everything backs up. This company 

processes an astronomical 15 billion healthcare transactions every year. That's roughly one out of 

every three patient records in America flowing through their servers. 

When Russian-affiliated hackers infiltrated Change Healthcare's systems and locked them down 

with ransomware, they didn't just attack a company. They attacked the circulatory system of 

American healthcare. The attackers knew exactly what they were doing, and they knew exactly 

how much damage they could cause. 

How We Got Here: Understanding the Modern Ransomware Ecosystem 

The Criminal Enterprise You've Never Heard Of 

Remember when computer viruses were mostly about teenage bragging rights? Those days are 

long gone. Today's ransomware operations run like Fortune 500 companies, complete with 

customer service departments, affiliate programs, and professional negotiators. The group that hit 

Change Healthcare, ALPHV/BlackCat, operates on what criminals call a 

"Ransomware-as-a-Service" model. 

Here's how it works: A core team of programmers develops the ransomware—think of them as 

the product developers. They then recruit affiliates—the salespeople, if you will—who actually 

break into companies and deploy the malware. When a victim pays up, the affiliate keeps about 
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80% of the ransom, and the developers get their cut. It's wickedly efficient and devastatingly 

effective. 

What makes this particularly scary is that you don't need to be a coding genius to become a 

ransomware operator anymore. If you can follow instructions and have loose morals, you can 

rent world-class hacking tools for a percentage of your take. It's like Uber, but for destroying 

people's lives. 

Why Healthcare Can't Defend Itself 

Healthcare organizations face an impossible dilemma. On one hand, they need to modernize and 

digitize to provide better care and reduce costs. On the other, every new digital system is another 

door that hackers might slip through. And unlike banks or tech companies, hospitals can't just 

shut down for maintenance when there's a security issue. People's lives literally depend on these 

systems staying online. 

There's also the uncomfortable truth that healthcare runs on ancient technology held together 

with digital duct tape. I've seen hospital systems still running Windows XP because their 

million-dollar MRI machine won't work with anything newer. When you're dealing with 

life-or-death equipment that costs more than a house, you don't upgrade unless you absolutely 

have to. 

Making matters worse, healthcare organizations are drowning in compliance requirements but 

starving for security budgets. They'll spend millions ensuring they meet HIPAA requirements for 

patient privacy, but then leave critical systems protected by passwords like "admin123" because 

nobody allocated budget for proper security tools. 
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The Attack: A Play-by-Play Breakdown 

February 12, 2024: The Door Opens 

Picture this: It's a Monday morning, and somewhere, a Change Healthcare employee's username 

and password are being typed into a remote access portal. Nothing unusual there—employees log 

in remotely all the time. Except this wasn't an employee. These were hackers, likely sitting 

somewhere in Eastern Europe, using credentials they'd bought on the dark web or stolen through 

a phishing email. 

The shocking part? That's all they needed. No second factor of authentication. No phone 

notification asking "Hey, is this really you logging in from Romania at 3 AM?" Just a username 

and password, and they were in. It's like securing Fort Knox with a screen door. 

For the next nine days—nine days!—these criminals roamed freely through Change Healthcare's 

digital infrastructure. They were like burglars who broke into a house and then lived there for 

over a week, carefully cataloging everything valuable before deciding what to steal and what to 

destroy. 

February 12-20: The Reconnaissance 

During this period, the hackers weren't just randomly clicking around. They were methodical, 

professional, and patient. They mapped out the entire network, identifying which servers 

controlled what, where the backup systems were located, and most importantly, where the 

company stored its most sensitive data. 
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Think about what flows through Change Healthcare's servers: Social Security numbers, medical 

diagnoses, insurance information, prescription histories, billing addresses. The hackers 

vacuumed up 6 terabytes of this data. To put that in perspective, that's roughly equivalent to 1.5 

million photos, or every book in a large library, times twenty. Except instead of books, it was the 

most intimate details of people's medical lives. 

They also planted their ransomware throughout the system like timed bombs, ensuring that when 

they pulled the trigger, everything would go down simultaneously. No partial failures that might 

allow quick recovery. Total, systematic destruction. 

February 21: Pulling the Trigger 

At some point on February 21st, someone at Change Healthcare noticed something was wrong. 

Very wrong. Systems that should have been processing claims were frozen. Screens that should 

have shown data displayed ransom notes instead. The hackers had flipped the switch, and their 

ransomware began encrypting everything it could reach. 

But these weren't amateurs. Before encrypting the main systems, they deleted all the backup 

files. They disabled recovery systems. They even deleted the "shadow copies" that Windows 

automatically creates—those safety nets most users don't even know exist. It was scorched earth, 

digitally speaking. 

Within hours, Change Healthcare made the agonizing decision to disconnect everything. They 

literally pulled the plug on systems that one-third of America's healthcare providers depended 

on. It was like performing emergency surgery by amputating a limb to save the 

patient—necessary, but devastating. 
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The Ransomware: A Technical Marvel of Destruction 

Built Different: The Rust Revolution 

Here's where things get technically interesting. Most ransomware is written in common 

programming languages like C++ or Python. But ALPHV/BlackCat is written in Rust, a 

relatively new language that's become popular with both legitimate developers and criminals for 

the same reasons: it's fast, it's secure, and it's really hard to reverse-engineer. 

Using Rust is like building a bank vault out of an exotic metal that most locksmiths have never 

seen before. Even if security researchers capture the malware, figuring out how it works takes 

significantly longer because the tools and techniques they usually use don't work as well. 

The ransomware also came with a clever authentication system. You couldn't just run it by 

double-clicking—you needed a 32-character access token. This served two purposes: it 

prevented security researchers from easily analyzing it in controlled environments, and it ensured 

that only authorized criminals (what a phrase!) could deploy it. It's like selling a gun that only 

fires if you know the secret handshake. 

The Encryption: Mathematical Devastation 

When ALPHV/BlackCat encrypts your files, it doesn't mess around. It uses a combination of 

AES or ChaCha20 encryption (both military-grade algorithms) to scramble the actual files, then 

uses RSA encryption to protect the keys. It's like putting your valuables in a safe, then putting 

that safe in another safe, then launching both safes into space. 
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The malware was smart about what it encrypted too. It targeted specific file types that 

organizations absolutely need to function: databases, documents, spreadsheets, medical imaging 

files. But it avoided encrypting files that might cause the whole system to crash before the 

encryption was complete. The criminals wanted maximum damage, but they also wanted their 

victims functional enough to pay the ransom. 

The Aftermath: When Healthcare Stops Working 

Hospitals in Crisis 

Let me tell you what happens when a hospital can't process insurance claims. First, they can't 

verify if patients have coverage. Emergency rooms, legally required to treat everyone regardless 

of ability to pay, suddenly have no idea who can pay. Scheduled surgeries get postponed because 

hospitals can't confirm pre-authorization. Specialty medications that cost thousands of dollars per 

dose sit in pharmacy refrigerators because no one can verify who's supposed to pay for them. 

One survey found that 74% of hospitals reported direct impacts on patient care. That's not just 

numbers on a spreadsheet—that's real people not getting the treatment they need. Imagine being 

told your chemotherapy is delayed not because the drugs aren't available or the doctors aren't 

ready, but because a computer in Nashville got hacked. 

Small Practices on the Brink 

While big hospitals had reserves to weather the storm, small practices were devastated. Picture a 

three-doctor family practice in rural America. They operate on margins thinner than paper. When 

claims stop processing, payment stops flowing, but rent, salaries, and supply costs don't stop. 

Within days, some practices were taking out personal loans just to keep the lights on. 
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One-third of healthcare providers reported losing more than half their revenue during the outage. 

For many small practices, that's the difference between staying open and closing forever. These 

hackers didn't just steal data; they nearly destroyed the livelihoods of thousands of healthcare 

workers and the communities that depend on them. 

The Ransom Dilemma 

UnitedHealth Group faced an impossible choice. Don't pay the ransom, and the healthcare 

system remains paralyzed while potentially millions of Americans have their most sensitive data 

leaked online. Pay the ransom, and you're funding future attacks while having zero guarantee the 

criminals will keep their word. 

They paid. Twenty-two million dollars in Bitcoin, transferred to digital wallets controlled by 

criminals. But here's the kicker: even after paying, another criminal group claimed they had the 

stolen data and demanded additional payment. It's like paying a kidnapper only to have the 

victim grabbed by another gang on the way home. 

What This Means for Society 

The Death of Medical Privacy 

Here's an uncomfortable truth: if you're American, there's a good chance your medical 

information is now for sale on the dark web. The 192.7 million people affected by this breach 

represent more than half the U.S. population. Unlike credit card numbers, which can be changed, 

or even Social Security numbers, which can be monitored, medical information is forever. 
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Your diagnosis of depression ten years ago? It's out there. That pregnancy you terminated? That's 

there too. The addiction treatment you sought help for? All of it, packaged and ready to be sold 

to the highest bidder. This information can be used for identity theft, insurance fraud, blackmail, 

or discrimination. And there's absolutely nothing you can do to get it back. 

Healthcare's Digital Dilemma 

This attack exposed a fundamental problem: American healthcare has become so interconnected 

and digitized that a single failure point can bring down the entire system. It's like we built a 

massive house of cards and then acted surprised when someone knocked it over. 

But here's the catch: we can't go backwards. Digital health records save lives. Electronic 

prescriptions prevent errors. Automated insurance processing makes healthcare (slightly) more 

affordable. We're trapped between the efficiency of digital systems and their vulnerability to 

attack. 

The National Security Wake-Up Call 

When foreign criminals can effectively shut down a significant portion of America's healthcare 

system from their laptops, we're not just talking about a business problem. This is a national 

security crisis. The attack demonstrated that hostile actors don't need bombs or missiles to cause 

massive damage to American society—they just need keyboards and internet connections. 

What's particularly chilling is that this was criminals motivated by money. Imagine what a 

nation-state with political or military objectives could do with the same access. The thought 

keeps security professionals up at night. 
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Lessons from the Disaster 

The Basics Still Matter 

Here's the most frustrating part of this entire story: it could have been prevented with security 

measures that have been standard practice for over a decade. Multi-factor authentication isn't 

some cutting-edge technology—it's the thing that sends a code to your phone when you log into 

your Gmail. The fact that a critical healthcare system didn't have this enabled in 2024 is like 

finding out a bank still uses a single key for its vault. 

This attack is a sobering reminder that fancy AI-powered security systems and million-dollar 

consulting contracts mean nothing if you don't get the basics right. It's like buying a bulletproof 

vest but forgetting to wear it. 

The Single Point of Failure Problem 

Change Healthcare processes about half of all medical claims in America. That level of 

concentration is dangerous. When one company's failure can cripple an entire industry, that 

company becomes what economists call a "systemically important" institution—too big to fail, 

but apparently not too big to hack. 

We need to seriously reconsider whether allowing such concentration in critical infrastructure is 

wise. Yes, consolidation brings efficiency and cost savings. But it also creates massive targets for 

criminals and nation-states alike. Maybe some inefficiency is a price worth paying for resilience. 

The Human Element 

11 



Technology failures grab headlines, but this attack succeeded because of human failure. 

Someone, somewhere, made the decision that multi-factor authentication wasn't necessary on 

that Citrix portal. Someone else decided that nine days of unauthorized access didn't trigger 

enough alarms. These weren't technical problems—they were judgment problems. 

Where Do We Go From Here? 

The Security Revolution Healthcare Needs 

Healthcare organizations need to fundamentally rethink their approach to cybersecurity. This 

means moving from a "compliance-based" mindset (checking boxes to meet regulations) to a 

"security-first" mindset (actually protecting systems and data). It means accepting that security 

isn't a cost center—it's survival. 

Zero-trust architecture needs to become the standard. This means assuming that everyone and 

everything trying to access your systems is hostile until proven otherwise. Yes, it's paranoid. But 

as the saying goes, just because you're paranoid doesn't mean they're not after you. 

Preparing for the Next Attack 

Because there will be a next attack. The success of the Change Healthcare breach has shown 

criminals worldwide that healthcare is vulnerable and profitable. Right now, somewhere, hackers 

are probing other healthcare companies, looking for their own missing multi-factor 

authentication, their own unpatched vulnerabilities. 

Healthcare organizations need to war-game these scenarios. What happens if your claims 

processor goes down? What if your electronic health records are encrypted? What if your 
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pharmacy systems are compromised? Having a plan before disaster strikes is the difference 

between inconvenience and catastrophe. 

The Regulatory Reckoning 

This attack will almost certainly trigger new regulations and requirements for healthcare 

cybersecurity. Expect mandatory security audits, required incident response plans, and hefty 

penalties for basic security failures. The era of treating cybersecurity as optional in healthcare is 

over. 

Conclusion: The Attack That Changed Everything 

The Change Healthcare ransomware attack of 2024 will be remembered as a watershed moment 

in cybersecurity history. Not because it was technically sophisticated—it wasn't. Not because it 

was unprecedented—ransomware attacks happen every day. It will be remembered because it 

demonstrated, with brutal clarity, how vulnerable our most critical systems really are. 

This wasn't a failure of technology. It was a failure of imagination. The people responsible for 

securing Change Healthcare's systems failed to imagine that someone might steal credentials. 

They failed to imagine that hackers might lurk undetected for over a week. They failed to 

imagine the cascading consequences of their systems going offline. 

But most importantly, this attack shows us that in our rush to digitize and modernize healthcare, 

we've built a system that's efficient but fragile, convenient but vulnerable. We've created a digital 

ecosystem where a handful of criminals with keyboards can cause more damage than a natural 

disaster. 
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The question isn't whether another attack like this will happen—it's when. And when it does, will 

we have learned the lessons from Change Healthcare? Will we have implemented basic security 

measures? Will we have built resilience into our systems? Or will we once again find ourselves 

explaining how hackers walked through an open door and brought American healthcare to its 

knees? 

The clock is ticking, and the hackers aren't waiting for us to figure it out. 
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