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Password Cracking
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Selected Passwords: password, P@55w0rd, GreenGiant89, ascendant, *e&r9D-yK,
S@nt@C1@5
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The above 4 screenshots show task A.1-A.4 in order.

Task B:
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The above 4 screenshots show Task B1-B3 in order.

Wi-Fi Password Cracking
Task A.)
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The above two screenshots show the process of decryp ng the capture file.

WireShark Analysis
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From these screenshots, we can see a lot of informa on about what is going on in these captures.
From the first screenshot, we can see that the conversa on was only about five minutes long, how
many packets were captured, and how many bytes there are in total. From the second screenshot,
we can see what websites were visited. In the third screenshot, we can see the various websites
that have been visited. Users visited sites for music and various apple services. Looking at the
protocol hierarchy, there is suspicious ac vity in the address resolu on protocol being so big.
There is a MAC address sending too many ARP broadcast signals to a ack the network.



WPA cracking
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The above 2 screenshots show the process of cracking the password and decryp ng the capture
file.

Wireshark Analysis 2
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In these screenshots, we can see that the most ac vity is seen through a TCP conversa on
between two par es. We can also see the different websites that are visited in this capture. The
majority of them are google.com. From the last screenshot, we can see that the Peng MacBook
user is visi ng google maps using Mozilla Firefox, and we referred there by a campus maps link
on ODU.

Task B
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In the 3 screenshots above, I find the file that I need to crack into, find the password with
a dic onary a ack, and then decrypt the Wireshark file.

Wireshark Analysis 3
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In these Wireshark screenshots, we can see what websites users are going to. The
websites that I observed users going to were Taobao, a Chinese shopping website, someone
going to a website to stream music as evident from the key word of “NextRadio”, and an android

user watching YouTube through google images.



