	A cyber security policy is a set of rules that are made in order to ensure the well-being of the organization that a policy is written for. The policy must be able to change should the need arises and needs to be consistently maintained and assessed. A good cybersecurity policy covers a wide range of categories for security. One of those categories is the employees of an organization. 
The human aspect of cybersecurity is the most vulnerable part of cybersecurity, so a policy must address how to handle people. A policy may do this by having an acceptable use policy. (Straub et al., 2016 p. 127) An acceptable use policy would outline what manners of using technology on company grounds are allowed. For example, the acceptable use policy would prohibit any foreign USB drives from being inserted into hardware to reduce the risk of threats. Another aspect of the policy regarding the human aspect of cybersecurity would be the training of employees. 
A good policy would detail what cybersecurity practices should be taught to employees. An employee that is trained in safe computer and internet use is significantly less of a risk than an untrained one. An untrained employee has a higher chance of doing things like falling for a phishing scam or going on unsafe websites and getting a virus in their computer. A security policy should also outline proper anti-malware precautions. This would include things like defining where malicious software could come from and proper antivirus software should be installed on computers. 
The physical components of an organization must be secured as well. There should be no physical component that is valuable to the organization that can be accessed by any unauthorized individuals. The policy could detail how unauthorized individuals must be monitored when they are on company grounds, or how to physically secure a valuable resource like a server room. 
Another aspect of a security policy that should be implemented is the proper method to encrypt data. Malicious parties will want to take valuable data from your company. This can include things like the valuable personal information of your employees and clients. Encryption (Straub et al., 2016, p. 127) will decrease the risk of this happening and should be outlined in your policy.
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