Old Dominion University
CYSE 450: Ethical Hacking and Penetration Testing

Lab 4: Malware Analysis

Total Points: 30

Tasks

Task-1: Go to https://bazaar.abuse.ch/browse/ and select a malware with the “Mirai” signature.

Use the “Signature” column to find out all the malwares with the “Mirai” signature or use the
search option with the “Mirai” keyword. Take a screenshot like the following screenshot and

make sure you highlight the malware you selected. 2 points
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Search: Mirai

Date (UTC) SHA256 hash Type Signature 4 Tags Reporter DL
2024-10-1415:28 {4742e5d26a7901fb9c5... A elf [eif ] abuse_ch (o]
2024-10-16 05:50 43ae316a451c79cd228... A elf [ mirai | et ] abuse_ch (o]
2024-10-16 05:50 a8cddfbbef2f0b8sgs9c... A elf [ mirai | [ eit ] - abuse_ch (o]
2024-10-16 05:50 636453850Teede6250... { elf [ irai | [eit ] - abuse_ch
2024-10-16 05:50 0b67cc301ffcd54221117... A elf [ Mirai | [ eif | ~- abuse_ch (a ]
2024-10-16 05:50 499712ccdc7f1844897c... A elf m m «- abuse_ch B
2024-10-16 05:50 77c3d6456ff3d107c076... & elf [ Mirai | [ eif ] abuse_ch (o]
2024-10-16 05:50 baefe5a28ff1d3a3509d... & elf [ Mirai | [ eif ] - abuse_ch (& ]
2024-10-16 05:50 70d2a09c3abba74c806.. A elf m [eif ] ~- abuse_ch m
2024-10-16 05:50 0fdf86fd7aa2a3285418... Aelf m m abuse_ch B
[eif ] ~- abuse_ch

2024-10-16 05:50 1ec574bd1a09c1259d4... O elf [ wirai |

Biwm®®®

B A MalwareBazaar | Browse X +

« > C @ O 8 abuse.ch

OffSec Kali Linux #8 KaliTools « KaliDocs N Kali Forums X Kali NetHunter Exploit-DB Google Hacking DB

Authenticate for APl access | If you are iencing issues with g data from abuse.ch platforms via API, please ensure your requests are authenticated.
=] Read here for more info

MALWARE bazaar Q Browse & Upload 4 Hunting Alerts t &

« Login
from ABUSE" | Gl smammaue

See search syntax see below, example: tag:TrickBot

Search Syntax ®

Search: | mirai

Date (UTC) | SHA256 hash Type Signature Tags Reporter DL

2025-10-06 12:11 54dc2b14c9b1d4d7857... 4 elf [ Mirai | [ oit [ mirai -~ abuse_ch (o]
2025-10-06 12:06 318757c9b4622324b25... 4 elf [ mirai | [ et | mirai § upx-dec | - abuse_ch
2025-10-06 12:06 b40a6409d5278378434... 4 elf [ mirai | [ ett Imirai § upx-dec] - abuse_ch (o]
2025-10-06 12:06 {{91bf9fdba563d2ebbel... O elf [ sirai QRN i | mirai ] upx-dec | e abuse_ch (o]
2025-10-06 12:06 ff0a7a2e083880711dcf6... A elf [ mirai | [ ett | miral § upx-dec ] «- abuse_ch (o]
2025-10-06 12:06 b4f79b3d79c814b8668b... & elf [ mirai | [ eif [ mirai J upx-dec] - abuse_ch (o]
2025-10-06 12:05 31dbeab31c24bc00dad... & elf  mirai | [ et [ mirai] - abuse_ch (o]
2025-10-06 12:05 0a50775073eeadbabla... & elf [ Mirai | [ et L mirai] -~ abuse_ch (o]
2025-10-06 12:05 458a6f3i637f4a0a83d16... A elf [ mirai | [ eif | mirai | - abuse_ch (o]

Task-2: Read the details of the selected malware and download the malware sample using the
“download sample” link. Take a screenshot showing the downloaded malware sample in your

computer. 2 points
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ﬁ‘ - -‘*' T SR e | | O (genmi
Downloads - Thunar
File Edit Go Bookm

# kali  Downloads

Places E %
5= Computer -

54dc2b14c9b1d4d7
857b4153ad72bbc1
6f1b10630e423e47
abebe615e0dbcbf5
- zip
Documents
@ Musi
Pictures
Videos
s Downloads
Devices
B Fite System
Network
[ Browse Network

Intelligence e I0Cs YARA File information Comments
SHA256 hash: [0 6364538501eede6250e26b778d75072bb05ae619ffelb01e6994ecB8928e8a7ba
SHA3-384 hash: [0 f57a7084ealfdde72cb781b0f153561656f58c37a9ed95c1680dca3f6bfbf22d9b63107ca4804b67a582aa40c2542db5
SHA1 hash: d8b8h9eb557cc7be39fa38f7983casb3bbfe67a8b
MDS5 hash: 945504a6b9584031dd8d4adad3454ach
humanhash: @ mango-lion-orange-muppet
File name: na
Download: B download sample
Signature ® ¢ Mirai |
File size: 90'804 bytes
First seen: 2024-10-16 05:50:46 UTC
Last seen: Never
File type: O elf

Task-3: Go to https://app.any.run/ and sign up using your odu.edu email. You will be sent a

verification link through email. Use the link to log in to the any.run dashboard.
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Task-4: In any.run dashboard, choose the “Submit File / Email” option to select the previously

downloaded malware sample in order to upload for the analysis.

Task-5: Once the malware sample is selected, click on the “Run a public analysis” button to

upload the sample and run a malware analysis.

Task-6: In the bottom part of the any.run screen, you will find information about HTTP Requests,

Connections, DNS Requests, and Threats under the Network tab. Here goes an example:

HTTP Requests 7 | Connections DNS Requests Threats
Timeshift Headers Rep PID Process name Content

GET | 200: OK i = ft com/pki/cr/nroduct I B
GET | 200: OK http : 2011 5735
GET | 200: OK 028 svchostexe http:// Dal L 471b
GET | 200: 0K 43¢ ht o 7BNM STAJB qN 313b
GET | 200: OK [/ 5084 b kHost ex http://ocsp digicert com/N " BqUrDaMCGaU 471b

Go through all the information you find for each category (i.e., Http Requests, Connections, DNS
Requests, and Threats) and take at least one screenshot showing information from each

category. 8 points
-~  HTTP Requests 5| Connections

- Timeshift He

200: OK
200: 0K
200: 0K
| 200: 0K
200: OK
200: 0K

4~ HTTP Requests Connections 30 | DNS Requests Threats
@r,m"t Protocol e PID Process name CN IP Port Domain
TCP 1
UDP ?
TCP
TCP
upP
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TCP
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Timeshift Status Rep Domain

Responded

Responded

Connections 0 DNS-Requests Threats

PID Process name

. Unknown Traffic = ia=

Task-7: Explore information found in the IOC, Text Report, Graph, and ATT&CK tabs on the right

side of the screen. Take necessary screenshots showing any interesting finding. 3 points
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Task-8: Based on the information you found from Task-6 and Task-7, briefly explain the main
characteristics of the malware sample. 5 points

The main characteristic of the malware sample is that it focuses on network connectivity. It opens
up a lot of backgroundtransferhost processes.

Task-9: Go to https://bazaar.abuse.ch/browse/ again, but this time, select a malware sample with
the “VIPKeylogger” signature. Perform malware analysis repeating Task-3 to Task-7. Based on
your analysis, explain the main characteristics of this malware sample. 5 points
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Software environment set and analysis options

Add for printing -

Behavior activities

MALICIOUS SUSPICIOUS INFO
Generlc archive extractor No susplcious indicators Reads the machine GUID from the registry

«7h Ad £

B09a4050db0d58%ec2

m

IRAR exe (PID: 5232)

Malware configuration Addforprntng =

No Malware configuration.

¥ Add far nrinting

Qiatin infAarmatinn
PROCESSES GRAPH

winrar.exe

. 7b3a17448b0ddfcc97321f9a79a8ef7a7809a405db0d589ec2ededcd3820074c.exe

\& sluiexe
N
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< C @ o8 any.run,

OffSec Kali Linux § KaliTools ¢ KaliDocs ¥ Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB

Techniques details

Get to know what this threat is about

Reads the machine GUID from the registry (1)

"System Information
Discovery"
Reads the computer name (1)

8bodaf

Checks supported languages (1)

448b0ddf

IOCs

Summary of indicators of compromises (1

T

Main object — 7b3a17448b0ddfcc9732ff9a7%Bef7a7809a405db0d58%ec2ededecd3820074¢.zip

?

The VIPKeylogger works by using a .exe file, and it reads information from the registry like the
machine GUID, computer name, and the supported languages.

Task-10: Discuss the difference between Mirai and VIPKeylogger malwares in your own words.
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5 points

The difference between Mirai and VIPKeylogger is that Mirai focuses more on networks while
the VIPKeylogger focuses more on internal functions in the computer. The Mirai virus has more
network activity than the VIPKeylogger does.

Turn-in

* Submit all the screenshots and explanations highlighted using the yellow background.



