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Q1. How many packets are captured in total? How many packets are displayed?

In total, there are 192 packets captured. Next to where it shows how many packets are there in
total it also shows how many packets are displayed in. In total, there are 192 packets displayed.
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Q2. Apply “ICMP” as a display filter in Wireshark. Then repeat the previous question (Q1).

When applying the protocol ICMP filter in Wireshark I have a total of 80 that are displayed out

of the 192 packets.
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Q3. Select an Echo (replay) message from the list. What are the source and destination IPs of this
packet? What are the sequence number and the size of the data? What is the response time?

When analyzing this packet, the source IP address is 192.168.10.18 and destination IP address is
192.168.217.3. Following that, the sequence number is 28 and the data size for 40 bytes. Finally,
the response time for this packet is 4.797 ms.

b - <£ lab-connect.cova-cei.org J ® O + B

Attacker Kall - External Workstation on CY301-JLEWIDST

Reompk9o-l-
Wireshark - Packet 60 - ethO

+ Internet Protocol Version 4, Src: 192.168.10.18, Dst: 192.168.217.3

[Checksum Status

Identifier (BE):

Identifier (LE):

Sequence Number (BE): c)
Sequence Number (LE): 7168 (@x1c@e)

time: 797 ms]
p from icmp data: Feb 13, 2025 01:16:04.985237000 EST
[ amp from icmp data (rrlﬂtlv?} ©.064830400 seconds]
Data (48 bytes)

00 40 27 80 15 5d 40 57 38 ©8 00 45 60 J6W' - ]@ws E
00 ] 0 3f 61 f1 e1 cO a8 6a 12 cO a8 %

[ ] 0 a2 9f 70 00 1c 24 8e ad 67 €0 00

80 00 95 08 OF 00 00 00 00 00 IONEIIZEIE4NS

16 17 18 19 1a 1b 1c 1d 1e 1f 20 21 22 23 24 25

26 27 28 29 2a 2b 2c 2d 2e 2f 30 31 32 33 34 35

36 37

No.: 60 - Time: 27.048899800 - Source: 192.168.10.18 - Destination: 192.168.217.3 - Protocol: ICMP - Length: 98 - Infa: Echa (ping) reply id=0x9f70, seq=28/7168, tti=63 (request in 59)
v Show packet bytes

X Close




Q4. Apply “DNS” as a display filter in Wireshark. How many packets are displayed?

The amount of packets displayed when applying DNS as a display filter is 104 packets.
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ADA® CBARE@ a2 «>n«>AE
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Source Destination Protoco * Length Info
.852841900 : % = i i 2 95 Standard query Oxd5ca AAAA content-signature-2.cdn.mozilla.net
.074622900 .168.217. .168.217. 54 Standard query response 8xded7 Refused
180 428.074630600 . - = . . . 54 Standard query response @xdSca Refused
181 429.359684100 3 & = s . % 87 standard query ©x9312 A safebrowsing.googleapis.com
182 429.359712800 . . . . 2 S 87 Standard query 8x9776 AAAA safebrowsing.googleapis.com
183 429.370877900 192. ! .2 2 g 3 54 Standard query response ©x9312 Refused
184 429,370884300 . . . - . . 54 standard query response 0x9776 Refused
185 429.653474600 . ; & A : . 85 Standard query @xe7fd A push.services.mozilla.com
186 429.653505600 % A A 7 85 Standard query Oxe6a@ AAAA push.services.mozilla.com
187 429.654992200 .217. 3 .3 54 Standard query response ©x07fd Refused
188 429.6549997600 . : - ” : 54 Standard query response 6xe6a® Refused
189 429.844634000 . . . . 97 Standard query 0x80el A firefox.settings.services.mozilla.com
196 429.844656800 . . 5 3 97 Standard query @xe38f AAAA firefox.settings.services.mozilla.com
191 429.861322200 3 = . ‘ X 54 Standard query response 6x88el Refused
192 429.861328300 " ” 3 “ : 54 Standard query response 0xe98f Refused

Fram 78 bytes on wire (6 y 4 bits) on i 00 1 40 57 3 27 Jévs

Ethernet II, Src: Micros 7 :15 : ), Dst: Mi oft 0 4 9 g 3 @ 0@

Internet Protocol Version 4, Src: 192.168.217.3, Dst: 192.168.217.2 9 0 5, 3 x
User Datagram Protocol, Src Port Dst Port: 53 - 69 6 p lugins n
Domain Name System (query) 65 7. 3 pe © ¢ essus or g

® E Domain Name System: Protocol Packets: 192 - Displayed: 104 (54.2%) - Dropped: 0 (0.0%) ' Profile: Default




Q5. Find a DNS query packet. What is the domain name this host is trying to resolve? What is
the source IP and port number, destination IP and port number? Please express in the
format:IP:port.

Domain Name: plugins.nessus.org
Source IP & Port: 192.168.217.3 : 38543
Destination IP & Port: 192.162.217.2 : 53

b~ < fab-connect.cova-cei.org s ® th + ©

Artacker Kali - Externaf Workstation on CY301T-JLEWADET

Wireshark - Packet 85 - ethQ

Frame 85: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on in face etho, id @
Ethernet II, S Micr 5 5 ), Dst: Microsoft 57 (00:15:5d:40:57:

Protocol Ve 6 Dst: 192.168.2

Authority
Additional RRs:
=~ Queries
» plugins.nessu g: type A, class IN
sus.org
[Name Length: 18]
Mahel Count: 31
15 5d 38 89S 5d 40 7 08 45 e
D 40 e a 40 00 40 11 19 8b cl as
9 92 96 BT @0 35 @ 33 95 00 ee 01
0 8@ : 0 87 75 69 6e 73 86 Ge p lugins n
73 73 75 73 2 67 00 6@ 81 80 01 essus-or g

No.: 85 - Time: 251.054011400 - Source: 192.168.217.3 - Destination: 192.168.217.2 - Protocol: DNS - Length: 78 - Info: Standard query 0xa278 A plugins.nessus.org
v Show packet bytes

X Close O Help




Q6. Find the corresponding DNS response to the query you selected at the previous step, and
what is the source IP and port number, destination IP and port number? What is the message
replied from the DNS server?

Source IP & Port: 192.168.217.2 : 53
Destination IP & Port: 192.168.21.3 : 38543
Message replied from the DNS server: Refused

b~ < lab-connect.cova-cei.org g ©® h + B

Artscker Kali - BEdémal Worlkstation on CYSOT-JTEWIDST

Neomk 9

Wireshark - Packet 87 - ethO

+ Frame B7: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface ethe, id @
»+ Ethernet II, Src: Microsoft_4 (0o 40:57:38), Dst: Microsoft_40:57:27 (00:15:5d:40:57:27)
» Internet Protocol V 4 2.16 : 192.168.217.3
» User Datagram Protoco S
~ Domain Name System (r
Transaction ID:
! @x8185 Standard query response, Refused
e

A er
Authority 5: 8
Additional RRs: ©

[Time: ©.011563100 seconds]

00 15 5d 40 57 27 00 15 5d 40 57 38 €8 08
60 28 bl cb 00 00 40 11 95 a2 c® a8 d9 62
d9 83 8f 80 14 12 2c a2 78 81 05
00 60 0O 60 80 60

No.: 87 - Time: 251.065574500 - Source: 192.168.217.2 - Destination: 192.168.217.3 - Protocol: DNS - Length: 54 - info: Standard query response 0xal78 Refused
v Show packet bytes
X Close O Help




Task B:

Q1: Apply proper display or capture filter in Wireshark on Internal Kali VM to show active
ICMP traffic.

What I did here is the protocol ICMP in the Wireshark filter to show the ICM.

il} < lab-connect.cova-cel.org é ® th + €

Kl = Internal Workstation on CY301-JLEWIOAY

imPkoC-
& Capturing from ethQ
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADMA® s BBRE a«<>»n<«>EEoool

Destination Protocol Length Info
5.015219160 -168. i 92.168.10 ICMP 98 Echo (ping)
5.015251100 6 ¥ 5 ICMP 98 Echo (ping)
5.391929700 3% y 168. ICMP 98 Echo (ping)
5.392258600 .168. ICMP 98 Echo (ping)
5.587468200 i 2.168. ICcMP 98 Echo (ping)
5.587474600 6 2. 168. 3 ICMP 98 Echo (ping)
6.020316500 2 . .168.18 ICMP 98 Echo (ping)

-8203608108 6 .168. ICMP 98 Echo (ping)

41 6.393230000 . - . 168. ICMP 88 Echo (ping)

42 6.400578500 2.168. .168. 98 Echo (ping)

y Frame 1: 98 bytes on wire (784 bits), 98 by!
» Ethernet II, Si
» Internet Protocol versi

(@ Internet Control Message Protoco

® E ethO: <live capture in progress> Packets: 42 - Displayed: 40 (95.2%) ' Profile: Default
> —

\




Q2: Apply proper display or capture filter in Wireshark on the Internal Kali VM that ONLY
displays the ICMP request that originated from the external Kali VM and goes to the Ubuntu
64-bit VM.

The protocol I used to filter in Wireshark is ICMP.type==&& ip.src==192.168.217.3&& ip.dst
==192.168.10.18. This protocol uses the IP address from the external Kali VM and the Ubuntu
64-bit VM to achieve ICMP request that originated from the external Kali VM that goes to the
Ubuntu 64-bit VM. While I also used ICMP.type to only find ICMP Echo requests.

in} < lab-connect.cova-cei.org s @ + 0§
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(W [icmp.type == 8 && ip.src == 192.168.217.3 && Ip.dst = 192.168.10.18]

Source Destination Protocol Length Info
875 143.630431600 . - . . .1e. 98 Echo (ping)
877 143.822508300 .168.217. .168.10. 98 Echo (ping)
881 144.644257600 . i ! .10. 98 Echo (ping)
883 144.824840500 . . . . .10. 98 Echo (ping)
887 145.640292760 192. . i .1e. 98 Echo (ping)
889 145.83155076 .217.3 .10. 98 Echo (ping)
893 146.642936900 1 .217. 192.168.10. 98 Echo (ping)
885 146.833761500 . “ -10. 98 Echo (ping)
B899 147.642767760 3 z - < 98 Echo (ping)
901 147.831225960 § 3 5. .16 98 Echo (ping)

» Frame 3: 98 bytes on wire (784 bits), 98 byt 40 57 32 00 15 57 29 08
» Ethernet II, Src: Microsoft_4 7:29 (00:15 @061 46 40 00 3f 01 c® a8 d9
» Internet Protocol Version 4, c: 182. o2 80 ab 2a 57 1b Ba ae ad
» Internet Control Message Protocol 9 6c 08 00 80 1@ 11 12
19 1a 1b 1c 1d 20 21 22
29 2a 2b 2¢ 2d 2 30 31 32

" @ B wireshark_eth04)1Y12.pcapng Packets: 902 - Displayed: 296 (32.8%) = Profile: Default
i 3




A. Ubuntu VM is also serving as an FTP server inside the LAN network. Now, you need to use
External Kali to access this FTP server by using the command: ftp [ip _addr of ubuntu VM]. The
username for the FTP server is student, and the password is password. You can follow the steps
below to access the FTP server.

To execute this task I simply followed the instructions above. As I accessed the External Kali
and typed FTP followed by the IP address to Ubuntu. I gained the IP address from Ubuntu from
the previous steps. After that I typed in the username and password for Ubuntu when prompted.
Which was overall successful.

b~ £ ) lab-connect.cova-cei.org 4 + 0O

Attaciar K3l - External WoOrkststion on CY301-JLEWIOAT =

Seomk o

root@kali: ~
File Actions Edit View Help




B. Unfortunately, Internal Kali, the attacker, is also sniffing into the communication. Therefore,
all of your communication is exposed to the attacker. Now, you need to find out the password
used by External Kali to access the FTP server from the intercepted traffic on Internal Kali. You
need to take a screenshot and explain how you found the password.

To sniff out the password I used in the External Kali for the FTP to Ubuntu I used the knowledge
I gained from the previous task using wireshark. As I know now when accessing wireshark I
have the ability to analyze all of the packets and data being transmitted in the system. Having
said that, I thought to myself I could possibly go to wireshark and try typing in the ftp in the
wireshark filter and see if it works. Doing that it showed all of the FTP packets. Following that, I
saw two packets that had USER username and PASS password in their info column in
wireshark. So I clicked on the packet that said password and then clicked on the tab that said
PASS password\r\n. Which in return showed me the password I typed in when accessing the FTP
on the External Kali.
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Al = Internal Warkitation on CYI01-JLEWIDAT

SR 2 3 4 o ! | [ O (genmon)XXX ) A @ 4:39
‘- *eth0

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
ADA® cBRAR a«>»>n«>@PEoeo @l
L -~ I

No. Time Source Destination Protocol Length Info
622 149.722871400 192.168.16.18 192.168.217.3 T 86 Response: 226 (vsFTPd 3.8.5)
656 157 .669261600 192.168.217.3 192.168.10.18 80 Request: USER student
192 . 192.168.217.3

192.168.10.18 192.168.217.3 89 Response: 236 Login successful.
679 161.927407700 192.168.217.3 192.168.10.18 72 Request: SYST
680 161.928585700 192.168.10.18 192.168.217.3 85 Response: 215 UNIX Type: L8
681 161.933093400 192.168.217.3 192.168.108.18 72 Request: FEAT
682 161.935992600 192.168.10.18 192.168.217.3 81 Response: 211-Features:
683 161.936001500 192.168.10.18 192.168.217.3 87 Response: EPRT
684 161.936358708 192.168.10.18 192.168.217.3 110 Response: PASV
734 173.421041600 192.168.217.3 192.168.10.18 72 Request: QUIT
735 173.424983900 192.168.10.18 .168.217.3 80 Response: 221 Goodbye.

@0 15 5d 40 57 29 BEIEA 45 1@ J6w2 16W) BRE
00 43 5 62 c@ ¢ a8 d9 83 cb a8 ct-@7 b

@a 12 c4 6 ic 04 4a 21 1f 80 18 ]

7f e5 61 0 8] 08 Ba 4c a9 78 79 a@ 83

46 ba 50 53 20 70 61 73 73 77 6f 72 64 od F PASS p

oa

[Current working directory: ]

® E File Transfer Protocol (FTP): Protocol Packets: 2704 - Displayed: 13 (0.5%) Profile: Default




C. After you successfully find the username & password from the FTP traffic, repeat the
previous step (2.a), and use your MIDAS ID as the username and UIN as the password to
re-access the FTP server from External Kali. Although External Kali may not access the FTP
server, you need to intercept the packets containing these “secrets” from the attacker VM, which

is Internal Kali.

To complete this task I did the same commands as the previous task. As I went on to the External
Kali and tried to FTP the Ubuntu server. Instead of using the correct login to Ubuntu I used my
ODU credentials. As when for the username I used my MIDAS ID and for the password I used
my UIN. Following that, I went to the Internal Kali and on to wireshark and used the FTP in the
filter again and searched for the packet that was named USER and PASS. While also primarily
looking for the one with my ODU credentials.

SEm PO

File Edit View Go Capture Analyze Statistics

4 lab-connect.cova-cci.org

Al Intepa Workstation on CVa01-JLEWI0aY

*eth0

Telephony Wireless Tools Help

ADAO s BREBR@ 2 « >0 «>»PE ool
0 | — 3 &

No. Time Source
677 161.925331900
679 161.927407700
680 161.928585700
681 161.933093400
682 161.935992600
683 161.936001500
684 161.936358700
734 173.421641600
735 173.424983900
4090 982.896083500
4146 996.362338208
.362775500
4186 1883.3417235.. 192.168.217.3
4194 1006.0925107.. 192.168.16.18
5442 1306.0894573.. 192.168.10.18

» Frame 4180: 81 bytes on w
« Ethernet II, Src: Micros
» Destination: Microso
» Source: Microsoft_48
Type: IPvd (6x0880)
vtocol Version 4, Src

trol Protocol, Src Port: 3

Request arg
[Current working directory: ]

® E File Transfer Protocol (FTP): Protocol

Destination

Protocol Length Info

89 Response:

72 Request:

85 Response:

72 Request:

81 Response:
87 Response:
116 Response:

72 Request

80 Response:
86 Response:

81 Request:

160 Response:

81 Request:

88 Response:
80 Response:

red (648 bits) on
), Dst: Microsoft

17.3, Dst: 182
168, Dst Port:

| o genmonx

230 Login successful.
SYST
215 UNIX Type: L8
FEAT
211-Features:
EPRT
PASV
QuIT
221 Goodbye.
220 (vsFTPd 3.0.5)
USER j lewiB41
331 Please specify the password.
[ ———
538 Login incorrect.
421 Timeout.

57 32 00 15
40 80 3f
@0 15 d4 ¢
@6 06 81
53 53 20 30

Packets: 10243 - Displayed: 19 (0.2%)
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Profile: Default
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Task C Extra Credit:

Login to Ubuntu VM, and create a file in your home directory named “YOUR_MIDAS.txt”. Put
the current timestamp and your name in the file. You can use the following command in the
example below to do the job. Once you have the file ready in Ubuntu, switch back to External
Kali. Get the file you just created remotely using the FTP protocol. Below is an example. As an
attacker, you need to complete the following tasks in Internal Kali:

For this task I followed the instructions in the photo which allowed me to make a text file.
Following that, I displayed all of the files in the directory. Lastly, I used the command to display
the text file I created. Which also showed the time and date.

- < lab-connect.cova-cci.org , th + @
DB Uty 220963 Bit o) OT-JLEwIoaY

] Terminal Feb 19 05:34

fat

student@ubuntu: ~

;% echo -e "$(date) \nJaQwah Lewis" > jlewiodi.txt
5 1s
jlewidal. txt
examples.desktop
5% cat jlewiodl.txt
Wed Feb 19 ©5:23:35 AM EST 2025
JaQwah Lewis
B |

VMshare

Once you have the file ready in Ubuntu, switch back to External Kali. Get the file you just
created remotely using the FTP protocol. Below is an example. As an attacker, you need to
complete the following tasks in Internal Kali:



I followed the step shown in the example and was able to execute it. As I did have to redo it a
few times because of mistakes I made.

b~ < lab-connect.cova-cei.org é d + O

Aacker Kali = Bderm n CY30T-JLEWI0AT

HNemk o[-

root @kali: -

File Actions Edit View Help

80:00 ETA

1. Apply a proper display filter to display the FTP-DATA packets between External Kali and
Ubuntu VM.

2. Follow the TCP steam of the FTP-DATA packet and view the content of the file just
transferred.



To filter through wireshark to find the FTP-DATA packets between the External Kali and Ubuntu
VM I used the same method from the previous task as when looking for the source and
destination when using the ICMP. Doing this I was able to find the packets between the External
Kali and Ubuntu VM. When following the TCP steam I right clicked on the packet and hit follow
and TCP. Following that I was given the answer to #3.

b~ £ ) lab-connect.cova-cei.org 4 h + O

Pl = Interal Workstation on CYI01-JLEWI0ET
18]

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADAO® e BB@ a ¢« >0 «>»PE ool
ftp- ip. 91153.217.3JUp.d5 192.168.10.18

Source Destination Protocol Length Info

4562 -412.
4563 -412.
4564 -412.
4565 -412.
4567 -412.
5126 -278
5127 -278
5128 -278.

Fr

3449977..
3436248..
3415223..

3401961
2962567
5374634
5342797

5321983..

5321909
5286191
5239067
5214548,

-5214474
.5207862

4701122

192.168.217.3
192.168.10.18
192.168.217.3
192.168.10.18
192.168.217.3
192.168.217.3
192.168.10.18
192.168.217.3
192.168.217.3
192.168.10.18
192.168.10.18
192.168.217.3
192.168.217.3
192.168.10.18
192.168.217.3

85 Request: SIZE jlew1@4l.txt

74 Response: 213 46

72 Request: EPSV

114 Response: 229 Entering Extended Passive Mode (]|][31994])

66 44514 - 21 [ACK] Seq=75 Ack=264 Win=65276 Len=0 TSval=1292261174 TSe.
96 Request: EPRT [1]192.168.217.3|47123|

117 Response: 200 EPRT command successful. Consider using EPSV

66 44514 ~ 21 [ACK] Seq=185 Ack=315 Win=65226 Len=0 TSval=1292394938 TS
85 Request: RETR jlewl6dl.txt

136 Response: 156 Opening BINARY mode data connection for jlewi8d4i.txt (
90 Response: 226 Transfer complete.

66 44514 . 21 [ACK] Seq=124 Ack=489 Win=65132 Len=8 TSval=1292394949 TS
85 Request: MDTM jlewi@di.txt

86 Response: 213 20250219061214

66 44514 . 21 [ACK] Seq=143 Ack=429 Win=65112 Len=0 TSval=1292394998 TS

Ethernet II,

9),

Internet Protocol Ve 68.217.3, Dst: 192.168.10.1
, Dst Port: 21, Seq: 165, .

[Current working director

[Command respon
[Command respo

Cummami response last frame: @

® B "fisneither a field nor a protocol name.

Packets: 6546  Displayed: 40 (0.6%) Profile: Default

3. Export (Save) the transferred file as a text file in Internal Kali and view the content. Below is
an example.

After completing the previous step, I expand the window and export the transferred file as a text
file. Then saving the packet to the VM itself and an example of the text file below



< lab-connect.cova-cei.org % h + ©

PRI It rial Work tstion on CVI071-JLEWIOAT

Wireshark - Follow TCP Stream (tcp.stream eq 1) - ethO

213 20250219061214

Packet 4564. 10T pkts, 14 RS pkts, 20 turns: Click to sefect.
Entire conversation (570 bytes) X Show dataas ASCII

Stream 1 -

Find: Find Next

Filter Qut This Stream Print Save as... Back X Close  QHelp

< lab-connect.cova-cei.org , h + @O

PRI It rial Work tstion on CVI071-JLEWIOAT

O (genmon)XX 4) A @

jlewiO4.txt — LibreOffice Writer

File Edt View jnsert Format Styles Table Form Tools Window Help

e Bl & v oo G B
2 A 2. 1 [uberationton Zfom Z)iBIU-S
4

& e

220 (ysEJRg 3.9.5)
USER student
331 Please specify the password.
PASS password
238 Login successful
SYST
215 UNIX Type: L8
FEAT
211-Features
EPRT
EPSY
MDTH
PASY
REST STREAM
S1ZE
IVES
211 End
TYPE 1
200 Switching to Binary mode.
SIZE jlewi®4l.gxt
213 46
EPSY
229 Entering Extended Passive Mode (||]31994|)
EPRT |1]192.168.217.3|47123|
200 EPRY command successful. Consider using EPSV,
REIR jlewieal.txt
156 Opening BINARY mode data conmection for jlewi@41.txt (46 bytes)
226 Transfer complete.
MDTM jlewi@al.gxt
213 20250219061214

B |
WD ————3——+ o

T8words, 510 characters Defauit Page Style




