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Task A: Linux Password Cracking (25 points)  

1. 5 points. Create two groups, one is cyse301, and the other is your ODU Midas ID (for 
example,  svatsa). Then display the corresponding group IDs. 

 



What I did to create the two groups is use the command “groupadd jlewi041” “groupadd 

cyse301”.Using this command was pretty easy as we used it in past assignments when creating a 

group.  

 
2. 5 points. Create and assign three users to each group. Display related UID and GID 
information of  each user. 

 
For this task I made a total of six different users and added three of them to each group. For 

creating the users I used the command “useradd” to create the users jim, jordan, jill, bob, banks, 

and boe. Following that when adding the users to the group I use the command “sudo usermod -a 

-G (jlewi041 or cyse301) (user’s username)”. After that to see what group the users are assigned 

to I used the command “ group (user’s username)”.  

 

  

 
3. 5 points. Choose Three new passwords, from easy to hard, and assign them to the users you  
created. You need to show me the password you selected in your report, and DO NOT use your  
real-world passwords.   

 



 

For this task I created a password for each user. The command I used to accomplish this step is 

“passwd (user’s username)”. The password for the user jim is 1234 and the password for jordan 

is 1245. The password I created for jill is pug1245. Following that, the password I created for 

bob is Pug1245!. The password for banks is Pug1245!0. Lastly, the password I created for boe is 

P5g1245!0. 

 

 



4. 5 points. Export all Three users’ password hashes into a file named “YourMIDAS-HASH” (for  
example, svatsa-HASH). Then launch a dictionary attack to crack the passwords. You MUST crack  at 
least one password in order to complete this assignment.   
 
For the last step I used the command “nano jlewi041-Hash” to create a Hash file. Following that, 

I copied and pasted the users information from the previous step into the Hash file. To make sure 

the information was inside the Hash file, I used the command “cat jlewi041-Hash”. Lastly, to 

perform a dictionary attack to gain the passwords from the users accounts I used the command 

“john –format=crypt –wordlist=rockyou.txt jlewi041-Hash”. Within three minutes it was able to 

crack the password for the user jim.  

 
 

 
 
 
 
 

 

 



Task B: Windows Password Cracking (25 points)  

Log on to Windows 7 VM and create a list of 3 users with different passwords (OR you may 
create users  using net users \add command as you did in lab-4-task-c). Then you need to 
establish a reverse shell  connection with the admin privilege to the target Windows 7 VM.   

Now, complete the following tasks:  

1. 5 points. Display the password hashes by using the “hashdump” command in the meterpreter  
shell.  

 

For this step I made a connection to Windows 7 by accessing it through the meterpreter by first 

using command “msfconsole” . Following that, I used the command “uses exploit/multi/handler” 

and the command “set payload windows/meterpreter/reverse_tcp”. Then I used the command 

“exploit”to make a connection to Windows 7 by going on Windows 7 and accessing a document 

from the previous lab. After creating a connection I was able to use the command “hashdump” to 

retrieve  all of the hashes from each of the users. 

 

 



 
 
2. 10 points. Save the password hashes into a file named “your_midas.WinHASH” in Kali Linux  (you 
need to replace the “your_midas” with your university MIDAS ID). Then run John the ripper for 10 
minutes to crack the windows users’ passwords (You MUST crack at least one password in  order to 
complete this assignment.).   
 

After collecting all the hashes, I made a hash file using my ODU ID using command. Following 

that I copied and pasted all of the hashes that were in the last step into the hash file I created 

titled “jlewi041.WinHASH”. Next, I used the command “john jlewi041.WinHASH 

–format=NF” which started cracking the password. In results it gave me the password for the 

user pespi with the password being apple123. 

 
 
 
 
 
 
 
 

 



 

 

10 points. Launch/open the password cracking tool, Cain and Abel in Windows 7 VM, via a  
remote desktop window. Then, implement BOTH brute force and dictionary attacks to crack the  
passwords for Windows7 users. (You MUST crack at least one password in order to complete  
this assignment).   

 

I gained access to Windows 7 through Kali by using the command “redesk -u Windows 7 -p 

password 192.168.10.9”. After gaining access remotely I navigated to Cain and was able to 

launch both dictionary and brute force attacks to crack the passwords by watching the video you 

posted.  

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Task C: 20 points 

1. Decrypt the lab5wep-demo. cap file (5 points) and perform a detailed traffic analysis (5 
points)  

 

To do this task I follow the instructions in the lab manual while also watching the video. First I 

used the “ aircrack-ng lab5wep-demo.cap” command to get the key and password. After getting 

the key I was able to start the decryption process. To start the decryption I used the “airdecap-ng 

F2:C7:BB:35:B9 labwep-demo.cap” command. After using that command it was able to decrypt 

the files. Lastly, I used the “wireshark labwep-demo-dec.cap” command to view the packet 

traffic of the decryption file version.  

 



 

 

 

 

 

 

 



2. Decrypt the lab5wpa2-demo. cap file (5 points) and perform a detailed traffic analysis (5 
points)  

 

When going over this step it was similar to the last step. As I used the command “ aircrack-ng 

lab5wpa-demo.cap” to start. Following that, I used the “aircrack-ng lab5wpa-demo.cap” to get 

the ESSID and password. Next, I used the command “ airdecaping -p password 

lab5wpa-demo.cap -e CCNI”. This command helps decrypt and shows me the packet was 

decrypted. Lastly, I used “wireshark lab5wpa-demo-dec.cap” to view the traffic.  

 



 

 

 

 



Task D: 30 points  
Each student will be assigned a new WPA2 traffic file for analysis. You need to refer to the table 
below and find the file assigned to you based on the LAST digit of the MD5 of your MIDAS ID. 
For example, the last digit of the hash for svatsa is 8. Thus, I should pick up the file 
"WPA2-P3-01.cap."  
1. Implement a dictionary attack and decrypt the traffic using the correct file based on your last 
character of md5 hash for your midas name. - 20 points  
 
The first step I did was used the “echo -n jlewi041 | md5sum” command to figure out the last 

digit of my MIDAS ID, which was 2. After getting that digit I was assigned WPA2-P1-01. The 

next command I used was “aircrack-ng WPA2-P1-01 -w rockyou.txt” to get the ESSID and 

password. After getting the password I used the command “airdecap -p PASSWORD 

WPA2-P1-01.cap -e CyberPHY” to start the dictionary attack. 

 



 
 
 
 

 

 



2. Decrypt the encrypted traffic and write a detailed summary to describe what you have 
explored from this encrypted traffic file (using wireshark). -10 points 
 

To gain access to the decrypt of the encrypted traffic I used the command “wireshark 

WPA2-P1-01-dec.cap”. After doing so I was able to gain access to the decrypted packet traffic. 

While looking into the decrypted traffic I was able to see a rage of different protocols. Another 

thing I noticed was a lot of Pings going on at the end with the protocol ICMP. These Pings 

were requests and replies between two IPs which were 192.168.1.118 and 8.8.8.8. Another 

thing I noticed was there was no set trend with the packets. Following that, there were a lot of 

key exchanges going between the server and client. When looking over the ICMP protocol 

there were most replies and requests. However, when looking inside them I they were not a lot  

of information but stuff as status reports. In which majority of the status reports came back as 

good. When looking into the TLSv.2 protocol I learned that all of them said that they were 

incomplete conversations. 

 

 



 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 


