
CYSE 450 Ethical Hacking and Penetration Testing 

Assignment 10.1 - Using the Social Engineering Toolkit (set) to Harvest 
Credentials 

(50 Points) 

Complete all the steps and submit the screenshot for the contents of the XML file with login 
credentials for, johnsmith@test.com. 

1. Open the root terminal in Kali. 
2. Type the command setoolkit to open the social engineering toolkit.  
3. On the SET main page, select 1.) Social Engineering Attack menu item by pressing 1, 

followed by pressing the “Enter” key. 



4. 

 
On the social Engineering Attacks page, select the 2.) Website Attack Vectors menu item 
by pressing 2, followed by pressing the “Enter” key. 



5. 

 
On the Website Attack Vectors page, select 3.) Credential Harvester Attack Method 
menu item by pressing 3, followed by pressing the “Enter” key. 



6. 

 
On the Credential Harvester Attack Method page, select 1.) Web Templates menu item 
by pressing 1, followed by pressing the “Enter” key. 



7. 

 
7. When prompted for an IP address for the POST back, just hit “Enter” key to keep your kali 

machine IP address as the default one. 



8. On the Select a template prompt, select the 2. Google menu item 

 
9. Open a tab in the browser of your Windows VM or your local computer. 
10. Type the address of the Kali Linux in the address bar and press “Enter” 

 



11. In the email field, type any fake email for example, johnsmith@test.com and for 
password, type letMEin@2023 and press “sign in” 

12. Go back to Kali root terminal, where it was listening for harvesting the credentials. You 
should be able to see the login and password now like, as shown in the following 
screenshot: 

 
13. Press CONTROL+c key to copy. 
14. Type 99, when prompted to return. 
15. Again, keep typing 99 until you exit 



 
16. Open a new root terminal in Kali and type the following to view your report. 

 
17. To view/ generate the report in the XML file (the report generated after completing the 

social engineering attack), use cat command and type only 2023, then hit the tab key (to 
fill the rest of the characters in the file name).  Highlight the login and password in the 



report. 


