CYSE 450 Ethical Hacking and Penetration Testing

Assignment 10.1 - Using the Social Engineering Toolkit (set) to Harvest
Credentials

(50 Points)

Complete all the steps and submit the screenshot for the contents of the XML file with login
credentials for, johnsmith@test.com.

Open the root terminal in Kali.

2. Type the command setoolkit to open the social engineering toolkit.
On the SET main page, select 1.) Social Engineering Attack menu item by pressing 1,
followed by pressing the “Enter” key.



root@kali: ~

File Actions Edit View Help

The Social-Engineer Toolkit s a product of TrustedSec.

Visit: https://

Select from the menu:

1) Social-Engineering Attacks

2) Penetration T ing (Fast-Track)
3) Third Party Modules

4) Update the Social-Engineer Toolkit
5) Update SET configuration

6) Help, Credits, and About

Exit the Social-Engineer Toolkit
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On the social Engineering Attacks page, select the 2.) Website Attack Vectors menu item
by pressing 2, followed by pressing the “Enter” key.
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On the Website Attack Vectors page, select 3.) Credential Harvester Attack Method

Actions

Edit View Help

Social-Engineer Toolkit is a product

Visit:

from the menu:
Spear-Phishing Attack Vectors
Website Attack Vectors

Infectious Media Generator

Create a Payload and Listener

Mass Mailer Attack

Arduino-Based Attack Vector
Wireless Access Point Attack Vector
QRCode Generator Attack Vector
Powershell Attack Vectors

Third Party Modules

Return back to the main menu.

https://ww.trustedsec.com

root@kali: ~

menu item by pressing 3, followed by pressing the “Enter” key.



root@kali: ~

File Actions Edit View Help
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Return to Main Menu
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On the Credential Harvester Attack Method page, select 1.) Web Templates menu item
by pressing 1, followed by pressing the “Enter” key.



root@kali: ~

File Actions Edit View Help

to Webattack Menu
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Credential harvester will allow you to utilize the clone capabilities within SET
to harvest cred ials or parameters from a website as well as place them into a report
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IP address for the POST back in ster/Tab

7. When prompted for an IP address for the POST back, just hit “Enter” key to keep your kali
machine IP address as the default one.



8. Onthe Select a template prompt, select the 2. Google menu item
root @kali: ~

File Actions Edit View Help

IP address for the POST back in Harveste bnabbing [10.254.11.18]:
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9. Open a tab in the browser of your Windows VM or your local computer.
10. Type the address of the Kali Linux in the address bar and press “Enter”

@ Sign in - Google Accounts X + W - o
&« C' A Notsecure | 10.254.11.18 2 Y+ * S 0O &
G Google @ Outlook Mizzou Project @ Outlook @ Whatisthescopeo.. [ https//wwwidaliu.. @ LinuxFundamentals.. [B) Bridging the Gapb.. [ » All Bookm

Google

Sign in with your Google Account

Email
Password

Need help?

Create an account

One Google Account for everything Google

HMO 2 > B




11. In the email field, type any fake email for example, johnsmith@test.com and for
password, type letMEin@2023 and press “sign in”

12. Go back to Kali root terminal, where it was listening for harvesting the credentials. You
should be able to see the login and password now like, as shown in the following

screenshot:
root@kali: ~

File Actions Edit View Help

/1.1% 200 -
/favicon.ico HTTP/1.1" 404 -

10.254,91.230 - [2 3 133 "POST /ServiceLoginAuth HTTP/1.1" 302 -

13. Press CONTROL+c key to copy.
14. Type 99, when prompted to return.
15. Again, keep typing 99 until you exit



Select from the menu:

Social-Engineering Attacks
Penetration Testing (Fast-Track)
Third Party Modules

Update the Social-Engineer Toolkit
Update SET configuration

Help, Credits, and About

Exit the Social-Engineer Toolkit

Thank you for with the Social-Engineer Toolkit.

Hack the Gibson ... and remember ... hugs are worth more than handshakes.

16. Open a new root terminal in Kali and type the following to view your report.

Ea

/root/.set/reports

~/.set/reports

'2023-11-04 16:12:52.278295.xml’

17. To view/ generate the report in the XML file (the report generated after completing the
social engineering attack), use cat command and type only 2023, then hit the tab key (to
fill the rest of the characters in the file name). Highlight the login and password in the



jgibs016: ~/.set/reports

File Actions Edit View Help

ct from the menu:

Thank you for with the Social-Engineer Toolkit.

Hack the Gibson ... and remember ... hugs are worth
/root/.set/reports
~f.set/reports
7657 .xml’

~/.set/reports
2023-11-20% 22:16:03.427657.xml
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< am>checkedDomai utube</p >
<param>Emal ohnsmith@test.com</param>
<param>Passwd=1etM @20223</param>

param

~f.set/reports




