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Task A: Get started with Wireshark

Question 1:

In 5-10 seconds
of capturing the
ping to Ubuntu,
42 bytes were
captured in total
and 42 are
displayed as no
filters are
applied.

Question 2:

When filtering the
protocol to only
show ICMP 42
were captured
overall, but only 40
(37) frames were
displayed.

Question 3 part 1:

After selecting an
echo reply message
from the list, the
source IP address is
192.168.10.10 with
the destination
address listed as
192.168.217.3
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JCRANOT 22.278560766 192.168.217.3 192.168.16. ICHP 98 Echo (ping) request 1id=6x08dc, seq=9

22.283242100 192.168.10.10 192.168.217. ICHP 98 Echo (ping) reply  id=exe8dc, seq=9

23.280336500 192.168.217.3 192.168 ICHP 98 Echo (ping) request id=ex08dc, seq=1

23.286293800 192.168.10.10 192.168 8 1CHP 98 Echo (ping) reply  1id=0xe8dc, seq=1

24.285988900 192.168.217.3 192.168 ICHP 98 Echo (ping) request id=ex08dc, seq=1

24.295410000 192.168.10.10 192.168 IcHP 98 Echo (ping) reply  id=0x68dc, seq=

25.287699560 192.168.217.3 192.168.16. IcHP 98 Echo (ping) request 1d=0xe8dc, seq=1l

25.290222760 192.168.16.10 192.168.2 IcHP 98 Echo (ping) reply  id=exe8dc, seq=1

25.344305300 Microsof_40:57:05  Microsof_48:57:1f  ARP 42 who has 192.168.217.27 Tell 192.168.2

25.346528000 Microsof_48:57:1f  Microsof_48:57:05  ARP 42 192.168.217.2 is at 00:15:5d:40:57:1fF
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» Frame 1: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface ©
+ Ethernet II, Src: Microsof_48:57:05 (60:15:5d:40:57:05), Dst: Microsof 40:57:1f (09:15:5d:40:57:1f)
+ Address Resolution Protocol (request)
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Fyper-V Manager Time Source Destination Protoco * Length Info ||
BB Jcranon 21,277409100 192.168.217.3 192,168.10.10 cMP 98 Echo (ping) request 1d=0x@8dc, seq=8
21.290425760 192.168.10.10 192.168.217.3 ICMP 98 Echo (ping) reply id=0x@8dc, seq=8
22.278560700 192.168.217.3 192.168.10.10 IcHp 98 Echo (ping) request id=@xesdc,
22.283242100 192.168.10.10 192.168.217.3 IcMe 98 Echo (ping) reply id=exesdc,
23.280336500 192.168.217.3 192.168.10.10 ICMP 98 Echo (ping) request id=6xe8dc,
23.286293800 192.168.10.10 192.168 5 1CHP 98 Echo (ping) reply
24.285988900 192.168.217.3 192.168.16. 1CHP 98 Echo (ping) request id=exesdc,
24.295410000 192.168.10.10 192.168. IcHP S 98 Echo (ping) reply id=exesdc,
25.287699500 192.168.217.3 192,168 ICMP 98 Echo (ping) request 1id=0x@8dc,
290222700 192.168.10.10 192.168.217.3 TCHP. 98 Echo (ping) reply  1d=0xg8dc, se

Frame 40: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface @
Ethernet II, Src: Microsof 49:57:1f (00:15:5d:40:57:1f), Dst: Microsof 40:57:65 (60:15:5d:40:57:05)
Internet Protocol Version 4, Src: 192.168.10.16, Dst: 192.168.217.3

Internet Control Message Protocol

00 15

3f 01

08 dc

00 00

1c 1d 1"u$%

2c 2d &'()*+,- ./0123a5
67

pe-V wewall ™A r 6 .
[ Sr— Frewon.. | B9 Atiacker Koi- B, ——

© @t

ss90m
352023 @




- o x

offic Tacing = X | >« CYSE301 | Wikijs X | £8 cyse30CRANOT x|+

@ Mail - WILKELV JASMYNC.-© X | @ Assignment #2
G~ e % L] @e»08 :

Al Bookmarks

€ C {3 @ lab-connectcova-ceiorg/https-8443/guacamole lab.cova-ceiorg/guac
oncom | Banking | Entetsnment || loans | Mamage || Medial | ODU | Peusonal | Rentng | Work

3 Attacker Kah - Btermal Workstation on ICRAND!1 - Vitusl Machine Connection

Fle Adion Media Ciboard View Help

@O nn B>

Mon 22:20
File Edit View Go Copture Analyze Statistics Telephony Wireless Tools Help
Wireshark - Packet 40 - eth0

Action View Help
Checksum: @xc518 [correct]

Question 3 part 2: “n » [Chackans sEarua sose]
a 5 Hyper-V Manager Identifier (BE): 2268 (©@x@8dc)
. Identifier (LE): 56328 (@xdces)

Sequence number (BE): 12 (©x000c)
Sequence number (LE): 3072 (©x0c0@)

The sequence / o By e
.217. [Response time: 2.523 ms]

Timestamp from icmp data: Sep 25, 2023 21:44:05.000000000 EDT

number IS 12 (BE) L e . 7. [Timestamp from icmp data (relative): ©.498156760 seconds]
P.168.10. - Data (48 bytes)

or 3072 (LE). The HE e |k TS ——
size of the data ; g o, A
itself is 48 bytes
with a response : b RS

time of 2.523 ns.
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9/guacamole/#/client/NTQIAGMABXI:

3/guacamole.tab.cova-ccio:
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g *| Expression.
Length Info
12 15.310917600 192.168.217.3 81 Standard query 6x4f12 A 3.debian.pool.ntp
13 15.310928760 192.168.217.3 192.168.217.2 DNS. 81 Standard query 0x791f AAAA 3.debian.pool.nt]
N: 54 Standard query response 6x4f12 Refused

Only 4 paCketS % 4 15.318039200 192.168.217.2 192.168.217.3
are displayed : 15 15.318071300 54 Standard guer’
while filtering to
only show DNS

Encapsulation type: Ethernet (1)

paCKEtS Arrival Time: Sep 25, 2023 21:43:55.526005300 EDT

{Time shift for this packet: 6.060000000 seconds]
Epoch Time: 1695692635.526005300 seconds
[Time delta from previous captured frame: 0.608032160 seconds]
[Time delta from previous displayed frame: ©.800032100 seconds]
[Time since reference or first frame: 15.318071300 seconds]
Frame Number: 15
Frame Length: 54 bytes (432 bits)
Capture Length: 54 bytes (432 bits)
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Question 5:

The domain name
trying to be
resolved is
“3.debian.pool.nt
p.org”. The
source IP and port
is
192.168.217.3:44
100 and the
destination IP and
port is
192.168.217.2:53.

Question 6:

The response
query from the
guestion above is
that it is Refused.
The source IP and
port is
192.168.217.2:53
and the
destination IP and
port is
192.168.217.3:44
100 for this

query.
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dns

Source Destination Protocol _ Length Info
192.168.217.3 192.168.217 DNS B1 Standard

192.168.217.3 192.168.217. 51 Standard 2
192.168.217.2 192.168.217 54 Standard query response x4f12 Refused
192.168.217.2 192.168.217. 54 Standard query response 0x791f Refused

[Header checksun status: Unverified]
Source: 192.168.217.3
Destination: 192.168.217.2

- User Datagram Protocol, Src Port: 44108, Dst Port: 53
Source Port: 44100
Destination Port: 53
Length: 47
Checksum: 0x3398 [unverified]
[Checksum Status: Unverified]
[stream index: 1]

- Domain Name System (query)
Transaction ID: @x791f

0 15
00 43 be 7a 46 00 40 11
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00 00 00 60 60 8O 01 33 e 3
70 6f 6f 6¢c 03 6e 70 pool ntp org
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B Hyper-V Manager No. ~ Time Source Destination Protocol Length Info
B Jcranot 12 15.310917606 192.168.217.3 192.168.217.2 S
13 15.310928766 192.168.217.3 192.168.217.2
14 15.318039200 192.168.217.2 192.168.217.3
15 15.318071366  192.168.217.2 192.168.217.3

A dns

[Header checksum status: Unverified]
Source: 192.168.217.2
Destination: 192.168.217.3
~ User Datagram Protocol, Src Port: 53, Dst Port: 44160
Source Port: 53
Destination Port: 44160
Length: 20
Checksum: 0x25d@ [unverified]
[Checksum Status: Unverified]
[Stream index: 1]
- Domain Name System (response)
Transaction ID: @x791f

86 15 5d 40 57 65 00 15 5d 40 57 1f 08 00 45 60
00 28 Oc 40 60 00 40 11 3b 2e cO a8 d9 02 cO a8
d9 83 00 35 ac 44 00 14 25 do 79 1f B1 05 00 00
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81 Standard query 6x4f12 A 3.debian.pool.ntp
81 Standard query @x791f AAAA 3.debian.pool.nt}
54 Standard query response 0x4f12 Refused

54 Standard query response 0x791f Refused

A= TR X!




Task B: Sniff LAN Traffic

Question 1
A&B:

By on the box
above the packets
you can search for
only ICMP
traffic, and you
can also change
the display to
only show ICMP
requests.

Question 2.A:

The screenshot
displays how to
use External Kali
to gain access to
Ubuntu using an
FTP server.
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3 98 Echo (ping) request
168.217. 1 98 Echo (ping) request
168.217 : 98 Echo (ping) request
.168.217. 192.168. 1CHP 98 Echo (ping) request
168.217.3 2.168.10.10 1CHP 98 Echo (ping) request

16R 217 197 18R 1A 1A oMo AR £rhn (nina) remact

Frame 14112: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interfac
Ethernet II, Src: Microsof_40:57:1e (80:15:5d:40:57:1e), Dst: Microsof 40:57:6c (of
Internet Protocol Version 4, Src: 192.168.217.3, Dst: 192.168.16.18
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Question 2.B:

To find the
intercepted
information using
the attacker
(Internal Kali)
you can filter the
Wireshark to only
show ftp packets
which displays
the same prompts
and information
used.

Question 2.C:

To complete the
next task of using
the MIDAS ID
and UIN, but not
being able to
access the server
you follow the
same steps.
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ocol_Length Info
P. 86 Response: 220 (vsFTPd 3.6.3)
FP 80 Request: USER cyse3o1
.217.3 FTP 100 Response: 331 Please specify the password.
10.10 FP 81 Request: PASS password
217.3 FTP 89 Response: 230 Login successful
1018 = e

Frame 2608: 86 bytes on wire (688 bits), 86 bytes captured (688 bits) on interface
Ethernet IT, Src: Microsof _40:57:0c (00:15:5d:40:57:6c), Dst: Microsof 40:57:1e (of
Internet Protocol Version 4, Src: 192.168.10.10, Dst: 192.168.217.3

Transmission Control Protocol, Src Port: 21, Dst Port: 36398, Seq: 1, Ack: 1,

File Transfer Protocol (FTP)

[Current working directory: ]
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Protocol Length Info
86 Response: 220 (vsFTPd 3.0.3)
81 Request: USER jcrangil
160 Response: 331 Please specify the password.
81 Request: PASS 01155323
88 Response: 530 Login incorrect
1o 73 Danuact

Frame 375: 86 bytes on wire (688 bits), 86 bytes captured (688 bits) on interface {
Ethernet II, Src: Microsof _40:57:0c (00:15:5d:40:57:6c), Dst: Microsof 40:57:1e (of
Internet Protocol Version 4, Src: 192.168.10.10, Dst: 192.168.217.3

Transmission Control Protocol, Src Port: 21, Dst Port: 36408, Seq: 1, Ack: 1,

File Transfer Protocol (FTP)

[Current working directory: ]
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Task C: Extra Credit: Steal files with Wireshark

Question 1:

To display an
FTP-Data filter
you type into the
filter search box
“ftp-data” (all
lowercase) and it
will display the
packet that was
transferred from
Ubuntu to
External Kali that
was picked up by
Internal Kali.

Question 2 and
3:

To follow the
TCP stream, |
clicked “analyze”
and selected
follow “TCP
steam”. | was
then able to save
the file as my
own and labeled it
jeran011. This
screenshot shows
both.
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Protocol Length Info
111 FTP Data: 45 b.. |

» Frame 924: 111 bytes on wire (888 bits), 111 bytes captured (888 bit®) on interfa-
» Ethernet II, Src: Microsof_40:57:6c (00:15:5d:40:57:0¢c), Dst: Microsof _40:57:1e (
+ Internet Protocol Version 4, Src: 192.168.10.19, Dst: 192.168.217.3
» Transmission Control Protocol, Src Port: 20, Dst Port: 44137, Seq: 1, Ack: 1, Len
FTP Data (45 bytes data)
[setup frame: 918

[Setup method: PORT]
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