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CYSE 270: Linux System for Cybersecurity

Lab 11 — Basic Network Configurations
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CYSE 270: Linux System for Cybersecurity

You can use either Ubuntu VM or Kali Linux VM to complete the following tasks.

Task A — Explore Network Configurations
{{{{{{{{{Connect your VM in the NAT mode}}}}}}}}

1. Use the correct ifconfig command to display the current network configuration. Highlight your IP
address, MAC address, and the network mask.

2. Use the correct route command to display the current routing table.
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' File Actions Edit View Help

Trash

jewilhelm@kali: ~

eth®: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500

inet 10.0.2.15 netmask 255.255.255.0 broadcast 10.0.2.255

inet6 fe80::a00:27ff:fea2:7e50 prefixlen 64 scopeid 0x20<link>

ether 08:0 :a2:7e:50 txqueuelen 1000 (Ethernet)

X packets 1 bytes 590 (590.0 B)
errors © dropped © overruns 0 frame ©
File System packets 25 bytes 3214 (3.1 KiB)

errors © dropped © overruns 0 carrier 0 collisions ©

/ lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
Fal inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeld 0x1@0<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 8 bytes 480 (480.0 B)
RX errors © dropped © overruns © frame @
TX packets 8 bytes 480 (480.0 B)
TX errors © dropped © overruns 0 carrier 0 collisions ©

Home

270 MB Vol... =

Kernel IP routing table

Destination Gateway Metric Ref
0.0.0.0 10.0.2.2 .0.0.0 100 (%)
10.0.2.0 0.0.0.0 . .2 . 100 (%)

3. Use the netstat command to list current TCP connections.

4. Use the ping command to determine if the ubuntu.com system is accessible via the network.
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(Use the correct option to send 10 ping requests only.)
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Proto Recv-Q S

10
PING ubuntu.com

64 bytes from
_seq=1 ttl=57
64 bytes from
_seq= ttl
64 bytes from
_seq=3 ttl
64 bytes from
seq=4 ttl=57
4 bytes from
_seqg=5 ttl=57
64 bytes from
_seq=6 ttl=57
64 bytes from
_seq=7 ttl=57
64 bytes from
_seq=8 ttl=57
64 bytes from
_seq=9 ttl=57
64 bytes from
_seq=10 ttl=57

QM F &=

nd-Q Local Address

ubuntu.com

websi content-cache-2.
time=94.1 ms
website-content-cache-2
time= 6 ms
website-content-cache-2
tim 4.7 ms
website ontent-cache-2.
time=97 ms
website-content
time=95.4 ms
website-content-cache-2.
time=95.2 ms
website-content-cache-2
time=97.0 ms
website-content-cache-2.
time=94.7 ms
website-content-cache-2.
time=95.9 ms
website-content-cache-2.
time=95.5 ms

che-2.

(185.125.190.21) 56(84) bytes

jewilhelm@kali: ~

Foreign Address

of data.
ps5.canonical.

.ps5.canonical.

.canonical.

canonical.

canonical.

canonical.

canonical.c

.canonical.

canonical.

canonical.

me o~

ToeO0@sBY &

5. Use the host command to perform a DNS query on www.odu.edu
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icmp
icmp
icmp
icmp
icmp
icmp
icmp
icmp
icmp

icmp

6. Use the cat command to display the contents of the file that contains the system’s hostname. 7.

Use the cat command to display the contents of the file that contains_the DNS servers for this
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jewilhelm @kali: ~
' File Actions Edit View Help

_seq=6 ttl=57 time=95.2 ms

64 bytes from website-content-cache-2 .canonical.com (185.125.190.21): icmp
_seq=7 ttl=57 time=97.0 ms

— 4 bytes from website-content-cache-2.ps5.canonical.com (185.125.190.21): icmp
_seq=8 ttl=57 time=94.7 ms

E 64 bytes from website-content-cache-2.ps5.canonical.com (185.125.190.21): icmp
_seq=9 ttl=57 time=95.9 ms

64 bytes from website-content-cache-2.ps5.canonical.com (185.125.190.21): icmp
File System _seqg=10 ttl=57 time=95.5 ms

—— ubuntu.com ping statistics —
/ 10 packets transmitted, 10 received, 0% packet loss, time 9002ms
A rtt min/avg/max/mdev = 94.145/95.693/97 /1.080 ms

Home

va 1.edu
.odu.edu has address 35.170.140.174

/etc/hostname

270 MB Vol...

/etc/resolv.conf
# Generated by NetworkManager
search homenetwork.com
nameserver 192.168.1.1

B4TPM o
24 &

8. Edit the same file you display in the previous step, set the system’s hostname to your MIDAS ID

permanently. Reboot system and repeat step 6.
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' File Actions Edit View Help

Trash /etc/hostname
[sudo] password for jcwilhelm:
P 5

Sorry, try again.

[sudo] password for jcwilhelm:

T — /etc/hosts
File System

jewilhelm@jcran011: ~

-
"

Home

270 MB Vol...

8:55 PM
12/6/2024 &

m Pt
x jewilhelm@jcran011: ~

' File Actions Edit View Help
GNU nano 8.0 /etc/hostname

plcran0ll

—

File System

210 MB Vol...

[ Read 1 line ]
B8 write Out Bl Where Is Bl Cut Bl Execute
M Read File B\ Replace al Paste B Justify

e =
am9oGTe@O0W@HE YT O T - aroeaze &
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=Pt
P jewilhelm@jcran011: ~

File Actions Edit View Help

GNU nano 8.0 /etc/hosts
g2 7 1 localhost
127-Bad jcran@ll

localhost ip6-localhost ip6-loopback
allnodes
allrouters
File System

Home

210 MB Vol...

[ Read 7 lines ]
B8] write Out Bl where Is By Cut Bl Execute
B Read File B Replace gl Paste s Justify
e — -
E - = 854PM oy
9 ® 03 E Q_/ © = }_“ . 127672004 &

S mEm P O]

' File Actions Edit View Help

jewilhelm@jcran011: ~

/etc/hostname
jcran@ll

o_ .
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Task B - A pifferent Network Setting
1. Change the VM network connection from NAT to the bridge mode (you will lose your Internet

connection if you are connected to the ODU campus Wi-Fi network, but it is okay).

ﬂ' Kalli Linux - Settings
Network

Adapter 1

Display

Storage Attached to: Bridged Adapter

Audio Name: Intel(R) Wi-Fi 6E AX211 160MHz

P Advanced
Network
Serial Ports
usB

Shared Folders

User Interface

2. Reboot your system, then repeat Steps 1 — 7 in Task A.

3. Highlight the differences at the end of each step and discuss what do you find.
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' File Actions Edit View Help

eth®: flags=4163<UP,BROADCAST,RUNNING,MULTICA > mtu 1500
inet 192.168.1.170 netmask 255.255.255.0 broadcast 192.168.1.255
inete te80:: a0 7tf:fea2:7e50 prefixlen 64 scopeid 0x20<link>
ether © 20 ta2:7e:50 txqueuelen 1000 (Ethernet)
RX packets 311 bytes 40580 (39.6 KiB)
RX errors © dropped © overruns 0 frame ©
TX packets 71 bytes 15386 (15.0 KiB)
File System TX errors © dropped ©® overruns © carr r @ collisions ©

jewilhelm@jcran011: ~

CK, RUNNING> mtu 65536
netmask 55.0.0.0
Pt - fixlen 28 scopeid 0x1@<host>
: o U en 1000 (Local Loopback)
Hova bytes 480 (480.0 B) )
X errors © dropped © overruns 0 frame @
s 8 bytes 480 (480.0 B)
s @ dropped ©® overruns 0 carrier @ collisions ©

210 MB Vol...
Kernel IP routing table
Destipation Gateway GCenmasic Metr]c Use iface
0.0.0.0 192.168.1.1 0.0.0.0 uG 1e0 @ etho
192.168.1.0 0.0.0.0 255.255.255.0 u 100 @2 ethe

Active Internet connections (w/o servers)
-
) ! A .
2 G < & O 0B
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PING ubuntu.com

64 bytes fram
_seqg=1 ttl=58
64 bytes from
_seq=2 ttl=58
64 bytes from
_seq=3 ttl-88
64 bytes from
_seq=4 ttl=58
64 bytes from
_seq=5 ttls58
64 bytes from
_seq=6 ttl=58
64 bytes from
_seq=7 ttl=58
64 bytes friom
_seqg=8 ttl=58
64 bytes from
_seqg=9 ttl=58
64 bytes fraom

time =008 ms

website-€entent-cache+s3ips5.

time SO ms

website-content-cache—-38ps5.

time =980 ms

webs fE@=€@ntent-cache— 38 ps5.

time =920 ms

websiteé=€antent-cache-34ps5.

time 972 ms

webs if@=€@ntent-cache-84ps5.

time #9208 ams

website—gcontent-cache-3idps5.

time =989 08 s

websiteé-€Ontent-cache-34ps5.

time=96L0F ms

website-cantent-cache-3ips5.

time 900 s

webs IEe=€ORtent-cache 34ps5.

(1895125 .190.29)
website=€bntent-cachef34ps5.

jewilhelm@jcran011: ~
Edit View Help

canonical.

canonical.

canonical

canonical

canonical

canonical

canonical

canonical

canonical

canonical.

S56(@B% ) bytes of data.

com

com

.com

. Ccom

. com

. com

.com

. Com

. Com
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icmp

icmp

icmp

icmp

icmp

icmp

icmp

icmp

icmp

icmp

210 MB Vol...
_seq=10 ttl=58 time=S9aNSms

—— ubuntu.c®Mm pingT Statistics
10 packets transmitted, 10 received, 0% packet loss, time 9012ms
rtt min/avg/max/mdev = 90.149/93.615/99.772/2.978 ms

910 PM
12/6/2024 L

m P ]
jewilhelm@jcran011: ~

' File Actions Edit View Help
_seg=6 ttl=58 time=92.9 ms
64 bytés  from website-content-cache-“3\ ps5.canonical.com - b icmp
_seqg=7 ttl=58 time=99.8 ms
— L byt S FTrom _Website-content-cache-@4ips5.canonical.com = = icmp
_seqg=8 ttl=58 time=96.7 ms
E 64 byteS“from website-content-cache-34dps5.canonical.com - . icmp
L _seq=9 ttl=58 time=91.7 ms
64 byteS™FYOom website-content-cache—@38ps5.canonical.com 2312855 . icmp
File System _seq=10 tt1l=58 time=91.5 ms
—— ubuntu.com ping statistics —
10 packets transmitted, 10 received, 0% packet loss, tamelogi2ms
rtt min/avg/max/mdev -gSBREEOVO3T615/00 12700 078 ms

www . odu.edu
www .0odu.edu has address 35.170.140.174

/etc/hostname
jcran@ll
270 MB Vol...

/etc/resolv.conf
# Generated by NetworkManager
search homenetwork.com
nameserver 192.168.1.1

911 PM
12/6/2024 &

With an isolated IP, NAT Mode separates virtual machines (VMs) and allows network exposure to be
limited. However, Bridge Mode may cause VMs to lose internet connectivity in restricted networks.
Bridge Mode, on the other hand, allows VMs to appear like separate devices on the physical network.




