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Bottom-Line-up-fron(BLUF) 

My paper analyzes the social meaning and impact of SCADA systems and the escalating 

threat of attack on availability. This argues that the increasing interconnectedness of 

infrastructure, combined with growing sophistication of cyberattacks. This is a fundamental 

reassessment of cyber developments that ensure security and resilience of essential services 

protect society from disruptions. 



Introduction 

We are in a digital era which is transforming how we live,work, and interact. However 

we have encountered new vulnerabilities like exposing critical infrastructures or essential 

services to cyberattacks. My paper will examine two aspects of these challenges. SCADA 

systems and escalating threats of attack on availability. By analyzing these issues this paper will 

argue that a reassessment of our approach to cybersecurity is important to protecting society 

from cascading disruptions and maintaining trust will everyone. 

 

 

 

 



SCADA Systems and the Perils of Connectivity 

The SCADA systems are the backbone of modern operations, and transportation 

networks. [1] SCADA systems are now connected to the internet, enabling remote access and 

providing management. This connectivity offers efficiency and flexibility, but it also introduces 

significant security risks. As I said previously in my reflection. “When I was reading the 

SCADA systems article it made me feel a bit concerned about the tech that runs essential 

services like water and power. I can tell that the tech has evolved since it was first designed from 

isolated setups to being able to connect to the internet. But with this evolution it creates more 

opportunities for the system to  be more vulnerable.” 

 ​ With the evolution of SCADA systems with isolated setups has increased their attack 

surface. Systems that were once difficult to reach are potentially accessible to a wide range of  

threats, including terrorist groups. Successful attacks on a system can extend far beyond data 

breaches. 

Potential for physical manipulation of systems is an alarming concern. Unlike most 

cyberattacks that target data, attacks on SCADA systems have real word physical effects, 

environmental damage, and even loss of life. An attack called the Stuxnet worm targeted Iranian 

nuclear facilities which demonstrated the potential for sophisticated attacks which can cause 

physical damage. The inherent vulnerabilities of systems which are combined with critical roles 

in services , highlights the need for an approach in cyber development. In this approach you must 

prioritize security from the outsiders, instead of treating it like an afterthought. It must recognize 

the different systems and potential for cascading failures. If a power grid where to fail it could 

have ripple effects that impact thousands of  people  



 

Threat: Attacks on Availability and the Rise of Ransomware 

While the attacks on systems represent a direct threat to infrastructure, the threat of 

attacks poses a challenge to the accessibility of digital resources and essential services.  As I 

reflected earlier, "When we discussed attacks on availability it makes me think about someone 

slamming the door shut on resources someone needs. When your websites are done or your 

laptop or phone is completely frozen that is basically an attack on you. The availability of your 

phone or that website has been taken from you sometimes which means you probably do not 

understand or know how to fix it." Ransomware attacks are a form of attack on availability 

involving demanding a ransom payment in exchange for a decryption key. [2] The impact of 

these attacks can be devastating, extending past financial losses. As I noted, "Recently I have 

been reading about how ransomware is turning into a really nasty piece of work in areas. This 

problem just doesn't steal data, it keeps going and it locks you out of your own stuff until you 

pay them to give you access or find a different method. In this article I read about a hospital 

getting hit. It made me worry, because I couldn't believe they blocked them from accessing 

patients' records and stopped them from running crucial systems." 

The targeting of hospitals by attackers is very concerning. These attacks disrupt medical 

services, which will put patients' lives at risk. The inability to access patients records, can delay 

or prevent treatments which can lead to  fatal consequences. Losses associated to attacks can be 

substantial, when organizations face significant cost for payments, and system restoration 



Impacts of attacks on availability, goes past individual organizations.  "To me another 

problem I worry about is how these attacks can cripple entire organizations, because it can be 

used in a ripple effect. This will lead to customers losing their trust in organization while also 

causing some grinds to halt. For regular people who do not completely understand what's 

happening it is very frustrating because they cant use their devices leading to the chance of them 

missing assignments or not being able to pay their bills on time." These attacks can affect the 

supply chain, erode public trust in the systems upon which we rely. In modern society it means 

that a successful attack, such as a ransom campaign one organization can have effects impacting 

a range of stakeholders. 

 Increasing attacks combined with their potential for disruption underscores the need for a better 

approach to development. The approach prioritizes resilience and can withstand and recover 

from attacks. It involves collaboration between the public to help develop effective  strategies to 

prevent these threats. 



Conclusion 

 ​ My paper examines the meaning and impact of vulnerabilities in SCADA systems and 

escalating threats of attacks.[2] It was argued that increasing infrastructures and cyberattacks 

were necessitates for development. However, addressing these challenges were difficult. There 

are objections and analyses to consider. People might suggest primary responsibility for 

cybersecurity lies with organizations, rather than with government as a whole.[3] These 

perspectives have merit, they fail to account for the systemic nature of the risk involved. With 

modern society it means the security of one system depends on the security of others. Failure to 

address these vulnerabilities have far consequences which impact individual organizations and 

all of society. 

In conclusion, we must move beyond an approach to cybersecurity, instead of building 

resilient and secure infrastructures from the ground up. It will require a commitment to 

responsible development, it should  prioritize security and collaboration. This will require a 

willingness to acknowledge the inherent complexities of the digital age so we can adapt to our 

new strategies as new challenges emerge. The path forward will be challenging, but the stakes 

are too high to do otherwise. Security and well being of our society depends on the ability to 

create a resilient and secure digital future. A digital society where everyone can be happy and 

feel safe is what we must strive for. 
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