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BLUF (Bottom Line Up Front)
The CIA Triad highlights the three main focuses of cybersecurity. The focuses are making sure the information is private, safe, and accessible. Authentication and authorization can help cybersecurity companies meet these goals by verifying identity and controlling access (Chai, 2023).

The CIA Triad
The labels for the CIA Triad are confidentiality, integrity, and availability. Confidentiality means being able to keep information safe so your users can have that trust in you (Chai, 2023). Integrity makes sure the data is correct and not tampered with. Availability means making sure the systems and all their data are being able to be accessible at any point in time. 

Authentication against Authorization 
The two are similar but they both have their differences. Authentication for example, is when you are prompted to log in with your username and password at work. Authorization, for example, is when you can view things that you are allowed to be able to view. Like the higher ups won’t allow you to look at very confidential information, but only the things they want you to see.

Conclusion
Overall, the CIA Triad is the guideline for cybersecurity organizations to protect. Authentication wants to make sure you are who you say you are, and authorization allows you to see the things you want to see. Both are needed to protect systems, but they both have their separate functions.
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