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BLUF
Critical infrastructure systems are very important with how many cyber threats are coming to the surface due to older technologies and everything being connected. Supervisory Control and Data Acquisition (SCADA) systems can bring security risks, but they are very important pieces of technology because we can use them to monitor operations and help organizations detect and respond to any future threats.

Introduction
Examples of critical infrastructure like power grids, water treatment plants, transportation systems, and manufacturing facilities all support our everyday life and national security. The systems have also become a lot more connected with other digital networks instead of being so isolated. This causes the systems to be a lot more vulnerable to attacks because once the hackers are inside one part, they can easily make their way deeper and get ahold of other information. The SCADA systems article talks a lot about how the SCADA systems are kind of in the middle of everything. They are important because they manage operations, but most of the systems were not made to take on cybersecurity work, which is a weakness.

Vulnerabilities of Critical Infrastructure
There are many different reasons as to why critical infrastructure is vulnerable. A lot of facilities used the same tech when they first started up. These systems use older technologies and do not have strong security measures when it comes to their technology. Making everything more connected and expanding upon traditional IT networks have made the connection a lot bigger. This makes it easier for attackers to come through and get access to the system and move inside of them. Companies and organizations often use the same default password or in the textbook password, which means that they often use the same password or maybe slightly different. Relying on third party vendors creates supply chain vulnerabilities and limits the amount of monitoring there needs to be. This can make things slow and not being protected the way they are supposed to be protected because it delays noticing the mistakes.

Role of SCADA in Risk Mitigation
With all these risks being at play, SCADA systems are still very important for protecting critical infrastructure. These systems give us real-time monitoring, which can make it easier for the operator to see errors and suspicious activity a lot quicker, and be able to respond to them faster.
SCADA systems come with support like automated safety features like alarms and shutdowns, which can help us stop physical damage. The systems collect and store data, which makes it easier to look at the cyber incidents and make improvements to the security over time. When you have other tools like firewalls and intrusion detection systems, it can make the SCADA systems stronger and strengthen the security of the systems (National Institute of Standards and Technology (NIST), 2023). 

Conclusion
Critical infrastructure systems deal with the rapid growing cybersecurity risks because of these older technologies and how connected everything has become. SCADA systems can bring and introduce vulnerabilities, but they are a very important piece of technology for monitoring systems and protecting environments. Practices like network segmentation, stronger access controls, regular patching, monitoring, and being careful of supply chain risks, organizations will be able to build resilience and strengthen the reliability of their services.
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