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1. Use Nmap to profile the basic information about the subnet topology (including open
ports information, operation systems, etc.) You need to get the service and backend
software information associated with each opening port in each VM.
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: # nma 68.10.2/24
Starting Nmap 7.70 ( ht //nm rg ) at 2023-03-06 01:48 EST
Nmap scan report for 192.168.10.2
Host is up (0.0094s latency).
Not shown: 997 filtered ports
PORT STATE SERVICE VERSION
53/tcp open tcpwrapped
80/tcp open http nginx
443/tcp open ssl/http  nginx

Nmap scan report for 192.168.10.10
Host is up (0.0047s latency).

Not shown: 999 closed ports

PORT STATE SERVICE VERSION
21/tcp open ftp vsftpd 3.0.3
Service Info: 0S: Unix

Nmap scan report for 192.168.160.11

Host is up (0.0079s latency).

Not shown: 994 filtered ports

PORT STATE SERVICE VERSION

21/tcp open ftp Microsoft ftpd

80/tcp open http Microsoft IIS httpd 7.5

135/tcp open msrpc Microsoft windows RPC \
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PROCEDURE:

e | entered the command “nmap -sV 192.168.10.2/24” to get a scan of the topology
within the subnet.

2. Run Wireshark in Ubuntu VM while External Kali is scanning the network. Discuss the
traffic pattern you observed. What do you find? Please write a 200-word essay to
discuss your findings.
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192.168.160.2 NS 74 Standard query 8xcbd9 A ntp.ubuntu.com
.168.10. 58 54519 — 443 [SYN] Seq=0 Win=1024 Len=0 M
443 — 545 in=0
42 Echo (ping) request
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5 .10, 74 Standard query Oxcbd9 A ntp.ubuntu.com
36 18.749855300 192.168.160.10 B 74 34108 —~ 53 [SYN] Seq=0 Wil 9200 Len=08 MS:
37 18.7506445600 192.168.10.2 74 53 — 34108 [SYN, ACK] Seq=0 Ack=1 Win=652;
38 18.750665400 192.168.10.10 192.168.10.2 66 34108 — 53 [ACK] Seq=1 Ack=1 Wil 9312 Le

Total Length: 60
Identification: ©xb789 (46985)

» Flags: 0x02 (Don't Fragment)
Fragment offset: @
Time to live: 64
Protocol: UDP (17)
Header checksum: Oxedca [validation disabled]
[Header checksum status: Unverified]
Source: 192.168.10.10
Destination: 192.168.10.2
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]

» User Datagram Protocel, Src Port: 36889, Dst Port:

0@ 15 5d 40 57 1e 00 15 40 57 Oc @8 00 45

00 3c b7 89 40 00 40 11 ca c@ a8 Ba Ga cO
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Packets: 2362 - Displayed: 2362 (100.0%)  Profile: Default
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Protocol Length Info
.448488400 . 192 . P 54775 ~ 53
.448637500
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Total Length:
Identification: @xeldd (57677)
Flags: 0x02 (Don't Fragment)
Fragment offset: @
Time to live: 64
Protocol: TCP (6)
Header checksum: ©xf523 [validation disabled]
[Header checksum status: Unverified]
Source: 192.168.10.10
Destination: 192.168.217.3
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
» Transmission Control Protocol, Src Port: 53, Dst Port: 54775, Seq: 1, Ack: 1, Len: ©
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7 wireshark_eth0_20230303053852_GNOrav Packets: 2362 - Displayed: 2362 (100.0%)  Profile: Default

While running Wireshark, | observed that kali first sends ICMP requests to both the Ubuntu and the
Windows server 2008. Wireshark then begins sending TCP requests and receives highlighted the TCP
responses in red and sends out an “RST, ACK” in Flags. Plenty of packets were sent and plenty of them
were dropped as well as indicated by black highlights. | also noticed that some of the TCP packets from



the subnet has been marked with red highlight as well as indicated by the source having the IP
192.168.10.2, forming a TCP connection with 192.168.10.10(Ubuntu) and 192.168.10.11(Windows
Server 2008. By the end of the TCP transmissions, Kali sends TCP request to an open port which is port
21 and received an ACK reply. A couple of packets later, | see that there is an RST from the regular
external Kali port used to send TCP packets 50088 to port 21 in Ubuntu. After the scan has been
performed, external kali nmap scan returns a full port scan indicating that ports 21, 80, 135, 445 are
open ports for windows server 2008 and port 21 for Ubuntu. It also displays the version under “Service
Info”. The scan went through a total of 256 IP addresses in total.



TASK B:

1. Configure the pfSense firewall rule to block the ICMP traffic from External Kali to Ubuntu

VM.
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'WARNING: The ‘admin’ account password is set to the default value. Change the password in the User Manager.
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Monitor the filter reload progress.

Floating WAN LAN
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Thechanges have been applied successfully. The firewall rules are now reloading in the background

Rules (Drag to Change Order)

States  Protocol Source Port Destination Port Gateway Queue Schedule Description Actions
X 0/0B O Reserved e o e e O Block bogon o
I . Not assigned by networks
acket loss, IANA
X 0/0B IPv4 1921682173  *  192.168.10.10 *  * none 320
IcMP ot
any
' 71637  IPv4+6* WANnet oo o none Open Connection 340
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Rule # | Interface

Protocol (port# if applicable)

2 WAN Block | 192.168.217.3 192.168.10.10

ICMP(any)

2. Clear the previous firewall policies and configure the pfSense firewall to block all ICMP

traffic from External Kali to the LAN side.



B3 Ubuntu 64-bit on CY301-JDYCO001 - Virtual Machine Connection - (m] [
File Action Media Clipboard View Help
B D@0 | umwfd B
Iil ! pfSense.CYSE.com - Firewall: Rules: WAN - Mozilla Firefox = 1y & lh]) 6:37 Al
™ Restore Session B 1 pfSense.CYSE.com-... x W&d

tenTest: ~ h il € O 192.168.10.2 vI|C [} T B ¥ &

WARNING: The 'admin’ account password is set to the default value. Change the password in the User Manager.
any incorrect

13.90

Firewall / Rules/ WAN =wBEHe

e i i + Apply Changes

Floating WAN LAN

—
time 21ms 7 Rules (Drag to Change Order)
States Protocol  Source Port Destination Port Gateway Queue Schedule Description Actions
X 0/08B * Reserved * * * * * Block bogon networks €8
Not assigned by
IANA
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any
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Rule # Interface Action Source IP Destination | Protocol (port#

IP if applicable
2 WAN BLOCK 192.168.217.3 ANY ICMP(ANY)

3. Clear the previous firewall policies and configure the pfSense firewall to block ALL traffic
from External Kali to the LAN side, except for the FTP protocol towards Windows Server 2008.
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Monitor the filter reload progress.
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X 0/0B * Reserved * * * * *
Not assigned by
IANA
X 0/0B IPv4 192.168.217.3 * 192.168.10.2 53 * none
TCP (DNS)
X 0/83B IPv4 192.168.217.3 * 192.168.10.10 21 * none
Tcp (FTP)
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4. Keep the firewall policies you created in Task B.3 and repeat Task A.1. What's the

difference?
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Procedure

e By blocking all TCP packets except FTP port 21 on windows 2008 server, nmap yields no reports
on open ports.



