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Task A: Linux Password Cracking (25 points)

1. 5 points. Create two groups, one is cyse301s23, and the other is your ODU Midas ID (for example,
pjiang). Then display the corresponding group IDs.

root@CS2APenTest: ~ e ® O

File Edit View Search Terminal Help
: # groupadd cyse301s23
: # groupadd jdycoeol
HEE

root@CS2APenTest: ~ e ® 9
File Edit View Search Terminal Help
: # tail -2 setc/group
Cyse301523:x:1001:
Jjdyco©Bl:x:10802:
35

PROCEDURE:

e | created two groups, cyse301s23 and jdyco001 using groupadd command
e | used the tail command on /etc/group to show the last two groups added



2. 5 points. Create and assign three users to each group. Display related UID and GID information of
each user.

root@CS2APenTest: ~ e 6 8

File Edit ‘iew 5Search Terminal Help

GECDS field
for the user
EXPIRE DATE ration date to EXPIRE DATE
INACTIVE

GROUE
GROUPS

MEW LOGIN
nt
the home directory to the
y with -d)

W usin Le {non-unigue) UID
* gncrypted password for the new p wWord
L into
re are Located the fetc/®

ubgids | i o ubordinate gids
-selinu se” SEUSER ew SELinux user mappino for the user account -




roct@CS2APenTest: ~ o0 0

File Edit Wiew Search Terminal Help

d)
on-unigque all ate unigue
the new password

-5hell SHELL shell fo user account
d ;

user account

:16088:

PROCEDURE:

e | created 6 users: Bob, Alice, May, Sean, John and Kim.
e | assigned Bob, Alice, and May to cyse301s23. | assigned Sean, John, and Kim to jdyco001. | then
used tail -6 command to show UID and GID of all users.

3. 5 points. Choose six new passwords, from easy to hard, and assign them to the users you created.
You need to show me the password you selected in your report, and DO NOT use your real-world
passwords.



roct@CS2APenTest: ~ - -]

l File FEdit \iew Search Terminal Help

18
1884 : 1
H 11

PROCEDURE:

e | used passwd command to create passwords for all 6 users.
o Bob-pw: 123456789

Alice — pw: P@ssword123

May — pw: 0987654321

Sean — Applel23

John — KiwiStrawberry123

Kim — Mik1234567

O O O O O

4. 5 points. Export all six users’ password hashes into a file named “YourMIDAS-HASH” (for example,
pjiang-HASH). Then launch a dictionary attack to crack the passwords. You MUST crack at least one
password in order to complete this assignment.



root@CS2APenTest: ~ e @ 0

[ File Edit View Search Terminal Help

8 GNU nanmo 4.3 jdyco@@l-HASH Modified

Help @B Wri t ] L Cut
B Re i ace Kl Paste

root @CS2APenTest: ~ e e o
File Edit View Search Terminal Help

PROCEDURE:

e | exported all six users to jdycoO01-HASH using Nano.

Task B: Windows Password Cracking (25 points)
Log on to Windows 7 VM and create a list of 3 users with different passwords. Then you need to



establish a reverse shell connection with the admin privilege to the target Windows 7 VM.
Now, complete the following tasks:

1. 5 points. Display the password hashes by using the “hashdump” command in the meterpreter
shell. Then

Ben/P@s512345
Ann/Abc123456

Kat/54321Apple

root@CS2APenTest: - 0 0

e Lol View earch lermira abs Hels

x root (PCS2APenT est x m -

1043505 140400 : 3100

S051404ce:06071770¢c2137¢209
fee 74000 0eShTaaaBn D"

3140400 31d0c fetd16ae9

S5 1404ee: 2d 79

Sb51404ee:26%9a5fed6f 3042

15h514684ee - BBA6f 7eaceifhbll7adashddsieb 7586

PROCEDURE:

e |launched areverse TCP by setting up Kali linux as the listener and msfvenom to deliver a
payload to windows 7

e | used command set session 1 and used bypassuac to get administrator access to utilize
hashdump command.

2. 10 points. Save the password hashes into a file named “your_midas.WinHASH” in Kali Linux

(you need to replace the “your_midas” with your university MIDAS ID). Then run John the ripper for
10 minutes to crack the passwords (You MUST crack at least one password in order to complete this
assignment.).



root@CS2APenTest: ~
File Edit View Search Terminal Help
bl
ssion completed
--format=NT jdyco801.WinHASH
UTF-8
with no different salts (NT [MD4 512/512 AVX512BW 16

Warning: no Op
Proceeding with
ctr

if any.
urrent salt, minimum 48 ne
ord.1s es:wordlist
ord.1lst, rule ordli filesystem...
s long being upl

889¢O:
6290e4

PROCEDURE:

e |saved all the hashes to jdyco001.Win-HASH and ran john the ripper for 10 minutes and got 1
password

3. 10 points. Upload the password cracking tool, Cain and Abel, to the remote Windows 7 VM, and
install it via a remote desktop window. Then, implement BOTH brute force and dictionary

attacks to crack the passwords. (You MUST crack at least one password in order to complete this
assignment.).
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=

& Fiedelired M _|;|
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PROCEDURE:

e | uploaded the CAIN and ABEL tool using upload command to upload the setup and ran it,
loading the hashes to initiate dictionary attack and brute force.



Task C: 20 points

Follow the steps in the lab manual, and practice cracking practice for

WEP and WPA/WPA2 protected
traffic.

1. Decrypt the lab4wep. cap file (5 points) and perform a detailed traffic analysis (5 points)

£ & Homme  CYSEIDL  Module V-W,.56 Security =~ B N
1 S 2 Per b = CYSEI0L M odule V-4
D Aecern oy o ¥ Fil= Edit View Search Terminal Help
i Starred labdwep.
ap
at Homs:
W Deskiop
[ Doouments
@ Downloads
51 Music
0 Pictures ; ¥ aircap-ng -w
B wideos q: comand nat Tound
# alrdecag-ng
& Trash } 1abSwep, Cap
lnbbwep-des, cip
File Fdt Wiew Go Caplure Anahae Stathitics Telephory Wireless Tools Help
| & b EACE =T . I L @ 8 & TF
*| Expression. +

Mo Tirme Saurce Destinatian Pratacel  Length Info

432 36.091134 fedp: :abSe: 6aff:fed.. fFE2::16 ICHPVE 430 Multicast Listensr Repart Message vi

194 36.72396% fede: ;acse: gaff: fed.. FFE2::f0 MONE 235 Standard guery ExBE8d PTR _airport.

135 36.B34813 3.8.4.4 56, 256 255 266 DHCF 24Z DHCF Discover - Tramsaction ID Bxl1at

136 36.BIEGTL 152.168.2.1 192.1€E.2.18 DHCF 242 DHCP Df fer - Transaction ID Bwl4t

197 37.5TTAE2 Apple_d2:93:68 Eroagcast HRF

[

42 wha has 192.168.2.197 Tell .0.0.B
.

e o0

v Frame F; 42 bytes on wire (338 DICs), 42 byres ¢aptured (334 bits)
v Ethernet II, Sre: Apple_d3:93:65 (ad:5e:60:d3:93:65), Det: Clisco-LL da:cTi3@ (00:16:b6:da:ct:39)
v Address Resolution Pratocal [reply)

PROCEDURE:

e | opened the wireshark file, used aircrack to decrypt WEP key and used airdecap-ng to create a
decrypted file that shoes the protocols. Found a couple of EAP, ARP, TCP, HTTP. Although, the

majority of the packets were ARP packets which make up 86% of all traffic.

2. Decrypt the lab4wpa?2. cap file (5 points) and perform a detailed traffic analysis (5 points)



o
File Edit Yiew o Capture Analyze Statistics Telephony ‘\Wireless Tocls Help
i @ 0 RE Qs+ 2wHT = aaaif
=] - | Expression '
Hia. Time Source Drstination Protoca ™ Length info
12ES 5. TAB15A : ) 123 Key (Messag
1267 9, 710241 Apple_ @303 [ EAPOL Ky [Meosape
12%2 %, 715358 Cilsge-Li 7o L Apple EAFIL Koy [Mensaps
1294 %, V168940 Apple_d3:03F Claca-LL TordecT EAPOL Koy [Message

Framg 1285: 133 DyLes on wire (2062 Ditsl. 343 bvies capCured (1964 DLts)
root@CE 2 APenTest: ~[CYSES0 1L Module V- Wireless Security
Filz= Edit Wiew Szarch Terminal Help

File Edn Wiew Go Capture Analyze Stabistics Telaphany Sie
A & 0 F I N T BT e
[ | 1d -| Expression.  +
M. Time Destination Protocal  Leng? —
0 2557 Tl
2 Ll R
3 MONS 156 Standard guery Bxe) ANY Perige
4 192 158.2.23 152.1848.2 (Bal 4k 5BE34 - 182 Len=4
5 T

Ffaz: 1:7fd3: 9265 ICHPWE TE Heighbior Solicitation far FREE
tpetf:fed.. Ffaz (=] MONS 248 Standard query BXBRER FTR  air=——-

feRB::

L3

Frame 1: 42 byies oo wire (296 bilts), 42 bytes capiured (338 bits)
v Ethernec IT, Src: Agple d3:53:65 (ad:Se:68:d3:33:68), Ost: Broadcast (FF:Ff:Ff-fFoFF:FF)
v Address Resplution Pratocol (request)

root@CS2APenTest: -/ CYSEII Modube V- Wireless Security aa
# Search Terminal Help

File Edit Vviex

-p password labdwps




roct@CS2APenTest: ~/CYSE301

Terminal

ze  Statistics Telephony Wireless Tools

Encryption

WPA (1 handshake

60 bytes captured (528 bits)
@:cr:2d (80:16:b6:da:cT: . DSU: Huawel
Sr 66.205,109.26, Dsat 192.168.1.127
, Src Port: B980, Dst Port: 48288, Seq:

Moduie V ockyoe.txt 3c 81 be

Wireless

¥ WPA2.P5.01.dec.cap Packets: 1668 . Displayed: 1668 (100.0%)

root@CS 2APenTest: ~/CYSEI0L @ e 0
File Edit Terminal Help

P& (1 hant

Wireless Tools Help
wS|Eaaalff

-| Expression.. 4

Protocol  Length

a@2.11 p:]
g@z.11 1G
882,11 18
8@z, 11 in
ae2.11 L]

Aptured (80 bits)

Module IV Module W rockyou tet WPAZ-PS WPAZ-PS
Password Wireless Olcap Ol-dec.cap W orv
Cracking Security



File Edit Wiew

Medule IV
Password
Cracking

Search

Terminal Help

root @CS2APenTest: - [CYSE3OL

Module V' rockyou tt

Wireless
Security

essenger |

WEA2.P5
Olcap

WERAZ-PS
01-dec.cap

Mireless Tools Help

S =Hle aa®
Expression., | +

Protocal  Length

882.11 1a
B82.11 16
882.11 1a
892,11 18
HE2.11 18

»
aptured (8@ bits}

Wd rv

- BAABER
080523
135168
146432
Z2e166
249868
302604
208224
I0eTI2

CE e~ w
s oc e ol

@8 9a cd bE 3d
@3 34 39 9e 48
@1 77 22 ¢4 9d
@8 e2 4b 30 o8
£ 5F

9.9.9.0

2.0.9.0
168.177.98.188
Huawe iTe_b8:3d;23
HuaweiTe_b8:3d:23
Cisco-Li_dazef:2d
192.168.1.127

2% 98 16 b6 da cf
@@ 2f @6 af 17 ac
58 52 0B 56 59 &1
@@ 91 81 @B Ba 23

@ ¥ WPAZ-PS-0l-dec.cap

2d
cd
a7
cd

WPAZ-PS-01-dec.cap ek@ (]
File Edit Wiew Go Capture Analyze Statistics Telsphony Wireless Tools Help
- o
A @ ©O K [E o« » .0 s @ 8 @ FF
[W]4pz I -| Expression.  +
Mo. Time Source Destination Protocol  Length Infio —r

LCHPwG
DHCF

255.255.255.285 DHCP

HuaweiTe_ba: 3¢
192.168.1.1

BE BO 45 B
6d 1a cB B8
23 S¢ 28 11
ac 3¢ @1 be

TLSv1.2
BRP
BRP
ARP
DRS

Frame 1: 66 bytes on wire (528 bits), &6 bytes captured (528 bits)
Ethermet II, Src: Cisce-Li da:cf:2d (B@:16:b6:da:cf:2d), Dst: HuaweiTe _b&:3d:23 (B@:9a:cd:ba:3d:23)
Internmet Protocol versiom 4, Src: 68.285.189.326,
Transmission Control Protocol, Src Port: B98@, Dst Port: 48288, Seq: 1, Ack: 1, Len: 8

Dst: 1892.168.1.127

66 A308 - 4B2AE [FIN, ACK] Seq
138 Multicast Listemcr Roport Hes
356 DHCP Discover ransaction ID @x127h
368 DHCP Roguest ransaction ID @x127h
97 Application Data

42 Who has 208,54.85, 1007 Tell 192.168.
42 Who has 192,168.1.17 Tell 1%2.168.1.
42 192,168.1.1 is al 60:16:bé:da:cf:2d
89 Standard query Bx8388 A conneclivily oo«

v

Packets: 1668 - Displayed: 1668 (100.0%) Profile: Detault

PROCEDURE:

e First, | opened the lab4wpa2.cap and see the encrypted traffic under 802.11

e | used aircrack-ng lab4wpa2.cap
e |selected “4” as an option due to WPA encryption
e | copied rockyou.txt.gz to working directory

e | unzipped rockyou.txt.gz



e | used the file to run a dictionary attack and found the password which is “password”

e | used aircdecap to create lab4wpa2-dec.cap and opened it on wireshark

e By analyzing the file, it appears that majority of the packets are TCP packets which is
about 98% and IPV4 packets at 99.7%.

2. Decrypt the encrypted traffic and write a detailed summary to describe what you have
explored

from this encrypted traffic file. -10 points

Last digit of your MD5 Filename

0~3 WPA2-P1-01.cap

4~5 WPA2-P2-01.cap
6~8 WPA2-P3-01.cap
9~B WPA2-P4-01.cap
C~F WPA2-P5-01.cap
Figure 1 Command to get the MD5 hash.
WPAL-PS-I -de< cap
File Edit Yiew Go Copture Anabyze Statistics Telephony Wireless Tools Help
Ad m i Wireshark . Protocel Hierarchy Statistics . WPAZ-P5.01-dec.cap [- ] ‘l
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WPAZ-P5-01-dec.cap e 0
File Edit Wiew Go Capture Analyze Statistics Telephony MWireless Tools Help

Au @ DERE Qer Jws f[Saaall

[WTApply a display filter .. <Ctrl-f> 3 -| Expression..  +

Mo, Time Source Destination Protocol  Length Info

2 ICMPwE 138 Multicast Listener Report Messapge w2

3 DHCP DHCP Discover - Transacti

4 DHCP Re st - Transac

5 ©.220160 77.98.188 97 Application Data

6 8.249868 HuaweiTe_b8:3d:23 Broadcast ARP 42 who has 208.54.65.1087 Tell 192.168

7 8.382684 HuaweiTe_h&:3d:23 Broadocast ARP 42 who has 1892.168.1.17 Tell 192.168.1.1

B 8.398224 Cisco-Li da:cf:ad HuaweiTe b®:3d:33 ARP 42 182 168.1.1 is at @@:16:bbé:da:cf:2d -
9 8.309772 192.168.1.127 192.188.1.1 DNS 89 Standard query 8x0398 A connectivity

18 8.312832 192.168.1.1 192.168.1.127 ONS 185 Standard query response @x@398 A con

11 @.323506 192.168.1.127 192.168.1.1 Ons 74 Standard query Bx62Zb3 A www.google.co=——
12 8.487852 216.58.193.195 192.168.1.127 TCP 668 B8 - 41492 [SYN, ACK] Seq=8 Ack=1 Win

13 8.489188 192.168.1.127 216.58.193.195 HTTP 286 GET /generate_204 HTTP/1.1
14 ©.414732 192.168.1.127 172.217.5.68 TLSv1.2 583 Client Hello —
17 8.774288 192.168.1.1 192.168.1.127 ONS 168 Standard query response @xdchs A m.gp——
18 6.898443 192.168.1.127 192.168.1.1 ONS 74 Standard query Bx16da A www.taobao.c
19 8.893515 192.168.1.127 192.168.1.1 DNS 24 Standard query 8x4643 AAAA mygw.alip
28 8.913483 192.166.1.127 66.198.24,.243 TCP 74 48356 — A [SYN] Se W 5535 LEN=

| 210.948888  192.166.1.127  198.11.186.81  TCP 7443170 - 443 [SYN] Seq=8 Win=65535 Len

22 8.966731 192.168.1.127 66.198.24.243 HTTP 114 HEAD / HTTR/1.1
23 1.822539 66.198.24.243 192.168.1.127 TCP 54 88 ~ 48356 [ACK] Seq=1 Ack=61 Win=23 -

Frame 4: 368 bytes on wire (2844 bits), 368 bytes captured {2844 bits)

Ethernet II, Src: HuaweiTe bB8:3d:23 (@8:%a:cd:b8&:3d:23), Dst: Broadcast (Ff:fF:FF:fF:FF-TF)
Internet Protocol Version 4, Src: 0.8.0.8, Dst: 255.25%.255.2%5

User Datagram Protocel, Src Port: 68, Dst Port: 67

Bootstrap Protocol (Request)

gon £f FF FF FF FF Ff @0 9a od bE 3d 23 98 @0 45 10

1l
&
m

@ 7 WPA2-P5-01-dec.cap Packets: 1665 - Displayed: 1668 (100.0%)  Profile: Default

PROCEDURE:

e MDS5 for jdyco001 is d7c49808446d3257c2ecbd70beb7271e so | used WPA2-P5-01.cap

e | used aircrack-ng to open the file

e There was only 1 option so | selected it

e | copied rockyou.txt.gz to desktop where | moved the .cap file

e | used aircrack to find the WPA key.

e | used the airdecap to create the decap file and review the traffic

e In my analysis, | noticed that IPV4 has majority of the protocols with 99.4%, UDP at 55.5%, TCP
at 41.9% an TCP at 43.8% of all data packets.



