CYSE 450 - Introduction to Ethical Hacking & Penetration Testing

Assignment 2
(Total: 100 points)

Goal: This lab will introduce you to some basic ethical hacking tools and techniques.
Please submit the answers for all 6 questions in a word or pdf file on canvas.
Task 1 (50 points): Reconnaissance and Scanning

1.1. Your password is for sale!

Please visit the following website: ¢
https://haveibeenpwned.com/

This is a website which allows you to find password leaking information.
Please search your own email address if you used that email address to register online accounts.

Question 1 (20 points). Visit https://haveibeenpwned.com/. Are you a victim of previous
cyber breaches?

1.2. Make good use of Google search.
You can use Google search to find many useful information about the target.
For example, hackers can find out the President of Old dominion University and his/her email

address. Then hackers can send phishing emails to the President!

Question 2 (10 points). Please use Google Search to find out any known person from any
Technological University (e.g. ODU) and his/her email address.

1.3. Get bulk email addresses for free.

You can get bulk email addresses for free from http://hunter.io
Hackers could misuse those email addresses by sending bulk phishing emails.
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Question 3 (20 points). Visit http://hunter.io, search for any domain of your choice and
report a couple of email addresses you found. You may submit the screenshot as an
alternative.

Task 2 (50 points): Privilege Escalation with Vulnerabilities

2.1. Search vulnerability information!

Please visit the following websites to search vulnerability information for CVE-2017-0144: *
exploit-db.com

* cve.mitre.org Use the keyword
2017-0144 for search.

Question 4 (10 points). What is CVE in cybersecurity?

Question 5 (20 points). Visit http://exploit-db.com and http://cve.mitre.org, briefly explain
what vulnerability CVE-2017-0144 is.

2.2. Search open web cameras!

Please visit the following websites to search open web cameras:
* shodan.io Use the keyword Web
Camera for search.

Question 6 (20 points). Visit http://shodan.io. Do you find any open web cameras? Which
countries do they come from? Give a couple of examples.
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Good news — no pwnage found!
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Step 1 Protect yourself using Step 2 Enable 2 factor authentication Step 3 Subscribe to notifications for
1Password to generate and save strong  and store the codes inside your any other breaches. Then just change

passwords for each website. 1Password account. that unique password,

1. T am not a victim of any of the cyber breaches known to haveibeenpwned.com
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I chose ODU’s president, his email is bhemphill@odu.edu. I also found this address on

the ODU website but I wanted to check multiple locations to see if I could find any

others.


mailto:bhemphill@odu.edu

Presicent's Staff | Old Domini

MyOdu | Main view X | ¢ Nalidate your sccourt on Hunt: X Domein Search x Bssinment-Week-2 Lab 1- Introduction o Etacal

€ 25 huntecio,

> h & Finder Verifies 3 Buks 2% Leads ¢ Campoigns & Signals ()

Domain Search @ & Uplood o st of domains to search

B coueau oduedy 3043ress x| = Filters Q
Type = Deportment ~ | Show only resuls with ~
3,043 results for your seorch & Eport | @ Find by nome Company ~

B 01d Dominion University
Mike Larock Associate Vice Presidant

miarock@odu.edu Soveoslead v

@ 995

' Add 10 campoign _—

00
Michael Walker Maijor Gifts Offices
mwalker@odu.edu Sovecsiead v
9%
s Add 10 & compoign
Technologies v

Elli Goyette or

egoyette@odu.edu Soveoslead
L Add 10 @ campaign

Tom Koller Executive Directo

tholler@odu.edu Soveoslead

Some of the emails I found include mlarock@odu.edu, mwalker@odu.edu,

egovette@odu.edu, and tkoller@odu.edu.
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CVE means “Common Vulnerabilities and Exposures” and is essentially just noting that

an exploit is part of this glossary of exploits. For example, CVE- 2017-0144.
CVE-2017-0144, otherwise known as eternalblue, is a remote code execution
vulnerability that was found in 2017. It exploited a server message block vulnerability

and would allow an attacker to run code remotely.
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There are several hundred thousand web cameras open currently. They come from
Vietnam, the US, China, Korea, etc. There is an open camera from Israel with an IP
address of 141.226.27.40 and a webcam from Twin Falls in the US with an IP address of
173.47.11.80. There are many more examples but those are two for the purpose of this

assignment.



