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Assignment 6: Wi-Fi Password Cracking 

Jessiah Davis 

Old Dominion University 

Cyse301 

 

Task C: 20 points 

Follow the steps in the lab manual, and practice cracking practice for WEP and 

WPA/WPA2 protected traffic. 

1. Decrypt the lab4wep. cap file (5 points) and perform a detailed traffic analysis 

(5 points) 

2. Decrypt the lab4wpa2. cap file (5 points) and perform a detailed traffic 

analysis (5 points) 
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I was able to go back and fix my mistake and I extracted the file for the lab 

resources so i can get the correct sources for this lab.  

 

 

 



3 

 

 

I used the command aircrack-ng and then added the demo.cap  
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Found key: F2:C7:BB:35:B9 
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I went to statistics and pressed the option protocol Hierarchy so I could see this 

screen.  

Protocol showing HTTP (Hypertext transfer protocol 1274 packets, 7.5 bytes) and 

FTP (file transfer protocol 22 packets, 656 bytes) my apologies for not pointing at 

them with a red marker or something, typing it out simplified it for me.  
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Highlighted in blue to show what I surveyed. Its source, destination, and length 

info. I will do the same for ftp.  
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Now repeat these same steps with the Lab5 Wpa2 file.  

 

So i used the same command as earlier with aircrack-ng and this time I used the 

lab5wpa2 demo cap file.  
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Key was found: Password 
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Opened up the decrypted file using wireshark . lab5wpa2 dec 

 

No results for the eapol filter, i went to the statistics tab and pressed on the 

protocol hierarchy option and was able to get the second screen that you see with 

no results. (all within wireshark) 
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Results appeared using the http filter  

 

These were the general results without using any filters in the wireshark. This 

screen is from clicking the statistics tab and pressing on protocol hierarchy 

option.  
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Task D: 30 points: Each student will be assigned a new WPA2 traffic file for 

analysis. You need to refer to the table below and find the file assigned to you 

based on the LAST digit of the MD5 of your MIDAS ID. For example, the last digit 

of the hash for svatsa is 8. Thus, I should pick up the file "WPA2-P3- 

01.cap." You can find an online MD5 hash generator or the following command to 

get the hash of a text string 

 

The above files are in a folder named "Lab Resources (2023 Spring)." You 

can locate the folder in your VMshare in any Kali Linux VM. 

• Please make sure to follow the steps mentioned in the Module 6 Lab 

manual and find the assigned WPA file under the sub-folder "Module 5.  

 

Now, complete the following steps: 

1. Implement a dictionary attack and decrypt the traffic. - 20 points 

2. Decrypt the encrypted traffic and write a detailed summary to describe what 

you have explored from this encrypted traffic file. -10 points 
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I am going to put the screenshots of what I do and leave all the questions at the 

top.  

 

Last digit is 2 in my md5. WPA2-P1-01.cap is the file I will be using based on the 

requirements for this part.  
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Key found: Password 
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ESSID: CyberPHY 

 

WPA data packets 629  

Number of packets read 2660 

Stations seen 12 
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Regardless of filter I was not able to find anything within this file. Maybe i did 

something incorrectly but i am not seeing anything for any type of filter. Tcp, 

dns, ftp, http nothing shows up.  

 

Traffic analysis- WPA2-P1-01.cap  

After performing the dictionary attack on the file I needed for this part of the lab 

using rockyou.txt I was able to find the password for the cypherphy network 

(password) then using airdecap the wpa data packets were decrypted. When I 

went into wireshark however, i seen that there was nothing within the save file 
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even after using multiple different filters to make sure that I was not doing 

anything wrong i could not find anything I used ftp, tcp, dns, and http and was 

unable to find any active packets. I am sure that this may be the wrong-doing on 

my side of messing up earlier within the process but I am also confident that i 

carried out my part correctly.  


