Assignment 6: Wi-Fi Password Cracking
Jessiah Davis

0Old Dominion University

Cyse301

Task C: 20 points

Follow the steps in the lab manual, and practice cracking practice for WEP and
WPA/WPA2 protected traffic.

1. Decrypt the lab4wep. cap file (5 points) and perform a detailed traffic analysis
(5 points)

2. Decrypt the lab4wpa2. cap file (5 points) and perform a detailed traffic

analysis (5 points)

Type
Packet Capl... 03 November 2015..




I was able to go back and fix my mistake and I extracted the file for the lab

resources so i can get the correct sources for this lab.

Module 5 - Thunar
File Edit View Go Bookmarks Help

4 > 4 & <« labResources Module5

Places :
&= Computer
i root

labSwep-demo.cap labSwpa2- WPA2-P1-01.cap

Peskiv demo.cap

¥) Recent

b, LS
. Trash
@ Documents

Music WPA2-P2-Ol.cap  WPA2-P3-Ol.cap  WPA2-P4-Ol.cap

Pictures ;
Videos .
Downloads

WPA2-P5-01.cap

Devices
E File System
= VMshare

~/../VMshare/Lab Resources (2023 Spring)/Lab Resources/Module
~/../VMshare/Lab Resources (2023 Spring)/Lab Resources/Module
5

lab5wep-demo.cap WPA2-P1-01.cap WPA2-P3-0l1.cap WPA2-P5-01.cap
labSwpa2-demo.cap WPA2-P2-01.cap WPA2-P4-01.cap

~/../NMshare/Lab Resources (2023 Spring)/Lab Resources/Module




~/../NMshare/Lab Resources (2023 Spring)/Lab Resources/Module
5
lab5wep-demo.cap
Reading packets, please wait...
Opening labS5wep-demo.cap
Read 404693 packets.

ESSID Encryption

ccni-test WEP (19772 IVs)

hpsetup

1 10Wn
Unknown
Unknown
WPA (@ handshake)
Unknown
Unknown
i Unknown
A:3B:A2 MonarchODU WPA (@ handshake)
tFE:42 MonarchODU EAPOL+WPA (@ handshake)
: tCE:63 dd-wrt Unknown
98:FC:11:7C:D0:C CCNI WPA (@ handshake)
F&4:7F:35:04:01:A0 Unknown
F4:7 4:08:2
F&4:7 4:65:
F4: 4.7D:E®@ AccessODU Unknown
F&:7 :7D: Unknown
E4: :04:7D:E2 MonarchoDU WPA (
F&4: :04:7D'E4 eduroam
F4: :39:0A: Unknow
F4: 142 :0E:C2 Unknown
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ex number of target network ? Jj

I used the command aircrack-ng and then added the demo.cap



Found key: F2:C7:BB:35:B9

~/../VMshare/Lab Resources (2023 Spring)/Lab Resources/Module 5
F2:C7:BB:35:B9 lab5wep-demo.cap

Total number of stations

seen

Total number of packets read

Total number of WEP data
Total number of WPA data

Number of plaintext data
Number of decrypted WEP

of corru WEP

f decrypted WPA

bad TKIP (WPA)

Number of bad CCMP (WPA)

Warning: WDS packets detected, but no BSSID

pac




Wireshark  Protocal Hierarchy Statistics . labSwep-dermo - dec_cap

Protocol = Percent Packets Packets Percent Bytes Bytes Bitsfs End Packets End Bytes End Bits/s
* Frame 100.0 142415 100.0 22356528 568 k o
= Ethemnet 100.0 142415 2.4 2098984 53k 0
* Internet Protocol Version & 0.0 60 0.0 2400 61 0
= User Datagram Pre ol 0.0 46 oo 368 9 (4]
Multicast Domain Name System 0.0 40 0.0 Lx 137 137
DHCPVE 0.0 & 0.0 594 15
Internet Control Message Protocol ve 0.0 4 0.0 324 8
* Internet Protocol Version 4 137 19550 17 391028 9,945
= User Datagram Protocol 0.1 198 0.0 1584 40
NetBIOS Name Service 0.0 20 0.0 1oz 8
* NetBIOS Datagram Service 0.0 3 0.0 549 13
* SMB (Server Message Block Protocal) 0.0 3 0.0 303
= SMB MailSlot Protocol 0.0 3 0.0 75
Microsoft Windows Browser Protocol 0.0 3 0.0 45
Multicast Domain Name System 0.0 30 0.0 4542
Dynamic Host Configuration Protacel 0.0 5 0.0 1500
Dropbox LAN sync Discovery Protocol 0.0 0.0 2300
Dornain Name System 0. 80 0.0 6069 154
= Transmission Control Protocol 734 16393012 417k 15655 11834338
Transport Layer Security 0.6 808 27 603257 15k BO8 599145
= Hypertext Transfer Protocol 75 1686594 42k hrild 1625487
MIME Multipart Media Encapsulation 0.0 2 0.0 767 4t wer
Media Type 0.0 7 0.0 4322 109 432
Malformed Packet 0.0 0.0 0 0 0
Line-based text data 0.0 X a0 573 192 1 FETE]
JPEG File Interchange Format 0.0 01 217e 309 2178
JavaScript Object Notation 0.0 1 0.0 12 0 1
HTML Form URL Encoded 0.0 01 17314 440 17314
Compuserve GIF 0.0 , 2734 69 2734
FTP Data 0.0 7 ¥ 9464 240 5464
File Transfer Protacol (FTP) 0.0 - 656 16 656
Internet Group Management Protocol 0.0 i 56 1 56
Internet Control Message Protocal 0.0 0 120 3 0
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File Transfer Protocol (FTP)
Internet Group Management Protocol
Internet Control Message Protocol
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Address Resolution Protocol
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I went to statistics and pressed the option protocol Hierarchy so I could see this
screen.

Protocol showing HTTP (Hypertext transfer protocol 1274 packets, 7.5 bytes) and
FTP (file transfer protocol 22 packets, 656 bytes) my apologies for not pointing at

them with a red marker or something, typing it out simplified it for me.



IabSwep-demo-dec.cap

Capture Analyze Statistics Telephony Wireless Toals Help

ADA@ A BB@ c c>n<«>MWEo=o@

Source Destination Protocol  Length Info

192.168.2.10 164.166.251.258 §51 GET /.docs/netsec/DCI3ATM. jpo HTTP/1.1
.168.2.10 112.98.86.16 POST /QUERYVERSIONUPDATE HTTP/1.1
86.86.16 192.168.2.18 HTTP/1.1 208 OK
7.30.143 192.168.2.10 HTTP/1.1 260 OK (text/octet)
7.30.143 192.168.2.18 HTTP/1.1 208 OK (text/octet)
166.2.18 183.7.30.143 POST /cgl-binshttpconn HTTP/1
7.30.143 192.168.2.10 HTTP/1.1 286 OK (textfoctet)

. 232965 183.7. . 192.188.2. HTTP/1.1 206 OK text/octet
. 429157 N . 192.168.2. 16 HTTP/1.1 288 OK (text/octet)

. 119845 18 .165.2,0 183.7.38.143 POST fcgl-binZhtrpconn HTTP/L.

.324164 3.7.30.143 192.168.2.10 HTTP/1.1 208 OK (text/octet)

. 588861 92.168.2.18 163.7.30.143 POST fegi-bin/httpconn HTTP/1
5578 g a 93.7.360 BOS e : 5

html

® E labSwep-demo-dec.cap 7 .50%) Profile: Default

Highlighted in blue to show what I surveyed. Its source, destination, and length

info. I will do the same for ftp.

Protocol * Percent Packets Packets Percent Bytes Bits/s End Packets End Bytes End Bits/s PDUs
Frame 100.0 100.0 626 22
= Ethernet 100.0 16.7 ) 104 ' 0 22
239 149 22
594 ) n 0 0 n
356 5 2 2

]

Internet Protocol Version 4 100.0
= Transmission Control Protocol 100.0
File Transfer Protocol (FTF) 100.0

[SESESA ]

BB RS

5]




labSwep-demo-dec.cap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADA® s BEBB@ ac-»>»n«>PEoeo@l
.k OO —————————— et

No. Time Jurce Destination Protocol Length Info
B27246 179.280132 195.42.179. 192,.168.2, FTP B8 [TCP Previous segment not captured] Response: 331 Please specify

B3568 180.655939 195.42.179.2 2.168.2.18 93 [TCP Previous segment not captured] Response: 150 Here comes the. 1

BABTE 1B2.663186 195.42.179.2d 192.168.2.168 i BB Response: 331 Please specify the password.
85128 183,135683 .42.179, 192.168.2.18 1 63 Response: 257

87 Response: 556 Falled to change directory

v Internet P
(@ Transmissi

Now repeat these same steps with the Lab5 Wpa2 file.

~/../VMshare/Lab Resources (2023 Spring)/Lab Resources/Module 5
lab5wpa2-demo.cap -w fusr/share/wordlists/rockyou.txt
Reading packets, please wait ...
Openi lab5wpa2-demo.cap
Read 374 packets.

Encryption

WEP (@ IVs)
Unknown
Unknown
WPA (1 handshake)
Unknown
AccessODU Unknown
Unknown
MonarchODU Unknown
eduroam Unknown
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Index number of target network ? 4

So i used the same command as earlier with aircrack-ng and this time I used the

lab5wpa2 demo cap file.



Reading packets, please wait ..
Opening labS5wpa2-demo.cap
Read 10074 packets.

1 potential targets

Aircrack-ng 1.7
[00:00:00] 16/14344392 keys tested (101.42 k/s)

Time left: 1 day, 15 hours, 17 minutes, 17 seconds
KEY FOUND! [ password ]
Master Key : 20 A 2E 73 86 96 81
2B 6E 94 45
Transient Key : 48 5 69 76 D8
' C5 96 65
AE 5F

D1 0A

EAPOL HMAC : 0 92 12 66 ED

Key was found: Password

~/../VMshare/Lab Resources (2023 Spring)/Lab Resources/Module 5
password lab5wpa2-demo.cap CCNI
Total number of stations seen 13
Total number of packets read 10074
Total number of WEP data packets
Total number of WPA data packets

Number of plaintext data packets
Number of decrypted WEP packets
Number of corrupted WEP packets
Number of decrypted WPA packets
Number of bad TKIP (WPA) packets
Number of bad CCMP (WPA) packets
Warning: WDS packets detected, but no D specified




labSwpaR -demo-dec.cap

Fike Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
ADA® c BEB@ 2 ¢c>»>n«>PE ool
R|Any Ctrl-/> =+

No. Time Source Destination Protocol Length Info
.Beenea Apple d3:93:65 Broadcast ARP 42 who has 169,254, 255.2557 Tell 192.168.2.23

.833289 192.168.2.23 8.8.8.8 DNS 73 Standard query Oxcb78 A www.apple.com }
-227328 192.168.2.23 224.0.9.251 MDNS 156 Standard query 8x8808 ANY PengdeMacBook-Pro. local, "QU" question
.227328 192.168.2.23 192,168.2.1 uoP 46 58834 - 192 Len=4

-488768 b frez: :1:17d3:9365 ICMPVE 78 Neighbor Solicitation for fed@::aBSe:Beff:fed3:9365 [
.660832 feB0::a65e:68ff:fed. ffO2::fb MDNS 346 Standard query 0x8088 PTR _airport. tcp.local, "QM" question PTR.
842304 Apple_d3:83:65 Broadcast ARP A2 Who has 165.254.2585_.2557 Tell 192.168.2.23 £
-B83284 192.168.2.23 74.125,22.189 TCP 66 57368 - 443 [ACK] Seg=1 Ack=1 Win=4891 Len=0 TSval=495413164 TSe.

. 268890 Apple_d3:53:065 Broadcast ARP 42 who has 169,.254,255.2557 Tell 192.168.2

~ o ot o

@ o

-135868 -168.2.2 7.172 s 66 57369 - 5223 [ACK] Seq=1 Ack=1 Win=4117 Len=@ TSval=499414611 TS.

2.232968 Apple_d3:93:65 rad - ARP 42 Wwho has 182.168.2.17 Te
3.064008 17.110.220.165 23 TLSv1.2 135 Application Data

Opened up the decrypted file using wireshark . lab5wpa2 dec

labSwpal-demo-dec.cap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
ADA® s BE@® a«>n0<«>PE ool

[W]eapol

No = Source Destination 1 Length Info

Wireshark - Protocel Hierarchy Statistics - labSwpal-demo-dec.cap

Protocol = Percent Packets Packets Percent Bytes Bytes Bits/s End Packets End Bytes End Bits/s PDUs

No results for the eapol filter, i went to the statistics tab and pressed on the
protocol hierarchy option and was able to get the second screen that you see with

no results. (all within wireshark)
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TabSwpal -dema-dec cap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADOAO cRR@a«<>n<«>PEcenl

[nttp
No. Time Source Destination Protocol Length Info
768 13.947264 102.168. 74.125.29, HTTP 522 GET /ajax/libs/jguery/1.8.1/jquery.min.js HTTP/1.1
252416 2 128.82. 343 GET /prozpective/ jer_content/par/columns/column_2/header/image
. 256000 68 128.82.112. 323 GET /etc/designs/odu/images/page-ds.png HTTP/1.1

160 14.260090 s 2. 2% +1008. 446 GET /pages/Scripts/Bo34/9379., 157401994 HITP/1.1

882 14.70p480 /1 3 112, 323 GET /etc/designs/odu/images/page-bg.png HTTP/1.1

893 14.710208 .18 & 321 GET /etc/designs/odu/images/quickfact-arrow.png HTTP/1.1

938 14 .887872 192. 16! . 3 711 GET /connect/xd_arbiter/wjDNIDNrTQG. js?version=41 HTTP/1.1

996 15.913818 » 3 +112.2 331 GET setc/designs/odu/images/footer-ornament.png HTTP/1.1
1862 15.018452 b .2.23 ; 5 351 GET /prospective/elements/ jcr _content/par/tabs/tabpanel 4/float
1088 15.031748 .16 .23 3 .28 321 GET /etc/designs/odu/images/arrow.png HTTPA1.1
1016 15.833275 .18 3 2 .112.29 330 GET /etc/designs/odu/images/footer-contact.gif HTTP/1.1
1076 15.125440 .168.2 .12, 3208 GET /news/hp/2015/11/summer_school/_jecr_content/slideimage.img.1
1879 15.126464 2 5 3 .82,112.2 324 GET /news/hp/2815/11/honoring veterans/_jcr_content/slideimage.i
1897 15.170498 2 s 1514 Continuation

GET

Transmission Contr ot

W liypertext Transfer Protocol : =

Protocol = Percent Packets Percent Bytes yte Bits/s End Packets nd Bytes End Bits/s
= Frame 100.0 222 93 142k
= Ethernet 100.0 9,67

= Intemet Protocol Version 6 03

= User Datagram Protocol 0.0

Multicast Domain Name System 0.0

Internet Control Message Protocol ve 0.1

= Internet Protocol Ve 8a.7

1.5
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These were the general results without using any filters in the wireshark. This
screen is from clicking the statistics tab and pressing on protocol hierarchy

option.
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Task D: 30 points: Each student will be assigned a new WPA2 traffic file for
analysis. You need to refer to the table below and find the file assigned to you
based on the LAST digit of the MD5 of your MIDAS ID. For example, the last digit
of the hash for svatsa is 8. Thus, I should pick up the file "WPA2-P3-

Ol.cap.” You can find an online MD5 hash generator or the following command to

get the hash of a text string

The above files are in a folder named "Lab Resources (2023 Spring).” You
can locate the folder in your VMshare in any Kali Linux VM.
- Please make sure to follow the steps mentioned in the Module 6 Lab

manual and find the assigned WPA file under the sub-folder "Module 5.

Now, complete the following steps:
1. Implement a dictionary attack and decrypt the traffic. - 20 points
2. Decrypt the encrypted traffic and write a detailed summary to describe what

you have explored from this encrypted traffic file. -10 points
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I am going to put the screenshots of what I do and leave all the questions at the

top.

~/../NMshare/Lab Resources (2023 Spring)/Lab Resources/Module
~/../VMshare/Lab Resources (2023 Spring)/Lab Resources/Module

-
jdaviloe
49eb@4756ceecBaebtded5c3c14998a52

Last digit is 2 in my md5. WPA2-P1-01.cap is the file I will be using based on the

requirements for this part.
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~/../VMshare/Lab Resources (2023 Spring)/Lab Resources/Module

5
WPA2-P1-01.cap -w fusr/share/wordlists/rockyou.txt

Reading packets, please wait...
Opening WPA2-P1-01.cap
Inter-frame timeout period exceeded.
Read 2660 packets.

# BSSID ESSID Encryption

1 00:16:B6:DA:CF:2F CyberPHY WPA (1 handshake)
Choosing first network as target.
Reading packets, please wait ...
Opening WPA2-P1-01.cap
Inter-frame timeout period exceeded.

Read 2660 packets.

1 potential targets

Aircrack-ng 1.7
[00:00:00] 995/10303727 keys tested (2359.

Time left: 1 hour, 12 minutes, 46 seconds

KEY FOUND! [ PASSWORD

Master Key

Transient Key

EAPOL HMAC

Key found: Password
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~/../VMshare/Lab Resources (2023 Spring)/Lab Resources/Module 5
WPA2-P1-01.cap
Reading packets, please wait ...
Opening WPA2-P1-01.cap
Inter-frame timeout period exceeded.
Read 2660 packets.

# BSSID ESSID Encryption

1 ©0:16:B6:DA:CF:2F CyberPHY WPA (1 handshake)

Choosing first network as target.
Reading packets, please wait...

1ing WPA2-P1-01.cap
Inter-frame timeout period exceeded.
Read 2660 packets.

potential targets

Please specify a dictionary (option -w).

ESSID: CyberPHY

~/../VMshare/Lab Resources (2023 Spring)/Lab Resources/Module 5
) password WPA2-P1-01.cap CyberPHY

Total number of stations seen 12

Total number of packets read 2660

Total number WEP data packets Q

Total number of WPA data packets 629

Number of plaintext data packets 0
Number of decrypted WEP packets 0
Number of corrupted WEP packets 0
Number of decrypted WPA packets 0
Number of bad TKIP (WPA) packets 4]
Number of bad CCMP (WPA) packets Q

WPA data packets 629
Number of packets read 2660

Stations seen 12



15

WPA2-P1-01-dec.cap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADMACO s RR@ a¢c»n<«>WEoao @

R

No. Time Source Destination Protocol Length Info

® E WPA2-P1-01-deccap No Packets

Wireshark . Protocel Hierarchy Statistics - WPA2-P1-01.dec.cap

Protocol = Percent Packets Packets Percent Bytes Bytes Bits/s End Packets End Bytes End Bits/s PDUs

Regardless of filter I was not able to find anything within this file. Maybe i did
something incorrectly but i am not seeing anything for any type of filter. Tcp,

dns, ftp, http nothing shows up.

Traffic analysis- WPA2-P1-01.cap

After performing the dictionary attack on the file I needed for this part of the lab
using rockyou.txt I was able to find the password for the cypherphy network
(password) then using airdecap the wpa data packets were decrypted. When I

went into wireshark however, i seen that there was nothing within the save file
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even after using multiple different filters to make sure that I was not doing
anything wrong i could not find anything I used ftp, tcp, dns, and http and was
unable to find any active packets. I am sure that this may be the wrong-doing on
my side of messing up earlier within the process but I am also confident that i

carried out my part correctly.



