Discussion Board 1

After reading today's discussion article, | am more interested in Cloud Security Architect and
Cybersecurity Law (Freeze, 2021). More often than not, we think of these jobs as falling into the
discipline of Computer Science. Still, after careful examination, we can conclude they intertwine
with several fields. For example, Cybersecurity law involves Criminal Justice and Criminology
while dabbling in Sociology and Victimology (Kirkpatrick 2022). One could argue that philosophy
is also a discipline involving cybersecurity law. Also, as we look into Security Architect, fields like
engineering, computer science, and IT heavily involve themselves.

While keeping the previously mentioned idea of interdisciplinary and their parent disciplines in
mind, it is easy to delve deeper into what exactly these two occupations (security architect,
cybersecurity lawyer) accomplish daily and their various occupational standards. It is no
surprise a cyber lawyer involves both "large and small companies as well as individuals" (What
Is Cyber Law? | Becoming a Cyber Lawyer, 2018). An industry standard for a cybersecurity
lawyer is, as any lawyer, successfully passing the bar. However, cybersecurity law is so
challenging because of how quickly tech advances versus the legal world. Interestingly enough,
in our lecture for this module Professor Kirkpatrick also makes the previously mentioned
correlation. But how does this relate to our topic of discussion involving various disciplines?

Simply put, cyber lawyers delve into sociology, philosophy, psychology, and victimology while
being knowledgeable in political sciences and information technology. It sounds like quite a bit
of mingling for one occupation. This intermingling is also true for an amazon cloud security
architect.

While last to mention, a cloud security architect is no lesser than a cyber lawyer by any means!
From IT, engineering, and computer science to sociology and leadership, a cloud security
architect provides solutions, expertise, delivery, and insights with AWS engineering in creating
roadmaps to AWS tech (Cloud Security Architect, 2022). They are your A to Z types, and what an
absorbing field of disciplinary knowledge! After researching the above two occupations, which
one could you see yourself doing? None of the above? Or maybe, let's get crazy here, both?

Discussion Board 2

Understanding the NIST Framework as an entry-level cyber security analyst helps to describe,
identify, assess and communicate cybersecurity topics within an organization. Understanding
the NIST Framework reduces cybersecurity risks (“Framework for Improving Critical
Infrastructure Cybersecurity,” 2018, p. 2).

Describing and Identifying
The NIST Framework is not an A-to-Z checklist but a structure beginning with the framework

core. The "core presents industry standards, guidelines, and practices "(p. 3). In most workplace
settings, it helps to describe an issue. Arguably an even more important skill is to be able to



identify a problem. In other words, you can't win UNO if you don't know what each card means.
Think of a cybersecurity threat as the elusive draw four cards.

Assessing and Communication

Once an organization knows they have or have the potential of a draw four card being in play,
it's time to assess and communicate. The NIST Framework considers an organization's current
cyber security risk and defense/offense for dealing with cyber threats (p. 3). Another way to
think about it is; how many cards are in a player's (organization) hand, and how many cards are
left (do they have the infrastructure)? What if a player (organization) can’t count or is blind
(tier-1)? Are there other ways to win at UNO in these scenarios? They can; it boils down to
communication. The NIST Framework profile describes an organization's current and future
cybersecurity goals. It is crucial to note that "profiles can be used to conduct self-assessments
and communicate with an organization "(p. 4). An organization produces a better product or
service when it knows who holds the cards, what the cards mean, and how to win.

As an entry-level cyber security analyst, my overall strategy in UNO is identifying possible data
breaches within a system and effectively relaying this information to my supervisor. Hopefully, |
will be successful in reducing an organization's cybersecurity threats!

Discussion Board 3 Response

Great post! See linked videos and answer personal questions at your leisure/discretion. | enjoyed
reading your post, and | ended up researching all of your recommendations. Thank you for
providing me with some insight!

Comment and Recommendation

Fantastic job integrating our required readings into your post; | will look for your name from
now on when scanning through our discussion boards (I love the use of "whilst"). Here is my
email (jali004@odu.edu) if you are open to collaborating on the coming exercises or connecting
with me on LinkedIn ,But back to you! What are your thoughts on the comment below (linked
article)?

Can | trust Backblaze? A

Backblaze is a streamlined and secure online backup service. It's good for novices, but it
may frustrate users who want more control over backups. PCMag editors select and
review products independently. If you buy through affiliate links, we may earn commissions,
which help support our testing.

https://www.pcmag.com » reviews » backblaze

Backblaze Review - PCMag
Because you mentioned protecting your firewall and single-point failure, here is., a video | think
you'll enjoy. If you have time, can you explain how you would load the balance of two one-gig


mailto:jali004@odu.edu
https://www.linkedin.com/in/jessica-ali-3b8903246/
https://www.youtube.com/watch?v=RRgmRXzvqyY
https://www.techtarget.com/searchdatabackup/definition/Backblaze#:~:text=Backblaze%20is%20a%20provider%20of,storage%20location%20and%20file%20size.

lines? When | researched the matter, it seemed like a person couldn't with a broadband
connection. Here is what | found most helpful:

This is known as Multi-Homing or Multi-WAN. Most router manufacturer firmwares don't
support this, but 3rd party firmware (DD-WRT, pfsense) is capable of doing load-balancing on a
Multi-WAN connection.

The catch is while you can create 20Mbps of bandwidth, you cannot achieve 20Mbps of speed
on a single connection. You would be able to have two independent 10Mbps streams, however.

To actually merge two connections into a single connection where you can push the combined
bandwidth as if it's coming from a single pipe requires bonding, which would either need to be
provided by your ISP if all the connections are with the same ISP, or by a 3rd party if the
connections are to different ISPs or your ISP won't do bonding for you. It looks like shanabus'
answer has some links that can help you explore that idea.

Share Improve this answer Follow edited Oct 16, 2013 at 19:12 answered Oct 16, 2013 at 18:37
SN Darth An

ﬁ 37.3k »5 93
Personal Qs as CISO

What is your preference for physical backup storage? Would you consider hiring security as
well? | am 100% onboard with security, but after watching the upcoming lectures in module
four, | think as CISO, we may advise, but the decision ultimately lies with a different
department. What are your thoughts?

Reference to Required Reading (NIST.IR.7621 revision 1, p.6)

Regarding business resources, what is the likelihood of a private company outage because of a
hostile actor, or is there more likelihood of environmental causes? My best guess is hostile
actors in the form of phishing attacks.

As always, | look forward to reading your post's response and thoughts on the above
commentary.

Discussion Board 3 Main Post

As acting CISO my main goal in ensuring the core value of availability is efficiently
communicating while balancing IT department morale, workload, and threats with company
goals and continually training all departments on safe data/device usage.

What is a Public Trade Company?

Companies whose shares are available for public trade in an open market, for example,
amazon, apple, and Microsoft (Bowman, 2022).

What is a CISO?

Chief Information Security Officer or Senior Agency Information Security Officer (SAISO)


https://superuser.com/questions/660798/merging-two-incoming-broadband-lines-for-faster-internet

Carrying out responsibilities under FISMA and serving as liaison (Nieles et al., 2017, p. 14).
What is Availability?

Access to data, services, and systems that are on time and reachable (pp. 14, 21, 28).
Gameplan (Ensuring Availability of Systems)

Maintain proper and efficient communication with the CEO while maintaining other business
connections for outsourcing incident teams if needed (Ommern et al., 2014). Also, map goals of
CEO and company while setting boundaries and limits on own staff. Involve the CEO and CFO in
creating a data recovery plan (Chai, 2022).

Keep staff up to date with training and handling of devices.

Emphasize CYOD versus BYOD with the CEO and educate the CFO on both advantages and
disadvantages.

Employ a 24/7 dream team (monitor/incident team), a 48-person group consisting of two
persons per shift who work four-hour shifts with mandatory breaks every hour, one person at a
time. Also, no person shall be working within the same 16-hour period. Cycling of employee
readiness is essential and valuable in maintaining a fully functional available system. Lastly, use
automated tools “to help uncover a variety of threats and vulnerabilities” (p. 14). A system
cannot be open to employees if compromised; therefore, purchasing systems will heavily
depend on if the system was created with security in mind, as Ommen et al. mention various
times in our module's required reading. Develop a working inventory with the dream team.
Within the dream team, assign roles for each risk area: environmental, business resources, and
hostile actors (Paulsen, 2016, p. 6).

Also, employ a 24/7 hardware team of 44 persons divided into four-person shifts, who work six-
hour shifts with mandatory breaks every hour, one person at a time. Also, no person shall be
working within the same 16-hour period. Overall responsibilities include data protection from
natural disasters and maintaining hardware, such as repairs, cleaning, temperature, and
bandwidth speeds (Chai, 2022). Lastly, employ a hybrid network topology and block all social
media and music streaming platforms.

Conclusion

In all, keeping an open line of communication with the CEO and CFO is mandatory to create a
positive environment for workers and ensure systems' availability.

Discussion Board 4

Our discussion post will look into the normative ethics category in CRISPR software usage.
Simply put, CRISPR-Cas9 technology companies should have better oversight of CRISPR
software.



4 Ethics

Before debating an ethical question, below is a quick summary of the four common categories
of ethical discussions (Four Branches of Ethics, 2022):

Descriptive
Punishments under law/custom
Compares laws/customs past and present
People's views of moral beliefs
Normative
"ought to act."”

Rightness and wrongness of an action based on what should be happening.

Meta
Origin of concept
Debating Terms
Not judging the rightness and wrongness of an action
Applied

Matters of moral judgment in private and public life
For further exploration, please see the full description of each here.

CRISPR-Cas9 Summary for Context

CRISPR/Cas9 Gene Editing

DISRUPT

If a single cut is made, a process called
non-homologous end joining can result
in the addition or deletion of base pairs,
disrupting the original DNA sequence
and causing gene inactivation

DELETE

A larger fragment of DNA can be deleted
by using two guide RNAs that target
separate sites. After cleavage at each

site, non-homologous end joining unites

the separate ends, deleting the
intervening sequence

CORRECT OR INSERT

Adding a DNA template alongside the

CRISPR/Casg machinery allows the cell

to correct a gene, or even insert a new

gene, using a process called homology
directed repair


https://www.gktoday.in/topic/four-branches-of-ethics/

(CRISPR/Cas9 Gene Editing, n.d.)

"Ought to" have better oversight.

With the hacking of DNA serving as a "symbolic milestone in the increasing overlap between
the digital and the biological" (Coldewey, 2017), our discussion turns to what humanity is faced
with. While the list of crimes against humanity spans every corner of the globe, for at least this
class, we can agree on one critical question needing an answer.

How can we protect the manipulation of DNA from malicious intent?

One possible answer requires increasing the dollar amount, expenditure, or budget for
monitoring. In other words, protection over profit. A separate independent ran team must
oversee CRISPR-Cas9 users with the highest ethical standards. While this answer may be a
faraway dream, it is what ought to be happening. We can never stop malicious intent entirely
(Rizkallah, 2018, p. 3). But what would humanity be if we didn't at least try?

Conclusion

Organizations should hire a team to oversee CRISPR-Cas9 gene editing to ensure the ethical use
of software and prevent malicious usage. Adding a group may require increasing the budget
and an honest normative discussion within organizations/companies.

Discussion Board 5

The office-provided computers using company Wi-Fi and limited oversight involving browsing
controls create opportunities for workplace deviance.

Web Shopping & Workplace Deviance

From our required reading, one example of workplace deviance is using a device during working
hours for Internet shopping (Payne & Hadzhidimova). If a company provides its employees with
MacBooks at their desks, it creates a massive opportunity for someone to take a few minutes
out and shop online. While admittingly shopping online during working hours may not be a
threat for every company, it is becoming an increasing trend to mix personal and workplace
time. It is common knowledge that when we increase activity in the cyber world, there is always
an equal reaction and sometimes even greater answer from malicious entities.

Is shopping on company time an issue?

According to Leng, in their article analyzing poll results asking gen z if they shop during work,
66% admitted to doing so (2021). Also, another poll saw a spike in 81% of employees who admit
to shopping on company time (Babati, 2019). One can argue, what's the problem? Most people
can multitask, and it's not like anyone can see what I'm doing. Unfortunately, this is not the
case; most cybercriminals can easily see what an employee is shopping for, and more often
than not, employees use work-provided Wi-Fi. BYOD or CYOD doesn't matter to CTA or cyber
threat actors.



Conclusion

Computers in the office with little to no browsing controls using company Wi-Fi create a perfect
storm for workplace deviance, especially when 81% of employees admit to shopping from their
computers on company time.

Bonus Reading Material for Ethical Knowledge:

The PMK is computed as follows:

IBIVIK] - PEKDF2([PESSPAESE, SSID , 4096 )

Figure 3- PMK calculation

. _— The WiFi password — hence, the part that we are really looking for.

+ SSID - The name of the network. It is freely available at the router beacons (Figure 3).

* 4096 - Number of PBKDF2 iterations

CyberArk: Experiment to Hack Wi-Fi

Note from Jessica: | enjoyed this article; let me know what you guys think!

Discussion Board 6
Main Takeaways from Required Reading

Gathering from the audio notes from this week's reading, we should develop cyber-policy and
infrastructure based on specific concepts, as follows:

1. We need to understand our limitations in predictive knowledge (Jonas, 1973).

2. We should not rely on common sense because it is not entirely applicable in our world
in terms of a technological one (audio notes).

3. Understanding time is artificial; we make time exist, not the other way around, and we
tend to see only our present ethical dilemmas (Jonas, 1973).

Main Takeaways From Wittkower Videos

1. We should understand cyber-policy and infrastructure effects before making decisions, so we
don't create new problems as a society.

2. Good Enough for the time = Short arm of predictive knowledge. We need to switch this type
of thinking and analyze it.


https://www.cyberark.com/resources/threat-research-blog/cracking-wifi-at-scale-with-one-simple-trick

Conclusion

To sum up, my answer, we should approach cyber-policy and infrastructure by continuously
asking questions about the present and past. Although we may be limited in our scope of data
privacy affecting humanity, we must still try. If we do not try to fully understand how cyber-
policy and infrastructure change humanity by asking the big questions, we may change
ourselves to fit the environment for cyber-policy and infrastructure when arguably, our audio
notes point out, the policies and infrastructures ought to accommodate us.

Discussion Board 7

Markets, businesses, groups, and individuals ought to be regulated via distributed responsibility
in the face of diminished state power & intelligification (Verbeek, p. 217) & networking of the
material world. It is also important to consider the context of tech during 2015.

Wittkower Video Conclusions (My Opinion)
If | were to pick one thing to hone in on from the reading, lectures, and videos provided
is this: it can’t be one entity regulating, and it for sure is going to differ per scenario.
Some examples mentioned were self-driving cars and apple watches. Two very different
designs in the realm of cybersecurity. While it can be argued both have to do with
security, the discussion of responsibility is vastly different and ought to be treated as
such. Therefore, asserting a single entity to regulate each would be a misinformed
decision in most cybersecurity professions. A possible assertion is requiring multi-expert
in various disciplines taking part in regulation of said scenarios during the design and
judicial process.

Distributed Responsibility
Example of Empowering “The User” in cybersecurity context



What is Security Posture?

‘ ’-

Your security posture measures how vulnerable your
organization is to cyber attacks or data breaches. Another key
piece of security posture is how an organization reacts when an
attack or breach takes place.

6 Steps to Strengthen Your
' Security Posture:
A

1. Conduct regular security posture
assessments

2. Consistently monitor networks
' and software for vulnerabilities

3. Define which department owns
what risks and assign managers

4. Regularly analyze gaps in your
security controls

5. Define a few key security metrics
6. Create an incident response plan

https://hyperproof.io/resource/strengthen-security-posture/

Example of Shared Responsibly in Cloud Computing Context
If my memory serves me correct, a lot of us wrote about being interesting in
working in cloud computing. | have included this portion of my discussion board
for “funsies”.


https://hyperproof.io/resource/strengthen-security-posture/

Guide to the shared responsibility model

M USER’S RESPONSIBILITY Ml SERVICE PROVIDER'S RESPONSIBILITY

EXAMPLES

Dropbox, Salesforce CRM, Zoom,

Saas Microsoft 365, Google Workspace
Microsoft Azure App Service,
Paas AWS Elastic Beanstalk,

Google Kubernetes Engine,
Red Hat Openshift

Microsoft Azure, Amazon
laas Web Services (AWS), Google
Compute Engine (GCE)

'SOURCE: HT TSy /WW W.EME. COM/BLOGE v ; cHOOSE
ILLUSTRATION: | NUENG/GETTY IMAGES
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Abstract of Verbeek Require Reading

Designing the Public Sphere: Information
Technologies and the Politics of Mediation
Peter-Paul Verbeek =5

Chapter | Open Access | First Onling: 16 November 2014
30k Accesses | 6 Citations | 1 Altmetric

Abstract

After a few decades of living with and © , we
have got so much used to their presence in our daily lives, that we hardy realize that
the societal and cultural revolution they are causing has only just begun. While most
discussions still focus on privacy issues and on the impact of social media on
interpersonal relations, a whole new generation of ICTs Is currently entering the world,
with potentially revolutionary impacts that require careful analysis and evaluation.
Many everyday objects are currently being equipped with forms of ‘ubiquitous

' or ‘ambient * At the same time, reality’
technologies are rapidly gaining influence. ICTs will result in smart environments, and
new social relations. Rather than merely assessing and criticizing these developments

‘from the outside, we must to learn to accompany them critically ‘from within’ The
public sphere requires ‘technologies of the self": the capability to understand
technological mediations, to take them into account in technological design, and to
shape our existence in interaction with them. The real choice is not between accepting
of rejecting new ICTs, but between critical engagement and powerless opposition.


https://www.businessinsider.com/the-15-biggest-tech-events-of-2015-2015-12
https://www.computerworld.com/article/3007854/5-most-important-tech-advancements-of-2015.html
https://www.computerworld.com/article/3007854/5-most-important-tech-advancements-of-2015.html
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