Lab report: 05/28/2025 01:21 AM UTC

Hands-On Microsoft Windows Server 2019

Managing Virtual Machine Networks

Start:

05/28/2025 01:21 AM UTC
Finish:

05/28/2025 02:07 AM UTC
Elapsed (min):

46.0

Status:

Submitted



Iltem completed: 05/28/2025 01:52 AM
Value: 0

rver Man| 23 Hyper-V Manager | B85 Virtual Switch Manager for PLABDMO1 - X - O
File Action View
K Virtual Switches @
- = B g mAC Address Range
e d ‘ 4] | =% New virtual network switch

' y You can define the range of media access control (MAC) addresses that can be —
e lyper-
F Hyper-V Manager | |* Tf,omsfcf:::( DE: Yv'\r‘itgfh,id:a?tea assigned dynamically to virtual network adapters. Actions
{5 PLABDMO1 e ~

ks Internal Network 1 N PLABDMO1 -
Internal only o ]

A Global Network Setti N ’
al Network Settings

_ Import Virtual Machin...

Maximum:
||!| MAC Address Range
Recycle Bin 00-15-5D-00-02-00 to 00-15-5D-0...

o Changing this setting does not affect network adapters that have already been
configured. To apply a new setting to an existing network adapter, recreate the
network adapter by removing it and adding it again.

Hyper-V Settings...

HO P

Virtual Switch Manage...
Virtual SAN Manager...
Edit Disk...
= Inspect Disk...
= Stop Service

Remove Server

Refresh

(<> SON GRS

Shut Down...
Save
Pause
1> Reset

5 Checkpoint
B

Move...

o] o |

Il 54 Export... v

RULED RIVD JENVER 4

Roles: 1 | Servergroups:1 | Servers total: 1

d57982Fb602174be:560ddfc9:1968331d27a:123¢
05/28/2025 02:52:38




Iltem completed: 05/28/2025 01:59 AM
Value: 0

B8 Hyper-v Man - O
File Action View Help £ Settings for PLABSAO2 on PLABDMO1 - X
PLABDCO2 N p— =
= e 2@
File  Actior B Fyper v M _| |PLABSA02 vl 4 » |0
lyper-V Manager is
A Hardware A i
PLABDMO1 4 Legacy Network Adapter
& " Add Hardware N PMN a ”
[ BI0S Specify the configuration of the network adapter or remove the network adapter. >
ew
Boot from CD Virtual switch:
@ seaurity Microsoft Hyper-V Network Adapter - Virtual Switch v pport Virtual Machin...
Recycle Bin Key Storage Drive disabled .
= per-V Settings...
W Memory L) i 9
2048 MB Enable virtual LAN identification rtual Switch Manage...

& [} Processor
1 Virtual processor

The VLAN identifier specifies the virtual LAN that this virtual machine will use for all rtual SAN Manager...
network communications through this network adapter. Wit Disk.

= IDE Controller 0
= Hard Drive spect Disk...

PLABSA02.vhdx

= [ IDE Controller 1 To remove the network adapter from this virtual machine, dick Remove. op Service
DVD Drive Remove Emove Server
Physical drive Z: efresh
&l scsI Controller ” We recommend that you use a legacy network adapter only if you want to perform
& 0 Lesacy Network Adapte a network-based installation of the guest operating system, or if integration ew »
Ll eg v " pter services are not installed in the guest operating system. Communications through a
Microsoft Hyper-V Network... legacy network adapter are slower than through a network adapter. elp

.L‘, Network Adapter

Microsoft Hyper-V Network Ad... WZ -

f com1
None onnect...
@ com2 Ettings...
None
[ Diskette Drive art
tlone heckpoint
Py t

[x] Name e
PLABSA02 port...

1= Inteqrabon Servncersi Ename...
Some s ffered

& Checkpoints elete...

Production v

nable Replication...

elp

RULED RIVD JENVER 4

Roles: 1 | Servergroups:1 | Servers total: 1

d57982Fb602174be:560ddfc9:1968331d27a:123¢
05/28/2025 02:59:27




Iltem completed: 05/28/2025 02:00 AM
Value: 0

B# Hyper-V Man . -
File Action View Help B Settings for PLABWINT01 on PLABDMO1 _ %
PLABDCO2 N p— =
= e 2@
File  Action | |PLABWIN101 v 4 [J)
ﬁ Hyper-V Manager s
Ef PLABDMO1 A Hardware Hardware Acceleration
" Add Hardware PMN a ”
B Firmware Specify networking tasks that can be offloaded to a physical network adapter. >
ew

Boot from File -
e Virtual machine queue

@ security nport Virtual Machin...
R e Bi secure Boot enabled Virtual machine queue (VMQ) requires a physical network adapter that supports
€cycie Bin - Secure Boot enablec this feature. lyper-V Settings...
Memory 5 -
2048 MB Enable virtual machine queue rtual Switch Manage...
& [ Processor rtual SAN Manager...
1 Virtual processor IPsec task offloading o
=l & scsi Controller Support from a physical network adapter and the guest operating system is it Disk...
s Hard Drive required to offload IPsec tasks. spect Disk...
PLABWIN101.vhdx N F . -
When sufficient hardware resources are not available, the security assodations op Service

DVD Drive are not offloaded and are handled in software by the guest operating system.

SW_DVDS_WIN_PRO_10_190...
- - T [V] Enable IPsec task offioadin:
=] E Network Adapter g

Microsoft Hyper-V Network Adapte...

emove Server

efresh
Select the maximum number of offloaded security associations from a range of 1 to
Hardware Acceleration 4096. ew »

Advanced Features 5
Maximum number: 2| Offloaded SA el
X Management P
[£] Name Mmm a
PLABWIN101 Single-root I/O virtualization
ﬂ Integration Services Singl_e-roo_t 1/0 virtua_lizah’on (_SR»IOV) requires s:_»eciﬁc hardware. It also might onnect...
Some services offered require drivers to be installed in the guest operating system. Ettings...
& (Ehedq)oints When suffident hardware resources are not available, network connectivity is urn Off...
Production provided through the virtual switch.
'E'-:l Smart Paging File Location Enable SR-IOV hut Down...
\Virtual Machines\PLABWIN101 b
Ve

{5 Automatic Start Action
estart if previously running guse

{7 Automatic Stop Action

eset

heckpoint

RULED RIVD JENVER 4

Roles: 1 | Servergroups:1 | Servers total: 1

d57982Fb602174be:560ddfc9:1968331d27a:123¢
05/28/2025 03:00:35




Iltem completed: 05/28/2025 02:06 AM
Value: 1
Answer: Internal Virtual Network
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Value: 1
Answer: Test the connectivity of the guest virtual machine to the Hyper-V host
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Answer:

Enables you to work with multiple network segments

Isolates virtual machines and physical computers from one another

Allows you to work with an array of services on virtual machines without the risk of disrupting the
services on another part of the network

To create network isolation, you need to deny the flow of data between two servers
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Value: 1
Answer: The inbound and outbound traffic between 192.168.0.2 and PLABWIN101 will be denied
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Answer: Displays the summary of network adapters and the associated rules
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