Lab 5 Password Cracking
Task A

1. Create 6 users in your Linux Terminal, then set the password for each user that meets
the following complexity requirement respectively. You should list the passwords
created for each user.

1. For user1, the password should be a simple dictionary word (all lowercase)

Explanation: | set the password to ate and created user 1 with the command sudo
adduser followed by what | wanted the user name to be, which is user1. Alteranively |
can edit thins password later with the command sudo passwd user1. User1 will change
depending on which user | want to edit. | do this later because | mistyped a password.

Screenshot:

File Actions Edit View Help
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"~ sudo adduser userl
[sudo] password for kali:
info: Adding user “userl’
info: Selecting UID/GID from range 1000 to 59999
info: Adding new group “userl' (1002)
info: Adding new user “userl' (1002) with group “userl (1002)'
info: Creating home directory ~/home/userl’
info: Copying files from ~/etc/skel'
New password:
Retype new password:
passwd: password updated successfully
Changing the user information for useril
Enter the new value, or press ENTER for the default
Full Name []:
Room Number []:
Work Phone []:
Home Phone []:
Other []:
Is the information correct? [Y/n] y
info: Addingmnewpusesmstiserl' to supplemental / extra groups "users'
info: Adding user “userl' to group "users'




2. For user2, the password should consist of 4 digits.

Explanation: Password is 1234 and | used the same commands in step 1 but changing
user1 to user2.

Screenshot:
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sudo adduser user2
infot AddIng user user’2 ...
info: Selecting UID/GID from range 1000 to 59999
info: Adding new group ‘user2' (1003) .
info: Adding new user “user2' (1003) with group ‘user2 (1003)'
info: Creating home directory °/home/user2’
info: Copying files from "/etc/skel'
New password:
Retype new password:
passwd: password updated successfully
Changing the user information for user2
Enter the new value, or press ENTER for the default
Full Name []:
Room Number []:
Work Phone []:
Home Phone []:
Other []:
Is the information correct? [Y/n] y
info: Adding new user “user2' to supplemental / extra groups “users'
info: Adding user “user2' to group "users'

3. For user3, the password should consist of a simple dictionary word of any length
characters (all lowercase) + digits.

Explanation: Password is apple123 and | used the same commands in step 1 but
changing user1 to user3.

Screenshot:

1 sudo adduser user3
info: Adding user “user3" ...
info: Selecting UID/GID from range 1000 to 59999
info: Adding new group “user3' (1004)
info: Adding new user “user3' (1004) with group “user3 (1004)'
info: Creating home directory ~/home/user3'
info: Copying files from "/etc/skel’
New password:
Retype new password:
passwd: password updated successfully
Changing the user information for user3
Enter the new value, or press ENTER for the default
Full Name []:
Room Number []:
Work Phone []:
Home Phone []:
Other []:
Is the information correct? [Y/n] y
info: Adding new user “user3' to supplemental / extra groups "users'
info: Adding user ‘user3' to group "users'




4. For user4, the password should consist of a simple dictionary word characters (all
lowercase) + digits + symbols.

Explanation: Password is pass123! and | used the same commands in step 1 but
changing user1 to user4.

Screenshot:
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—3 sudo adduser user4
info: Adding user user4' ...
info: Selecting UID/GID from range 1000 to 59999
info: Adding new group “user4' (1005)
info: Adding new user “user4' (1005) with group “user4 (1005)
info: Creating home directory “/home/user4'
info: Copying files from “/etc/skel'
New password:
Retype new password:
passwd: password updated successfully
Changing the user information for user4
Enter the new value, or press ENTER for the default
Full Name []:
Room Number []:
Work Phone []:
Home Phone []:
Other []:
Is the information correct? [Y/n] y
info: Adding new user “user4' to supplemental / extra groups ~users'
info: Adding user “user4' to group "users'

5. For userb, the password should consist of a simple dictionary word (all lowercase) +
digits.

Explanation: Password is orange123 and | used the same commands in step 1 but
changing user1 to user5.

Screenshot:
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i sudo adduser user5
infe*Adding user users ...
info: Selecting UID/GID from range 1000 to 59999 ...
info: Adding new group ‘user5' (1006)
info: Adding new user “user5' (1006) with group “user5 (1006)'
info: Creating home directory °/home/user5'
info: Copying files from "/etc/skel'
New password:
Retype new password:
passwd: password updated successfully
Changing the user information for user5
Enter the new value, or press ENTER for the default
Full Name []:
Room Number []:
Work Phone []:
Home Phone []:
Other []:
Is the information correct? [Y/n] y
info: Adding new user “user5' to supplemental / extra groups “users'
info: Adding user “user5' to group “users'




6. For user6, the password should consist of a simple dictionary word (with a
combination of lower and upper case) + digits + symbols.

Explanation: Password is Champ123! and | used the same commands in step 1 but
changing user1 to user6. This is where | mess up and mistyped user6’s password, | also
used a different command useradd . | correct my mistake by using sudo passwd
command followed by the user | want to edit. The command sudo useradd will add the
user w/o letting me create a password and edit details right away. As seen in the previous
steps.

Screenshot:
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E sudo useradd user6
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sudo userb

fatal: The user "user6' already exists.
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[:_ sudo passwd user6
New password:
Retype new password:
passwd: password updated successfully

2. Export above users’ hashes into a file named xxx.hash (replace xxx with your MIDAS name)
and use John the Ripper tool to crack their passwords in wordlist mode (use rockyou.txt).

Explanation: To download rockyou.txt | use the following commands:
sudo apt update && sudo apt install wordlists -y

sudo gunzip /usr/share/wordlists/rockyou.txt.gz

john --wordlist=/usr/share/wordlists/rockyou.txt jali004.hash

Screenshot:
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| john --wordlist=/usr/share/wordlists/rockyou.txt jali@04.hash
Using default 1nput encoding: UTF-8
Loaded 2 password hashes with 2 different salts (HMAC-SHA256 [password is key, SHA256 256/256 AVX2 8x])

Will run 2 OpenMP threads

Press 'q' or Ctrl-C to abort, almost any other key for status

0g 0:00:00:02 DONE (2025-03-02 20:37) 0g/s 5273Kp/s 10546Kc/s 10546KC/s !SkicA! ..*7;Vamos!
Session completed.

Further Explanation: Also tried this way using command because why not:



wgethttps://github.com/brannondorsey/naive-
hashcat/releases/download/data/rockyou.txt

Screenshot:
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b wget https://github.com/brannondorsey/naive-hashcat/releases/download/data/rockyou.txt
--2025-03-02 20:39:27-- https://github.com/brannondorsey/naive-hashcat/releases/download/data/rockyou.txt
Resolving github.com (github.com)... 140.82.112.3
Connecting to github.com (github.com)|140.82.112.3|:443... connected.
HTTP request sent, awaiting response... 302 Found
Location: https://objects.githubusercontent.com/github-production-release-asset-2e65be/97553311/d4f580f8-6
b49-11e7-8f70-7f460f85ab3a?X-Amz-Algorithm=AWS4-HMAC-SHA2566X~-Amz-Credential=releaseassetproduction%2F2025
0303%2Fus-east-1%2Fs3%2Faws4_request&6X-Amz-Date=20250303T013934Z6X-Amz-Expires=3006X-Amz-Signature=ef2b46a
3c24e7b52feb07dbfacc2ac7e85f56c072fd50c5ddb8adad1c18784ae&X-Amz-SignedHeaders=host&response-content-dispos
ition=attachment%3B%20filename%3Drockyou.txtéresponse-content-type=application%2Foctet-stream [following]
--2025-03-02 20:39:27-- https://objects.githubusercontent.com/github-production-release-asset-2e65be/9755
3311/d4f580f8-6b49-11e7-8f70-7f460f85ab3a?X-Amz-Algorithm=AWS4-HMAC-SHA2566X-Amz-Credential=releaseassetpr
oduction%2F20250303%2Fus-east-1%2Fs3%2Faws4_request&X-Amz-Date=20250303T013934Z6X-Amz-Expires=3006X-Amz-Si
gnature=ef2b46a3c24e7b52feb07dbfacc2ac7e85f56c072fd50c5ddb8ada®1c18784ae&6X-Amz-SignedHeaders=host&response
-content-disposition=attachment%3B%20filename%3Drockyou.txtéresponse-content-type=application¥2Foctet-stre
am
Resolving objects.githubusercontent.com (objects.githubusercontent.com)... 185.199.109.133, 185.199.108.13
3, 185.199.111.133,
Connecting to objects.githubusercontent.com (objects.githubusercontent.com)|185.199.109.133|:443 ... connec
ted.
HTTP request sent, awaiting response... 200 OK
Length: 139921497 (133M) [application/octet-stream]
Saving to: ‘rockyou.txt.1’

rockyou.txt.1 100%[ ———————————————-3] 133.44M 25.8MB/s in 5.0s

2025-03-02 20:39:32 (26.8 MB/s) - ‘rockyou.txt.l’ saved [139921497/139921497]

Further Explanation:

| then use the command sudo grep followed by what I’m trying to grab and where it is
located and then defining where it is going, or to put another way... | am taking the
passwords from a file and exporting them to another so | can manipulate this file.

Screenshot:
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sudo grep ‘“user[1-61:' /Jetc/shadow > jalios. hash

Further Explanation: | then use the john command and define what word list | will be
using in what file. Notice the argument syntax, john what wordlist followed by file name.

Screenshot:
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john --wordlist=rockyou.txt jali004.hash
Using default 1nput encoding: UTF-8
Loaded 2 password hashes with 2 different salts (HMAC-SHA256 [password is key, SHA256 256/256 AVX2 8x])

Will run 2 OpenMP threads

Press 'q' or Ctrl-C to abort, almost any other key for status
0g 0:00:00:02 DONE (2025-03-02 20:41) 0g/s 4813Kp/s 9626Kc/s 9626KC/s !Sketchy! ..x7;Vamos!
Session completed.

3. Keep your john the ripper cracking for 10 minutes. How many passwords have been
successfully cracked?



Explanation: My passwords were not in the wordlist file | downloaded, | was able to check
this using the cat command and calling the word list file rock you to display. So it makes
sense that 0 passwords were cracked and two were left. | use the command john —-show
followed by the file. So | can display the required information.

Screenshot:

(kali® kali)-[-]
L4 john --show jali004.hash

0 password hashes cracked, 2 left

Extra Credit on Next Page



1. Find and use the proper format in John the ripper to crack the following MD5 hash. Show
your steps and results.
5f4dcc3b5aa765d61d8327deb882cf99
63a9f0ea7bb98050796b649e85481845

Explanation: | use the command echo to create a file containing the above MD5 hashes.
| use the cat command followed by the file | created to verify | did this correctly. | then
run john followed by the correct formatting of the hashes, followed by the wordlist | am
using, followed by what file | need john to sift through. Once John has given me session
complete | then complete the task with the command john show followed by the format
because | want to be able to read it, and closing with what file | am looking in. The
passwords are as follows:

password
root

Screenshot:

PS> kali@kali: /home/kali
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| /home/kali_
echo "5f4dcc3b5aa765d61d8327deb882cf99" > mdShashes.txt

/home/kali
'S> echo "63a9f0ea7bb98050796b649e85481845" >> md5hashes.txt

wrawxatl)-| /home/kali

+ cat md5hashes.txt
5f4dcc3b5aa765d61d8327deb882cf99
63a9f0ea7bb98050796b649e85481845

(kali® kali)-[/home/kali]

5> john —-f t=raw-md5 --wordlist=/usr/share/wordlists/ txt mdShashes.txt
Using default 1input encoding: UTF-8
Loaded 2 password hashes with no different salts (Raw-MD5 [MD5 256/256 AVX2 8x3])
warning: no OpenMP support for this hash type, consider --fork=2
Press Ctrl-C to ab@¥t, or send SIGUSR1 to john process for status
W.’ ra f
r ?
g/s 8968Kp/s 8968Kc/s 8972KC/s roryl7..ronald918
o display all of the cracked sswords reliably

ro H
2g 0:00:00:00 DONE (2025-03-02 20:50) 22.22
Use the "--show --format=Raw-MD5" options t
Session completed.

watie kali )~ /home/kali |

i> john --show --format -1MD5 mdshashes.txt
?:password
7:root

2 password hashes cracked, @ left




