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1. Opened up Statistics, capture file properties to see 184 total and displaying all. Also located on
bottom of first Wireshark pane. 184 packets in total and all 184 are being displayed because I did
not apply a filter.
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2. Apply “ICMP” as a display filter in Wireshark. Then repeat the previous question (Q1).
After applying the filter icmp (internet control message protocol), WireShark will display 96 of
the original 194 packets.
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3. Selected echo message from link using the icmp (internet control message protocol) filter, double
clicked, information can be found in bottom of pane but also in Internet Protocol dropdown.

Information is as follows:
Source IP is 192.168.10.10, Dst IP is 192.168.217.3; sequence number is 1 ; size of data
is 48 bytes; response time is located at bottom of first pane 5.92... ms.
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4. Applied DNS (domain name system) display filter in Wireshark, 84 of the original 184 are
displayed.
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5. Found a DNS query packet by looking at the description “query” to located the correct packet.
The domain name the host is trying to resolve is debian.pool.ntp.org and can be found within the



message as shown above. The source IP and port number is 192.168.217.3: 43905 and destination
IP and port number is 192.168.217.2: 53.

6. Found the corresponding DNS response by looking at the listing description as I am following
the flipped IP address. Source is now destination and vice versa. Also, Wireshark also has
information of response and request, which can be found by expanding DNS row within listing.
The source IP and port number is 192.168.217.2: 53 and the destination source IP and port
number is 192.168.217.3: 43905. The response is “refused” meaning DNS refuses to preform
operations. This is because the VM is not connected to the internet.

TASK B
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Explanation: Opened two terminals on Ext. Kali VM and used “ping” command to create traffic for
Ubuntu (192.168.10.10) and Int. Kali (192.168.19.13). Then applied “icmp” display filter on Int. Kali VM



to view ICMP traffic. Lastly, I applied proper display filter “ip.src =192.168.217.3 && icmp && ip.dst.
==[192.168.10.10"on Internal Kali VM that ONLY displays ICMP request originating from External Kali
VM and going to Ubuntu 64-bit VM. The first part of the display filter specifies where the traffic came
from while the second part defines the type of traffic, and the last or third part defines the destination. The
operators && mean that all conditions must be met to display packet.

2. Sniff FTP Traffic
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Explanation:

a) Ubuntu VM is also serving as an FTP server inside the LAN network. I use External Kali to access this
FTP server by using the command: ftp 192.168.10.10 . The username for the FTP server is cyse301, and
the password is password. I followed the steps in the photo to access the FTP server and also exited. I
have created FTP traffic. While the password I typed did not show up in the terminal, it will in the traffic
packets.

b)Unfortunately, Internal Kali, the attacker, is also sniffing to the communication. Therefore, all of my
communication is exposed to the attacker. Now, I found out the password used by External Kali to access
the FTP server from the intercepted traffic on Internal Kali by using Wireshark on Int. Kali and applying
the filter “ftp && ip.addr. 192.168.10.10”. Which means I am looking for ftp traffic originating from
Ubuntu. The information I need is found the Info column.

c)l repeat this process from part b in the terminal on Ext. Kali. but the only thing that changes is my
username (jali004) and password (01166237), and I also establish a connection again because I logged
out. In the last screenshot we can see what the password is in the column labeled info.

TASK C

1. Extra Credit: Steal files with Wireshark

CY301-JALIOH « Virtual Machine Cernection
e Action Medie  Clipboard  View Help
@9 un B>
Tt | File Edit

T



B Artacker Kak - Eemal Wodkstation on CY201-JAL004 - Yetual Mechne Connection
Meds  Ciipboard  View Fle fcton Meda Cipboad \View Help
@0 un B> { @O nw»
Terminal Applications ~
cyse301@ubuntu Capturing from eth
tu:-$ PHD [P DU SN CHPHISSED UUIUSR S PUSIP e—
ot fo = root @CS2APenTest: -
4

!Fllc Edit View Sea

ry ¢
jali.txt
i.txt remote

“(Ta Toomns

D 7 eth0: <live capture in progress> Packets: 190 - Displayed: 190 (100.0%)

o & :
B g rperv Managa B priense Fuewattt.. 3P Atacerkab-bae. B ra

~JALIO0Y - Wirtued Mechee Connection
vard  View  Melp
-} it

Applicatians = ces = [F Text Eitor =

. File Edgit View Geo Capture Analyze Statistics Telephony Wireless Tools Help
: d = @ O RE QA+ g =
Oper = || B data jessica Save || -3 -

Fri Feb 17 18:48:85 PST 2823 Protocol  Le
Ali Jessica i

920 - Displayed: 1

B ssacke kb bie_ 9 Kl inbemal Wode T8 Wbty 840 on

Explanation: Logged into to Ubuntu VM, and created a file in my home directory with the command
“echo -e “$(date) \nAli Jessica>jali.txt” and put the current timestamp and my name in the file. The first
part is creating the contents while the second part of the command is naming/creating the actual file. I



also double checked that I had created it correctly with the “Is” command and called on the filled to check
the contents with the “cat” command. I then switched back to Ext. Kali to see the file I just created with
FTP protocol remotely. I did this connecting again with the command ftp 192.168.10.10 and logged into
cyse301 with the password, password. Once the connection was established, I then used the “get jali.txt”
command to successfully access the file, and waited for the code 226 transfer complete. Therefore
creating ftp traffic. Lastly, using Wireshark on Int.Kali VM I applied the display filter (ftp-data) to
display the FTP-DATA packets between External Kali and Ubuntu VM and followed the tcp steam of the
FTP-DATA packet, viewed the content of the jali.txt and then exported the it as a text file in Int.Kali.
Ultimately to view the content of my jali.txt file. I saved the file on Int. Kali’s desktop so I could access it
easier as illustrated in my last screenshot above.



