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1. Explanation: Opened Hyper-V Manager to power on the following VMs, pfSense, Kali, Windows
Server 2008, and Ubuntu 64-bit. Logged in to Ubuntu and Kali. Checked Status, all running.
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cyse301@ubuntu: ~ Applications v Places v [ Terminal ~ Fri02:12
cyse301@ubuntu:~$ ifconfig
eth®: flags=4163<UP,BROADCAST ,RUNNING,MULTICAST> mtu 1500
inet 192.168.10.10 netmask 255.255.255.0 broadcast 1
ineté feso 984:dcea:97a5:f973 prefixlen 64 scopeid
ether ©0:15:5d:40:57:0c txqueuelen 1000 (Ethernet)
packets 352 bytes 26194 (26.1 KB)
errors © dropped @ overruns @ frame 0
packets 430 bytes 33666 (33.6 KB) root@CS2APenTest: ~
errors © dropped @ overruns @ carrier @ collisio

=3

File Edit View Search Terminal Help
eth1l: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500 - t:-# ifconfig
inet 169.254.253.64 netmask 255.255.8.8 broadcast 16 ethe: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet6 fe80::f6ff:2adb:ab85:7e97 prefixlen 64 scopeid * inet 192.168 netmask 255.255.255.0 broadcast 192.168.
ether 00:15:5d:40:57:19 txqueuelen 1000 (Ethernet) inet6 2d:9bda: f718:995b prefixlen 64 scopeid ©x20<li
RX packets 52 bytes 31649 (31.6 KB) ether 00:15:5d:40:57:05 txqueuelen 1000 (Ethernet)
RX errors © dropped 6 overruns © frame @ PN RX packets 56 bytes 3180 (3.1 KiB)
TX packets 173 bytes 18446 (18.4 KB) X errors © dropped © overruns @ frame ©
TX errors © dropped © overruns © carrier © collistor packets 119 bytes 8509 (8.3 KiB
rors ® dropped © overruns @ carrier © collisions
lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536

inet 127.0.0.1 netmask 255.0.0.0 ethl: 163<UP, BROADCAST, RUNNING,MULTICAST> mtu 1500
inet6 ::1 prefixlen 128 scopeild Oxi10<host>

inet 169.254.5.78 etmask 255.255.0.0 broadcast 169.254.255
loop txqueuelen 1000 (Local Loopback) inet6 fe80::ddf b4:4e63:5a62 prefixlen 64 scopeid
RX packets 393 bytes 29067 (25.0 KB) er 00:15:5d:40:57:17 txqueuelen 1000 (Ethernet)
. 3 RX packets 135 bytes 48352 (47.2 KiB)
RX errors © dropped © overruns @ frame ©
TX packets 160 bytes 22919 (22.3 KiB)
TX errors © dropped © overruns carrier @ collisions ©

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.6
inet6 ::1 prefixlen 128 scopeid 0x16<
loop queuelen 1000 (Local Loopbac
RX packets 112 bytes 8416 (8.2 KiB)
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2. Explanation: Found the IP address for Ubuntu 64-bit VM (192.168.10.10) and Kali Linux VM
(192.168.217.3) using the ifconfig command.
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- cyse301@ubuntu: ~ Applications v Places v [ Terminal » Fri02:14
RX packets 52 bytes 31649 (31.6 KB)
RX errors © dropped © overruns © frame @
TX packets 173 bytes 18446 (18.4 KB)
TX errors © dropped @ overruns © carrier ® collistor VMshare Nessus Info

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid ©x10<host> root@CS2APenTest: ~
loop txqueuelen 1000 (Local Loopback)

RX packets 393 bytes 29067 (29.0 KB) -
RX errors © dropped 8 overruns © frame ©
TX packets 393 bytes 29067 (29.6 KB)
TX errors ® dropped © overruns 0 carrier ® collisior %- lo: flags=73<UP,LOOPBACK,RUNNING> mtu
inet 127.0.0.1 netmask 255.0.0.0
cyse301@ubuntu:~$ ping 192.168.217.3 ineté6 1 prefixlen 128 scopeid ©0x1@<host>

PING 192.168.217.3 (192.168.217.3) 56(84) bytes of data. O loop txqueuelen 1600 (Local Loopback)

64 bytes from 192.168.217. i ttl=63 tim .57 ms RX packets 112 bytes 8416 (8.2 KiB)

64 bytes from 192.168.217.3: 1 & ttl=63 tim 4.9 ms RX errors @

64 bytes from 192.168.217. i ttl=63 time=32.3 ms e T
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TX errors © dropped © overruns @ c: 0 collisions @

dropped ® overruns © frame @
packets 112 byt 416 (8.2 KiB)

TX errors @ dropped overruns © carrier @ collisions @
192.168.217.3 ping statistics

3 packets transmitted, 3 received, 8% packet loss, time 2003ms W)
rtt min/avg/max/mdev = 4.578/27.316/44.987/16.881 ms
cyse301@ubuntu:~$

# ping 192.168.10.10
PING 192.168.10.160 (192.168.10.10) 56(84) bytes of data.
wireshark 64 byt from 192.168.10.10: icmp seg=1 ttl=63 ti
64 bytes from 192.168.10.10: icmp tt1l=63 time=40
64 bytes from 192.168.10.10: icmp ttl=63
64 bytes from 192.168.10.10: icmp_se tt1=63
bytes from 192.168.10.10: icmp
byt from 192.168.10.10: icmp

192.168.10.10 ping statistics
6 packets transmitted, 6 received packet loss, time 14ms
rtt min/avg/max/mdev = 10.271/21.54 0.215/10.381 ms
e |
i
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3. Verified the connection between Kali Linux VM and Ubuntu VM using the ping command. Connection
established as shown above with packet transfers. Used Ctrl+C to stop ping.
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Terminal = 1 B @) 11:20PM K%
cyse301@ubuntu: ~ y
TX errors © dropped © overruns © carrier ® collisions © 4 qy'

17.3
192.168.217.3 (192.168. 56(84) bytes of data.

64 bytes from 192.168.217. seq=1 ttl=63 time=4.57 ms

64 bytes from 192.168.217.3 p_seq=2 ttl=63 ti .9 ms

64 bytes from 192.168.217.3: icmp_seq=3 ttl=63 ti .3 ms

- 192.168.217.3 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2003ms
rtt min/avg/max/mdev = 4.578/27.316/44.987/16.881 ms
cyse301@ubuntu:~$ clear
:~$ pwd

:~$ echo "Jessica Ali"

:~$ echo -e "Jessica \nAli"
cd

touch "forJaliee4.txt"
1s -1

HE
:~$ pwd
S
$

total 44
drwxr-xr- cyse301 4096 Jul 29 2621
301 4096 Aug 2 2017
4096 Sep 18 2017
8980 Aug 2017 examples.desktop
cyse301 @ Jan 23:20 forJalioe4.txt
X cyse301 4096 2017
X cyse301 4096 A
Xr-x cyse301 4096
x cyse301 4096
cyse301 4096 A
cyse301 18

1. Displayed my current directory in Ubuntu terminal using pwd command.
2. Used the echo command to print Jessica Ali to the console.

3. Displayed Jessica Ali in two separate lines using a single echo command, echo -e “Jessica \nAli”,
notice \n, an escape character, prompting computer to bop to next line.

4. Executed cd to return to my current home directory, and double checked using pwd.

5. Created new file named forJali004.txt with nothing in it in my home directory using the touch
command. The file size is 0 bytes.
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cyse301@ubuntu: ~

$ mkdir "jaliee4q"
301@ubuntu:~$ 1s -1 .
total 48 i, :
drwxr-xr-x 3 cyse3el cyse301 4096 Jul 29 ¢ 2 : : IINION
drwxr-xr-x cyse301 cyse301 4096 Aug 24 b v - < 3 d —r
drwxr-Xxr-x cyse301 cyse301 4096 Sep 18 J » b - h, "S I T Y
cyse301 cyse301 8980 Aug 24 7 examples.desktop - : P

= cyse301 cyse301 © Jan 19 forJaliee4d. txt i
drwxr-xr-x cyse301 cyse301 4096 Jan 19
drwxr-xr-x cyse301 cyse301 4096 Aug 24
drwxr-xr-x 2 cyse301 cyse301 4096 Aug 24
drwxr-xr-x cyse301 cyse301 4096 Aug 24
drwxr-xr-x cyse301 cyse301 4096 Aug 24
drwxr-xr-x 2 cyse301 cyse301 4096 Aug 24
Lrwxrwxrwx 1 cyse301 cyse361 18 Jan 24 ->

) S cp /etc/passwd/home/cyse361
missing destination file operand after '/etc/passwd/home/cyse301’'
Try 'cp --help’ for more information.
01@ubuntu:~$ cp /etc/passwd /home/cyse301
y 01@ubuntu:~$ 1s
total 52
drwxr-xr-x 3 cyse301 cyse301 4096 Jul 29 2021
drwxr-xr-x 2 cyse3@1 cyse301 4096 Aug 24 2017
drwxr-xr-x 2 cyse3@1 cyse301 4096 Sep 18 2017 J
-rW-r--T cyse301 cyse301 8980 Aug 24 2017 examples.desktop
~rW-I--r cyse301 cyse301 © Jan 19 23:20 forJaliee4.txt
drwxr-xr-x 2 cyse301 cyse301 4096 Jan 19 23:22 J
drwxr-xr- cyse301 cyse301 4096 Aug 24 2017
-rw-r--r-- 1 cyse301 cyse301 2439 Jan 19 23:26 passwd
drwxr-xr-x cyse301 cyse301 4096 Aug 24 2017 F (
drwxr-xr-x cyse301 cyse301 4096 Aug 24 2017 Pub
drwxr-xr-x 2 cyse301 cyse301 4096 Aug 24 2017
drwxr-xr-x 2 cyse3@1 cyse301 4096 Aug 24 2017
lrwxrwxrwx 1 cyse301 cyse301 18 Jan 24 2019
cyse301@ubuntu:~$
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VM - Kali
Login info
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Terminal

>

cyse301@ubuntu: ~

cyse301@ubuntu:~$S mv passwd passwd_jaliee4d ’ L3

301@ubuntu:~$ 1s o -

total 52 T&; £ -

drwxr-xr-x 3 cyse301 cyse301 4096 Jul 29 2 : > > llNION
drwxr-xr-x cyse301 cyse301 4096 Aug 24 Y 3 P b ST

drwxr-xr-x cyse301 cyse301 4096 Sep 18 » LGS :

~W-F--F--

n

Nmap -

Zenmay

2
2
1 cyse301 cyse301 8980 Aug 24 examples.desktop
-fw-r--r-- 1 cyse3e1 cyse3ol © Jan 19 23: forJaliee4. txt
drwxr-xr-x 2 cyse301 cyse301 4096 Jan 19
drwxr-xr-x 2 cyse301 cyse301 4096 Aug 24
-rw-r--r-- 1 cyse301 cyse301 2439 Jan 19 126 passwd_jalioe4
drwxr-xr-x 2 cyse3@1 cyse301 4096 Aug 24
drwxr-xr-x 2 cyse301 cyse301 4096 Aug 24
drwxr-xr-x 2 cyse301 cyse301 4096 Aug 24
drwxr-xr-x 2 cyse3el cyse301 4096 Aug 24
Lrwxrwxrwx 1 cyse3@1 cyse301 18 Jan 24

01@ubuntu:~$ head -n passwd_jaliee4

invalid number of lines: ‘passwd_j
$ head -n 6 passwd_jalioe4
root:/root:/bin/bash
1:daemon: /usr/sbin: /usr/sbin/nologin
bin:/usr/sbin/nologin
y s dev: /usr/sbin/nologin
sync:x:4:65534:sync: /bin: /bin/sync
jl“games 5:60:games: /usr/games: fusr/sbin/nologin
@ubuntu:~$ grep www passwd_jaliee4q
-data:x:33:33: -data: /var/ :/usr/sbin/nologin

cyse301@ubuntu:~$

VM - Kali
Login info
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6. Created a new directory called jali004 with the mkdir command and double checked with the long
listing command, Is -1, and the jali004 directory is 4096 bytes.

7. Copied /etc/passwd file to my home directory with the cp command and renamed the file with the cp
command. Then I double checked that I moved it correctly with the Is -1 command. Then I renamed the
file (passwd ) to passwd_jali004. I double checked again using the long listing command, Is -1. Next I
read the first six lines of the file passwd jali004 with the command head -n 6 and clarified the file
passwd jali004. Lastly I used the grep command to search and display text within the entire file
passwd jali004 that contained “www”.



