Step 1:
- Creating 6 users and passwords
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- Locate the rockyou.txt file =g

- Use the “pwd” command to print the
current working directory

- Copy the file to the current directory

- use the long listing command
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Step 3:
- Gunzip the file
- Use the long listing lp: 1 t alread u wish
command
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Step 4:
- Use the “cat” command to see 10
lines from the file
- Copy shadow to the current
directory
- Then use the long listing command
to print.
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Step 5:
- Save the shadow file content : e
into the new file created sudo ¢ shadow > jfrim@@l.hash.file
- Using the long listing
command to verify the
content is there.
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Step 7:
- Reveal the content of the file

jfrimeel. hash.
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Step 8:
- Using john the ripper password cracking for 10 minutes



Three passwords were only cracked out of six

— do f '»LL )t jfrim@@1.hash.file
Using default input encoding: UTF-8
Loaded 16 password hashes with 16 different salts (crypt, generic crypt(3) [?/64])
Remaining 15 password hashes with 15 different salts
Cost 1 (algorithm [1l:descrypt 2:md5crypt 3:sunmd5 4:bcrypt 5:sha256crypt 6:sha512crypt]) is @ for all loaded
Cost 2 (algorithm specific iterations) is 1 for all loaded hashes
Will run &4 OpenMP threads
to abort, almost any other key for status

(ETA: 2024-10-19 ©4:39) 0.0 4g/s 26.63p/s 344.5c/s 344.5C,
option to display all of the cracked passwords reliably




