Jayden Goldsmith

CYSE 270: Linux System for Cybersecurity

Lab 11 — Basic Network Configurations

eth@: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 10.0.2.15 netmask 255.255.255.0 broadcast 10.0.2.255
inet6 fd17:625c:f@3 2cc:dfc3:8a 6be9 prefixlen 64 scopeid 0x@<global>
inet6 fd17:625c:f037:2:200:27ff:fed 1fe prefixlen 64 scopeid 0x@<global>
inet6 fe80::a00:27ff:fed8:21fe prefixlen 64 scopeid 0x20<link>
ether 08:00:27: 1:fe txqueuelen 1000 (Ethernet)
RX packets 9 bytes 3699 (3.6 KiB)
RX errors @ dropped @ overruns @ frame 0
TX packets 30 bytes 4974 (4.8 KiB)
TX errors @ dropped @ overruns @ carrier @ collisions @

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 8 bytes 480 (480.0 B)
RX errors @ dropped @ overruns @ frame 0
TX packets 8 bytes 480 (480.0 B)
TX errors @ dropped @ overruns @ carrier @ collisions @

rnel IP routing table
Destination

Active Internet connections (w/o servers)
Proto Recv-Q Send-Q Local Address Foreign Address
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— ubuntu.c
PING ubuntu.com ( 5.198 .29 ) bytes of data.

icmp_seqg=1
icmp_seq

icmp_
icmp_seq
icmp_seq
icmp_seq
icmp_seqg=9
icmp_seq=1@

from
from
from
from
from

R N

— ubuntu.com ping stati
1@ pa 25 smitted

wwaw . 0odu . edu

; <<>> DiG 9.20.9-1-Debian <<>> www.odu.edu
;3 global options: +cmd
Got answer:
—»HEADER<— opcode: QUERY, status: NOERROR, id: 63506
flags: qr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: ©, ADDITIONAL:

OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1220
; COOKIE: 875b72a9281c72708f632709692fad447c429c5b65b4c78d (good)
;3 QUESTION SECTION:
; wwaw . odu . edu. IN A

;3 ANSWER SECTION:
www . odu.edu. 5 35.170.140.174

Query time: 4 msec

SERVER: 128.82.95.20#53(128.82.95.20) (UDP)
WHEN: Tue Dec 02 22:23:49 EST 2025

MSG SIZE rcvd: 84

Jetc/hostname
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/etc/hostname
sudo: unable to resoclve host jgold®33: MName or service not known

Metwork
Adapter 1 Adapter?2  Adapter 3 Adapter 4
[+] Enable Network Adapter
Attached to Bridged Adapter Plug this virtu
Mame MediaTek Wi-Fi & MT7921 Wireless LAN Card
Adapter Type Intel PRO/1000 MT Desktop (825340EM)
Promiscuous Mode Deny

MAC Address  020027D321FE

[+ Virtual Cable Connected

Serial Ports
Port 1 Port 2 Port 3 Port 4

™

valid settings detected [gl
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2.and 3.

1. I noticed that “inet” and “broadcast” have different addresses, and that there is 1 inet6
line instead of 3. The Rx and TX packets are lower as well as their bytes.

~

ethd: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet WOVRSHURSETI2 netmask 255.255.0.0 broadcast HOVRSLURSSVESE5
inete fe80::a00:27ff:fed8:21fe prefixlen 64 scopeid 0x20<link>
ether 08:00:27:d8:21:fe txqueuelen 1000 (Ethernet)
RX packetsg@! bytes W62 (46290 B)
RX errors @ dropped @ overruns @ frame 0
TX packets 2% bytes 2466 (@B%WOnKiB)
TX errors @ dropped @ overruns @ carrier @ collisions 0@

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 8 bytes 480 (480.0 B)
RX errors @ dropped @ overruns @ frame 0
TX packets 8 bytes 480 (480.0 B)
TX errors @ dropped @ overruns @ carrier @ collisions 0

2. The “default” and “Gateway” addresses have been changed.

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
default 10.254.0.1 0.0.0.0 UG 100 0 @ etho
10.254.0.0 0.0.0.0 255.255.0.0 U 100 0 Q@ etho

3. Nothing has changed with step 3.

~

Active Internet connections (w/o servers)
Proto Recv-Q Send-Q Local Address Foreign Address
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4. “ttl” has went from 255 to 50. The “min/avg/max/mdev” times is slightly lower ms
times.

PING ubu 5 )
64 ebsi C ] ache-2. com ( 2 90.21): ic seq=1 ttl568

o4

64

64

ved, 0% packet

- 80.128/81.380/82.737/0.892 m:

www . 0du.edu

<<>> DiG 9.20.9-1-Debian <<>> www.odu.edu

global options: +cmd

Got answer:

—»HEADER®— opcode: QUERY, status: NOERROR, id: 27456

flags: qr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 0, ADDITIONAL:

OPT PSEUDOSECTION:
; EDNS: version: @, flags:; udp: 1220
; COOKIE: 'd&11599732efdbaB726fc64d692Fc2e9bb6889591234a382 (good)
;7 QUESTION SECTION:
; ww . 0du.edu. IN

;3 ANSWER SECTION:
www . 0du.edu. | 35.170.140.174

Query time:@8amsec

SERVER: 128.82.95.20#53(128.82.95.20) (upr)
WHEN: Tue Dec 02 23:56:09 EST 2025

MSG SIZE rcvd: 84

6.

Jetc/hostname
jgolde3s

7. Nothing has changed for step 7.

— 1t /etc/resolv.conf
# Generated by NetworkManager

search wlan.odu.edu
nameserver 128.82.95.20




