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Security Operations Center (SOC) specialists are cybersecurity professionals responsible for monitoring different networks, detecting new threats, and coordinating incident response when needed. Even though this is mainly a technical position, I do think it is connected to social science research and principles. Understanding human behavior and the dynamics within an organization is needed in order to mitigate any incoming threats. This Career Paper will explore how SOC specialists apply social science concepts such as cyberpsychology, human systems integration, structural-functionalism, and even relativism in their daily routines. 
Cyberpsychology can help SOC specialists better understand how people behave online. They can use this knowledge to identify any phishing attempts or even insider threats. According to Kathleen Carley (2020), social cybersecurity is about understanding how people can influence each other digitally, which is the key to identifying manipulation and misinformation. SOC teams can use these insights to improve their threat detection and user training.
Human Systems Integration is relevant because it is about making sure that the tools used in cybersecurity are designed for real people. SOC specialists have to deal with nonstop alerts during the day while making quick decisions, so the systems that they use have to be easy to understand. Loiseau (2020) explains that using social science methods in cybersecurity can help make tools easier to use and more effective in the workplace. It can help employees to stay focused and do their jobs well without feeling overwhelmed. 
Structural Functionalism is about looking at how different roles in a system can work together. Every employee, whether analyzing threats or responding to ongoing incidents, plays a significant role in keeping the workplace secure. Weber (2020) discussed the significant ongoing gap and the issue that certain detection tools can be biased, leaving out certain communities in security policies. As a SOC specialist, it is necessary to recognize these issues and work towards more fair and inclusive security practices.
Online behavior can mean different things in different countries or cultures. Something that might look suspicious here might be completely normal in Europe. Carley (2020) discusses the importance of understanding cultural differences in cybersecurity, as this can be the key to ethical monitoring and to providing an accurate threat analysis. By applying relativism SOC teams can avoid making false assumptions and making sure that they respect different privacy settings and expectations around the world.
Monitoring tools can sometimes target the more vulnerable groups, because they flag behavior that seems suspicious, even though it turned out to be harmless. This refers back to what we talked about earlier; there are still a lot of problems when it comes to trying to protect marginalized groups. Social science can provide the tools a team needs to consider privacy, consent, and fairness while doing their job. Not everyone has access to secure devices, fast internet, or even the most basic cybersecurity tools, which, in the end, leaves them much more vulnerable to attacks.
SOC specialists are not just focused on technology and the threats that come with it; they are also closely working with, or even monitoring, people. When a cyber threat occurs, it is usually the result of human behavior online. To respond to these threats empathetically, clear communication and ethical decision-making are essential. Social science helps cybersecurity professionals understand how to protect people fairly and build more inclusive security practices.
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