01 o5 Table of contents

Title Why Awareness Is

Low
02
06

Why Cybersecurity Improving Cyber

Awareness Matters

Awareness
03 07
Social Science Building Digital
Connection Literacy
04 08
Common Cyber Conclusion

Risks



Cybersecurity Awareness
In The Digital Age

Jimmy Hernandez
CYSE 201S - Cybersecurity and the Social Sciences




Why Cybersecurity
Awareness Matters

® Growing number of cyber threats
targeting everyday users

® Human behavior is the weakest
link

® Social engineering exploits trust,
emotions, and habits




Social Science Connection

® Online behavior shaped by
culture, habits, and social norms

® Risk perception influences online
safety decisions

® Digital inequalities make some
people more vulnerable

The Body of Knowledge
(Values, Policies, Standards,
Procedures, etc.)

The user’s understanding
of what behaviours are
expected of staff

The user’s willingness to
constrain their behaviour
to stay within accepted
norms

The user's personal values
and standards of conduct

The behaviours
demonstrated by senior
management and colleagues

User Security

Behaviours

The user’s Psychological
Contract with their employer

The user's Security Common
Sense and decision making
skills

Internal Security Threats
» User security errors;

» Security carelessness;

» Security negligence;

» Security attacks.

The effort required for
compliance, and temptations
not to comply




Common Cyber Risks

Phishing & scams

Weak passwords
Oversharing on social media
Malware from unsafe links
Public Wi-Fi risks




Why Awareness Is Low

Lack of digital literacy

“It won't happen to me” mindset
Rapidly changing technology
Misunderstanding of privacy risks




Improving Cyber Awareness

® Teach basic digital hygiene:
strong passwords, updates, MFA

® Use real-life examples of attacks

® Community workshops & school
programs

® Normalize secure habits




Building Digital Literacy

® Think critically about online
information

® Recognize social engineering
tactics

® |earn privacy settings

® Know how to report suspicious
activity




Conclusion

e Cybersecurity is a social, not just
technical, issue

e Awareness empowers safer online
behavior

e Digital literacy reduces cyber risks
for society
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