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groups=1004(use ,1001(cyse301s23)
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Here | set up the groups
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Retype new password:

passwd: password updated successfully
# sudo passwd user2

New password:

Retype new password:

passwd: password updated successfully
# sudo passwd user3

New password:

Retype new password:

passwd: password updated successfully
# sudo passwd user4

New password:

Retype new password:

passwd: password updated successfully
# sudo passwd user5

New password:

Retype new password:

passwd: password updated successfully
# sudo passwd useré

New password:

Retype new password:

Sorry, passwords do not match.

passwd: Authentication token manipulation error

passwd: password unchanged
# sudo passwd user6

New password:

Retype new password:

passwd: password updited successfully

: #

Here | set up the passwords for the accounts.

In order they are: Ball, 2222, applel9, Fireball! , Tiger56$ ,and CorvetteZ06
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Try 'cp --help' for more information.
: # cp /usr/share/wordlists/rockyou.txt
cp: missing destination file operand after '/usr/share/wordlists/rockyou.txt’
Try 'cp --help' for more information.
# cp /usr/s e/wordlists/ kyou. txt
missing destination file operand after '/usr/share/wordlists/rockyou.txt’
Try 'cp --help' for more information.
# cp /usr/share/wordlist/rockyou.txt
cp: cannot stat '/usr/share/wordlist/rockyou.txt': No such file or directory
# john JHOWE®®5-HASH --wordlist=rockyou.txt
Created directory: /root/.john
Using default input encoding: UTF-8
ord hashes with 6 different salts (sha512crypt, crypt(3) $6$ [SHA512
AVX2 4x])
t 1 (iteration count) is 5000 for all loaded hashes
Will run 2 OpenMP threads
fopen: rockyou.txt: No ch file or directory
: # cp /usr/share/wordlists/rockyou.txt
# john JHOWE@OS5-HASH --wordlist=rockyou.txt
Using default input encoding: UTF-8
ded 6 password hashes with 6 different salts (sha512cr , crypt(3)
/256 AVX2 4x])
Cost 1 (iteration count) is 5000 for all loaded hashes
Will run 2 OpenMP thread
Press 'q' or Ctrl-C to abort, almost any other key for status
0g @ :01:01 0.11% (ETA: 19:50:14) 0g/s 318.6p/s 1916c/s 1916C/s leonardol..lovegodl
0g 0:00:01:48 0.19% (ETA: 20:28:34) 0g/s 307.9p/s 1847c/s 1847C/s katten..Fernando \
2222 (user2)

q H“ Hyper-V Manager 3 Attacker Kali - Exter...

Here is showing john the ripper and he successfully cracked user 2s password.
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# hash help
# tail -né6 c/shadow
WOBpODMVNiAUGTSZ$PalwXNwsFB89ISNCQiSrQxgCswG6tVjusLcafDi2R8kPypwXv4pvCdESTRB1C
)5YPHYENCQAUOPNYKDO : 19476 9999:
$5LK4/F/rdu71oomT$CL9YQRYBVPVST4CWhX4Y1MMBNaaugxwFx/IvPHMx9]jxONoEDjPZHbzp2Al3c
4AGTvdTHSLPEKCVIV 9476:0:99999:7:::
$8Lq3jWoEUCSBTGGmMS/elte/70E98d0I6]jeLzD65skkiQPp0OBpdwA2dsQdBE2xQed/4udYsZdWq/TO
BRhUeVoTDnfMiLCHs rRFPbfE3 9476 99999:7:::
ysLg/Bcc$ghVIOByvax0119.ZAHY98KIWOBAOE4IhImIDQFX1xrVZNvU15/ r4SHY2
3Pel8hAe0

fujEVZPPvYyJ5p10XxN1RjHrO 6 9999:7:::
user6: $6$xVMBoGEZ/IGDNaQ9 ] qDUMTTT6eCjLnyd4eDan5
Yp9MhGVQ643fEIQq9iC1DYCPrY 9

# tail -n6 /etc

6$WOBpODMVN1AUG

05YPHYENCqAuUOPNykD

$6$5LK4/F/rdu7LloomT
VWct4h204AGfvdTHSLPEKCVOV
user3 8Lg3jWoEUC5BTGGmM
BRhUeVoTDnfMiLCHs rRFPbfE3 9999:7

I YmjH1brGysLg/Bcc$g 1J9.ZAHY98KIWOBAOE4JhImIDQFX1xrVZNvU15/ r4SHY2QYNy
MuZya7bYNvtEpPuc3Pel8hA@ol: :0:99999:7::
users:$6$58TuMATXE4M1Bvdg ytkhT5zvvZVSnRQahZIgN8CPCcVe4tP25
g 9999: -
9 qDUMTTT6eCjLny4eDan5uzqSu/GytY166Ha.aFyEjkuM35n
YpBHhGV0643fEJq91(lDiCPrfl;19476‘ 9999:7:::
- #

q %‘ Hyper-V Manager I:- Attacker Kali - Extes
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File Edit View Search Terminal Help
Try 'cp --help' for more information.
: # cp /usr/share/wordlists/rockyou.txt
cp: missing destination file operand after '/usr/share/wordlists/rockyou.txt’
Try 'cp --help' for more information.
# cp /usr/s e/wordlists/ kyou. txt
missing destination file operand after '/usr/share/wordlists/rockyou.txt’
Try 'cp --help' for more information.
# cp /usr/share/wordlist/rockyou.txt
cp: cannot stat '/usr/share/wordlist/rockyou.txt': No such file or directory
# john JHOWE®®5-HASH --wordlist=rockyou.txt
Created directory: /root/.john
Using default input encoding: UTF-8
ord hashes with 6 different salts (sha512crypt, crypt(3) $6$ [SHA512
AVX2 4x])
t 1 (iteration count) is 5000 for all loaded hashes
Will run 2 OpenMP threads
fopen: rockyou.txt: No ch file or directory
: # cp /usr/share/wordlists/rockyou.txt
# john JHOWE@OS5-HASH --wordlist=rockyou.txt
Using default input encoding: UTF-8
ded 6 password hashes with 6 different salts (sha512cr , crypt(3)
/256 AVX2 4x])
Cost 1 (iteration count) is 5000 for all loaded hashes
Will run 2 OpenMP thread
Press 'q' or Ctrl-C to abort, almost any other key for status
0g @ :01:01 0.11% (ETA: 19:50:14) 0g/s 318.6p/s 1916c/s 1916C/s leonardol..lovegodl
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