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Laboratory Exercise — Metasploitable CTF Part 5 (Exercise J5)

1. Overview

In this lesson, students will learn how to analyze a web application to discover a hidden flag. They will
use Burp Suite to capture requests, write a bash script to capture a file before it is deleted, write a
deobfuscation script in Ruby, and base64 decode in the terminal.

2. Resources required

This exercise requires the Kali Linux with Metasploitable (2020.09) running in the Cyber Range.

3. Initial Setup
For this exercise, you will log in to your Cyber Range account, select the Kali Linux with Metasploitable
(2020.09) environment, click “start” to start your environment, and then “join” to get to your Linux

desktop.

4. Tasks

Task 1: Find the 6_of_Clubs Flag

From our previous scans we saw that port 8181 was open and running a WEBrick 1.3.1 Ruby 2.3.7
version.
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e Start Burp Suite and turn the intercept off.

e (If not already added) In a browser, install the FoxyProxy add-on and set the proxy up for Burp
Suite as we have in previous lessons. (See Module 6, Lesson 3 Web App Manual Recon with Burp
Task 1.)

e Inthe browser, navigate to <metasploitable ip>:8181 and press enter.

e Click the link on the web page.

10.1.32.187:8181/ x | +
< > C @ @ 10.1.32.187:8181
O Kali Linux “ Kali Training " KaliTools [& KaliDocs “ KaliForums @ Ne

Welcome to Metasploitable3 - Linux edition.
If vou exploit this application, vou will be handsomely rewarded.:

10.1.32.187:8181/flag x [+
&« c @ @ 10.1.32.187:8181/flac
O Kali Linux "%, Kali Training "%, Kali Tools Kali Docs " Kali Forums & NetHunter [flj Offensive Sect

The /flag route can give you a flag if the metasploitable cookie has the name of the flag.
Problem is... cookies are signed. Hmmm...

e In Burp Suite, click the Proxy tab and the HTTP history tab.

Here you see the webpage we visited in the browser.
2
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e Click on the HTTP History URL that contains the /flag.
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Burp Project Intruder Repeater Window Help

[ Dashhoard TTarget T Prozay T Intruder T Repeater T Sequencer T Decode

[ Intercept T HTTP history TWEbSuckets history T Options ]

Filter: Hiding C5S. image and general binary content

# 4| Host | Method | URL
1 http:/f10.1.32.187:8181 GET !

2 http:/710.1.32.187:8181 GET fflag
3 http://10.1.32.187;8181 GET fflag

e Right click on the Raw request and then on the Send to Repeater.

Request

_[ Raw T Params T Headers T Hex ]

Pretty EED] \n Actions

S T IS

o

o

10 Upgrade-Insecure-Reguests: 1
11

12

ﬁ\/lf} |« ||=| |search...

e Click on the Repeater tab and click the Send button to make the request.

GET /flag HTTR/1.1
Host: 10.1.32,187:8181

=] A [= N N L Fs Tou i Tah W B =y £

i

User-Agent: Mozillas5.0 (X¥11; Lin
Accept: textshtml,application/xhtn
Accept-Language: en-US,en;g=0.5
Accept-Encoding: gzip, deflate
Referer: http:/s10.1.32.187:8181/
Connection: close

Cookie: _metasploitable=
BAhTBEOk1D3N c3Npbh25TaW0G0g ZFVEK LR
Db Zm Mz MGMAMmY 1 MWMx MW Ow WY M Tz Mz
hoaCwgZG9uJ30gdGVs%:0abCBhbnl 1bh2R5]
NGUZNGYSNDc OMTVhOTRL NWY GOwBLPOA - - 4

Scan

Send to Intruder

Sendto Repeater

Sendto Sequencer

Send to Comparer

Send to Decoder

Show response in browser
Requestin browser
Engagement tools [Pro version only]
Copy URL

Copy as curl command
Copy to file

Sawve item

Ctrl+l
Ctri+R

11/08/2022

Looking at this response, we can see the cookie is being passed as a base64 encoded string using an old
Ruby technique. You may not recognize this as a newcomer; however, the =BAh is the first hint for Ruby
and Base64. You may have also noticed from previous lessons that Ruby was running on the web
application server (WEBrick).
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1 HTTP#f1.1 200 OK

2 Content-Type: text/html:charset=utf-8

3 Content-Length: 136

4 W-¥ss-Protection: 1; mode=block

5 ¥-Content-Type-Options: nosniff

5 X-Frame-Options: SAMEORIGIM

7 Server: WEBrick/s/l.3.1 (Ruby/2.3.7/2018-03-28)
& Date: Thu, 15 Jul 2021 ©1:50:51 GMT

9 Connection: close

10 Set-Cockie: _metasploitable=BARTEOki1D3NL c3Mph25faw0G0gZFVELIRTAL MTALZDY xNj ASNDZhOGIk ZWI O 0ANTERND

12 The fflag route can give you & flag if the _metasploitable cookie has the name of the flag.<br=
Problem is... cookies are signed. Hmmm...

client/NGYOMTZhYTgtM;jYxMyOOMDhjLWE4ZDgtYWYSND | AxNDATMTQw MDATNDQ4.

suite Community E... 8 Foxy Standard - G 91:8181/flag- .. @ FoxyProxy - FoxyProxyS Terminal - student@kali 1219AM ) A ©

Burp Suite Community Edition v2020.9.1 - Temporary Project - aox

Burp Project Intruder Repeater Window Help

[ Dashboard | Target | Proxy [ intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options |
send | . ’ Target: http:/10.1.87.191:8181 7 (7)

Raw | Params [ Headers | Hex | Raw | Headers | Hex |
W Actions ¥ Raw Render \n  Actions v

1 BET /flag HTTP/1.1 a HITP/1.1 200 0K &
2 Host: 10.1.87.191:8181 r Content-Type: text/html:charset=utf-8 r
Upgrade-Insecure-Requests: 1 Content-Length: 136
4 User-Agent: Mozilla/5.0 (X11; Linux x85_64) AppleWebKit/S37.36 (KHTML, like Gecka) 4 X-¥ss-Protection: 1; mode=block
Chrome/107.0.0,0 Safari/537.36 ¥-Content -Type-Options: nosniff
Accept X-Frame-Options: SAMEORIGIN
text /html, application/xhtml+xnl,application/xml;q=0.9,inage/avif, inage/webp, inage/ap Server: WEBrick/1.3.1 (Ruby/2.3.7/2018-03-28)
ng,*/%;q=0.8, application/signed-exchange;v=b3;q=0.9 Date: Wed, 09 Nov 2022 00:18:57 GMT
Referer: http://10.1.87.191:8181/ Connection: close
Accept-Encoding: gzip, deflate Set-Cookie: _metasploitable=Bah780k1D3N c3hpb25faWOG0gZFVEKIRTY1NRUAZDkxMT IxY] USN] Aw
Accept-Language: en-LS,en;g=0.9 1

The /flag route can give you a flag if the _metasploitable cookie has the name of theg
1 RTY 1 NmU4ZDk xMTT x5 USNj AwNWQO® OAM] Y3N2Z1Y 202001 § YTYSZ Problem is... cookies are signed. Hamm..

DZ1 OTHZONMG DAOWBGSSIUXZ11 dGFzcGrvaXRhYmxl Bj sAVEK i VFNoaG

Bhbnl 1b2RSTHRoaXMgY29v HNLY. 0g¥TdhZW3 M g3¥mInMGY

AL NWY GOWBLR0A- - 46 9d4daf 31 20976 4b955c 54425260 41 6ba1b1S T

) Cookie: _metasploitable:
BAh7B0KiD3NL c 3Npb 25 al

Connection: close

Here is my screenshot for the above steps.

e Inthe Request, select all the red text starting with and after Bah, right click on it, and then click
Send to Decoder.
o Click the Decoder tab and click Smart decode.

BATBOkID3NIc3Npb25faWQGOgZ FVEKIRTAIMTAL ZDYxN]ASNDZhO GJkz WIOFEEEN TERND c3YmFhY] Y 2YmM3NDNAZ mMzMGMA Mm'Y LMWM:NIWQ WMWY xMj O wEGSSIUX21IdGFc @ Text O Hex @
0aGhoaCwaZGoul3QgdGvs B CBhbnlib2RSIHRoaXMY 29va2IlIHNIY3)IdDo g T Tdh ZW)iMig3YmihMG VIEBNG U2N GYSND coMTVh OTRINWY GOwE U 2905036 d38b20371d05bdb86697770103be Teas Detodean -
e !
Encode as I
Hash v

Smart decode

BAh7B0KID3NIc3Npb25faWQGOaZFVEKIRTAIMTALZD YXNJASNDZhO GIKZWIO ® Text O Hex
NTBhNDC3YmPhYjY2Ymi Y1 TMjl iEG Decod v
JX211dGFzc i G9uJ30gdGV: ecode as !
bC g 3JldDogYTdhZWj )
NGUZNGYSNDCOMTVhOTRINWYGOWEU Encode as |*
--e9c05038d38b=0371d05bdb86697770103beTeas = =
asl |

Smart decode

e Now click the Decode as drop down and choose Base64.

This appears to be the key to decode the cookie.

4
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BAh7B0kID3NIc3Npb25faWQG0gZ FVEKIRTAIMTALZDYxN|ASNDZhOGIKZWIO @ Text O Hex

[edes

NTBhNDE3YmFh'jY2YmM3NDNh Y1

J%211dGFzc
bCBhbnlib2RSIHRoaXMgY29va2llIHNIY3)ldDogYTdhZW]iMig3Ym)hMGVI
NGU2NGYSNDEOMTVhOTRINWYGOWBL
--29005038d36be0371d05bdb86697770103be T eas

& & x a o e o Tz LT
6 22 14 SF 6l 65 74 61 73 70 6c 6f 69 74 61 52 ¢ " |l metasploitabl

7 65 06 3b 00 54 49 22 54 53 68 68 68 68 68 2c 20 e [[fTI"TShhhhh.

8 64 6f 6e 27 74 20 74 65 6 0a 6c 20 61 6e 79 62 don't tell anyb

9 6f 64 79 20 74 68 69 73 20 63 6f 6f 6b 69 65 20 “odvThis cookle

a 73 65 63 72 65 74 3a 20 61 37 61 65 62 63 32 38 secret afachcs

b 37 62 62 61 30 65 65 0a 34 65 36 34 66 39 34 37 “TBbaleedeharga] Hash .. v
g 34 31 35 61 39 34 65 35 66 06 3b 00 54 0a 2d 2d Z15ag4est J[f T .
d 7b d7 34 e7 4d fc 77 7t 1b 7b 4d b ds dd 39 &d =TRECOw H{MaSYom W/ Smart decode

e ds fe b af 7h <f bel 35 d3 76 de ed 6 bg - - O™ {i%50vpiee? v

Burp Suite Community Edition v2020.9.1 - Temporary Project

Burp Project Intruder Repeater Window Help

[ Dashboard | Target | Proxy | intruder | Repeater | Sequencer | Decoder | comparer | Extender | Project options | user options |

1bl BAh7B0kID3NIc3Npb25faWQ GOgZ FVEKIRTYINMUA ZDkeMTixvjUINjAwNwO OflMI Y 3N2Ziv20200 1Y TYS Z{MAM2E3MZM3Y2E2Ng 20 GRiYjgyZDZIoTM2oWMGIllowB GS SIuX21IdeFzcs | @ Text Q Hex @

xvaXRhYmxBjsAVEKIVFNoaGhoaCwgZGIu)30gdGVsllb CBhbnlib 2RSIHRoaXMgY29va2IlIHNIY3)idDog Y TdhZw)iMjg3Ym]hMGVIEINGU2NG YSNDcOMTVhOTRINWY GOwB U4 6f9d4d Decodean =

f312d97e4b855¢5442526e416b41b151 - -
Encode as .. v
Hash v

Smart decode

BAh ZFVEKIRTYINMU4 @ Text O Hex

MIY3N2ZiY2QZ0DIYTYSZ]

OWBGSSIUX21IdGl sl m—

bl i INIY3JldDogYT

NGUZNGYSNDcOMTVhOTRINWYGOWBU Encode as v
-46f9d4daf312d97e4b955¢5442526e416b41b15F

Hash v
Smart decode
a 04 08 7b o7 as 22 of 73 65 73 73 65 6f 6e sf 65 HI - fsession_i 3| OText @ Hex
1 64 08 3a 06 45 54 49 22 45 36 35 36 65 38 64 39 d JJf JIETI"E6S6eBdD
2 31 31 32 31 62 35 37 36 30 30 35 64 34 0a 32 36 1121b576005d426 L |
3 37 37 66 62 63 64 33 38 39 63 51 36 39 66 33 38 77fbcd389cabof3s
4 33 61 37 33 63 37 63 31 33 36 38 36 38 64 62 62 3a73¢7c136868dbb Encedsse -
5 38 32 64 36 65 39 33 36 39 63 08 0a 3b 00 46 49 62d6e9365¢ [jEA
L] 22 14 sf &d 65 74 61 73 70 13 &f 69 74 51 62 6c " ]_mtlnsplmtnb\ b
7 65 06 3b 00 54 49 22 54 53 8 68 8 8 68 2 20 e JlfT*TShhhhh
8 6 st 6e 27 “ 20 74 65 6c 0a & 20 6l ge 79 62 don'ttellanyb - —
a &F 64 19 20 2 &8 9 73 20 3 & &t Eh £a &5 2n nchethis cankie

Here is my screenshot for decoding the base64.

This particular method of grabbing the flag can be tricky. We would have to use the extracted key, add
6_of clubs to the _metasploitable cookie, sign the cookie, and then send the request. There is another
way to grab the flag because we have access to the application on the metasploitable box itself. Let’s
see what else we can find to solve this flag. Logon as luke_skywalker to see what we can find about the
Ruby web application.

e |naroot terminal, log on as luke_skywalker using the ssh command as completed in previous
lessons.
e Type cd /opt and press enter.

Notice the sinatra directory. Sinatra is an open-source Ruby web application library. To see all running

processes that are being executed by the sinatra library, we can use the ps aux command. You can visit

the following site for a better understanding of the ps aux command if you are not familiar with it:
https://www.computernetworkingnotes.com/linux-tutorials/ps-aux-command-and-ps-command-
explained.html|&sa=D&source=editors&ust=1626829763004000&usg=A0vVawllTpucA7Y8cXehZNa
hzZ7Vq

® Inthe SSH terminal, type ed sinatra and press enter.
e Inthe SSH terminal, type ps aux | grep sinatra and press enter.
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1iIMDUOLTBhN2UzN2JjOWQ4NC9kZmQ2NGUyOCOXYTNKLTRIYTktODIL.. [ |»

roxy .. CJ Terminal - student@kal.. ] Terminal - luke_skywal.. 12225AM @) 4 © | & €

Terminal - luke_skywalker@ip-10-1-87-191: Jopt/sinatra - B X

File Edit View Terminal Tabs Help
120 updates are security updates.

Last login: Tue Nov 8 01:36:04 2022 from ip-10-1-95-165.ec2.internal
luke_skywalkergip-10-1-87-191:~$ cd /opt
luke_skywalkergip-10-1-87-191:/opt$ 1s

luke_skywalkergip-10-1-87-191:/opt$ cd sinatra
luke_skywalkergip-10-1-87-191:/opt/sinatra$ ps aux | grep sinatra
root 1250 0.0 0.3 40660 3092 ? S Nov@s 0:00 /opt/ /se
rver
root 1810 0.0 0.0 4448 644 ? = Noves 0:00 /bin/sh -c cd /
opt/ §6 ruby -e "require 'obfuscate'; Obfuscate.setup { |c| c.salt =
'; c.mode = :string }; cr = Obfuscate.clarify(File.read('.raIhUJTLEMAfUW3Gmy
nyFySPw')); File.delete('.raIhUJTLEMAfUW3GmynyFySPw') if File.exists?('.raIhUJTL
EMAfUW3GmynyFySPw'); eval(cr)" --
root 1813 1.3 2.3 240528 23800 ? sl Nove8 ©:22 ruby -e require
‘obfuscate'; Obfuscate.setup { |c| c.salt = ' '; c.mode = :string }; cr =
Obfuscate.clarify(File.read("'.raIhUJTLEMAfUW3GmynyFySPw')); File.delete('.raIhu
JTLEMAfUW3GmynyFySPw') if File.exists?('.raIhUJTLEMAfUW3GmynyFySPw'); eval(cr)
luke_sk+ 2261 0.0 0.0 10476 924 pts/3 S+ 00:24 0:00 grep --color=au
to
luke_skywalkergip-10-1-87-191:/opt/sinatra$

Here is my screenshot after logging into luke_skywalker and using the above commands.

Wow, this is a great hint. The output that is important reads:

"require 'obfuscate'; Obfuscate.setup { |c| c.salt = 'sinatra'; c.mode =
:string }; cr = Obfuscate.clarify(File.read('.ralhUJTLEMAfUW3GmynyFySPw')) ;
File.delete ('.ralhUJTLEMAfUW3GmynyFySPw') if
File.exists?('.ralhUJTLEMAfUW3GmynyFySPw'); eval (cr)" --

This is the Ruby code for obfuscating the hidden file . raThUJTLEMAfUW3GmynyFySPw. | am betting this
is our flag. The code then deletes the hidden file and this is why we can’t see it. We need to grab the file
before it is deleted. Once we have the file, we can deobfuscate it with this code. For more information,
the Ruby Obfuscator github repository can be found here.

We first need to obtain the file. Since we know sinatra is the service creating the file, we can create a
quick bash script to copy the file when it is seen.

On the metasploitable ssh terminal, type mkdir deobfuscate and press enter.
Type cd deobfuscate and press enter.

Type nano flagfile.txt and press enter.

Copy and paste the following script:
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#!/bin/bash
while
do
if [ -f /opt/sinatra/.ralhUJTLEMAfUW3GmynyFySPw ]
then

cp /opt/sinatra/.ralhUJTLEMAfUW3GmynyFySPw
/opt/sinatra/deobfuscate
echo "Hidden file copied!"
exit O
fi
done

e Press CTRL+X and when prompted to save type Y and press enter.

Jopt/sina

"hidden file copied!"
exit @

fi

ave modified buffer (ANSWERING "No" WILL DESTROY CHANGES) ?

We need to make the script executable and have it run in the background.

® Typechmod +x flagfile.txt and press enter.
e Type ./flagfile.txt &and press enter.

:/opt/sinatra/deobfuscate’ ./flagfile.txt &

uke_skywalkergip-10-1-32-18

Before the script will fire, we need to stop and start the sinatra service.
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e Type sudo service sinatra stop and press enter.
® You may need to type the password for luke_skywalker and press enter.
e Type sudo service sinatra start and press enter.

You will see a prompt “hidden file copied!”

Press CTRL+C to exit the pomptfrom th script.
ip-18-1- 51

C1iMDUOLTBhN2UZN2JjJOWQ4NCIKZmQ2NGUyOCOXYTNKLTRIYTKtODIL.. [ &

Proxy ... Terminal - student@kal... Terminal - luke_skywal.. 12229AM ) A © I a8 G

Terminal - luke_skywalker@ip-10-1-87-191: Jopt/sinatra/deobfuscate T o

File Edit View Terminal Tabs Help

'; c.mode = :string }; cr = Obfuscate.clarify(File.read('.raIhUJTLEMAfUW3Gmy
nyFySPw')); File.delete('.raIhUJTLEMAfUW3GmynyFySPw') if File.exists?('.raIhuJTL
EMAfUW3GmynyFySPw'); eval(cr)" --

N root 1813 1.3 2.3 240528 23800 ? Sl Nov@8 ©0:22 ruby -e require

i 'obfuscate'; Obfuscate.setup { |c| c.salt = ' '; c.mode = :string }; cr =
Obfuscate.clarify(File.read('.raIhUJTLEMAfUW3GmynyFySPw')); File.delete('.raIhu
JTLEMAfUW3GmynyFySPw') if File.exists?('.raIhUJTLEMAfUW3GmynyFySPw'); eval(cr)
luke_sk+ 2261 0.0 0.0 10476 924 pts/3 S+ 00:24 0:00 grep --color=au
to

| luke_skywalkergip-10-1-87-191:/opt/sinatra$ mkdir deobfuscate
luke_skywalkergip-10-1-87-191:/opt/sinatra$ cd deobfuscate

g luke_skywalkergip-10-1-87-191:/opt/sinatra/deobfuscate$ nano flagfile.txt
luke_skywalkergip-10-1-87-191:/opt/sinatra/deobfuscate$ chmod +x flagfile.txt
luke_skywalkergip-10-1-87-191:/opt/sinatra/deobfuscate$ ./flagfile.txt &
[1] 2267
luke_skywalkergip-10-1-87-191:/opt/sinatra/deobfuscate$ sudo service sinatra sto
p
[sudo] password for luke_skywalker:
sinatra stop/waiting
luke_skywalkergip-10-1-87-191:/opt/sinatra/deobfuscate$ sudo service sinatra sta
rt
sinatra start/running, process 2283
luke_skywalkergip-10-1-87-191:/opt/sinatra/deobfuscate$ Hidden file copied!

'Here is my hidden file opied.

e Type ls -aand press enter.
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1iMDUOLTBhN2UZN2JjOWQANCIKZmQ2NGUyOCOXYTNKLTRIYTktODIL.. B 2 v O .

roxy ... Terminal - student@kal... Terminal - luke_skywal.. 12230AM ) A © ‘ a G
Terminal - luke_skywalker@ip-10-1-87-191: /opt/sinatra/deobfuscate = s

File Edit View Terminal Tabs Help
‘obfuscate'; Obfuscate.setup { |c| c.salt = ' '; c.mode = :string }; cr =
Obfuscate.clarify(File.read('.raIhUJTLEMAfUW3GmynyFySPw')); File.delete('.raIhu
JTLEMAfUW3GmynyFySPw') if File.exists?('.raIhUJTLEMAfUW3GmynyFySPw'); eval(cr)

| luke_sk+ 2261 0.0 0.0 10476 924 pts/3 S+ 00:24 0:00 grep --color=au
to
luke_skywalkergip-10-1-87-191:/opt/sinatra$ mkdir deobfuscate
luke_skywalkerg@ip-10-1-87-191:/opt/sinatra$ cd deobfuscate
luke_skywalkergip-10-1-87-191:/opt/sinatra/deobfuscate$ nano flagfile.txt
luke_skywalker@ip-10-1-87-191:/opt/sinatra/deobfuscate$ chmod +x flagfile.txt
luke_skywalkergip-10-1-87-191:/opt/sinatra/deobfuscate$ ./flagfile.txt &
[1] 2267
luke_skywalker@ip-10-1-87-191:/opt/sinatra/deobfuscate$ sudo service sinatra sto

p

[sudo] password for luke_skywalker:

sinatra stop/waiting

luke_skywalkergip-10-1-87-191:/opt/sinatra/deobfuscate$ sudo service sinatra sta
rt

sinatra start/running, process 2283
luke_skywalkergip-10-1-87-191:/opt/sinatra/deobfuscate$ Hidden file copied!

i =

[1]+ Done ./flagfile.txt

luke_skywalkergip-10-1-87-191:/opt/sinatra/deobfuscate$ 1s -a
flagfile.txt .raIhUJTLEMAfUW3GmynyFySPw

Lluke_skywalkergip-10-1-87-191:/opt/sinatra/deobfuscate$ |

Here you can see my Is -a command.

Now we need to create a script to deobfuscate the code. This script was given to us when we found the
sinatra process running using the ps aux | grep sinatracommand. In our case, however, we are
not going to add the delete file section of the script and we need to direct the “Obfuscate.clarify” to the
location of our file.

e Open a text editor on the Kali VM.
e Copy and paste the following code and save it as deobfuscate.rb to your flags directory.

CODE:
require 'obfuscate'
Obfuscate.setup do |c|

c.salt = 'sinatra'
c.mode = :string
end

cr =

Obfuscate.clarify(File.read('/opt/sinatra/deobfuscate/.ralhUJTLEMAfUW3GmynyFy
SPw'))
print cr

e Inanew root terminal, change directory to flags and copy the deobfuscate.rb to the
metasploitable system by typing:
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scp deobfuscate.rb luke_skywalker@<metasploitable ip>:/opt/sinatra and
pressing enter.

Z 1sCp deobfuscate.rb luke_skywalkergld.1
lu 5 lkerglo.1 s password:

deobfu e.rb

e In the metasploitable ssh terminal, be sure you are in the sinatra directory; if not, type ed
/opt/sinatra and press enter.

e Type ruby deobfuscate.rb > /opt/sinatra/deobfuscate/flag.txt and press
enter.

luke_skywalkergip-10-1-3 ‘opt/sinatra$ ruby deobfuscate.rb > /opt/sinatra/decbfuscate/flag.txt

e Typenano /opt/sinatra/deobfuscate/flag.txt and press enter.

You can mouse scroll to analyze the whole file.

ﬁ!fUETfhinfenu ruby

require 'sinatra’
uire
uire

uire

:quiet,
_null = WEBrick::Log::n ) Jnull”, 7)
: 0 > dev_null, :Accesslog => _null}
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C1iMDUOLTBhN2UzN2JjJOWQANCIKZmQ2NGUyOCOxYTNKLTRIYTktODIL.. B 1 ¥ [

(] Terminal - stud.. (] Terminal- luke.. [] Terminal-stud.. 12:36AM ) A © | a G
Terminal - luke_skywalker@ip-10-1-87-191: Jopt/sinatra - 0 X

File Edit View Terminal Tabs Help
GNU nano 2.2.6 File: /opt/sinatra/deobfuscate/flag.txt

use Rack::Session::Cookie,
:key => "_metasploitable”,
:path B>
:expire_after =>

| :secret => MYSECRET

get '/' do
val = "Shhhhh, don't tell anybody this cookie secret: #{MYSECRET}"
session['_metasploitable’'] = val unless session[’'_metasploitable']
body = "Welcome to Metasploitable3 - Linux edition.<br>"
body << "<a href='/flag'>If you exploit this application, you will be handsom$
[200, {}, body]

end

get '/flag' do
puts session['_metasploitable'].inspect
if session['_metasploitable'] =~ /(6|six) of clubs/i
I b64 = 'iVBORwBKGgoAAAANSUhEUgAAAfQAAAKSCAYAAAAZNUGWAMMXNSRGIM54C6QAAQABJ$
data = Baseb4.strict_decode64(b64)

Get Help Q& WriteOut % Read File Prev Page @l Cut Text Cur Pos
{ Exit Justify Where Is Next Page UnCut Textgml To Spell

Here is showing the message in the file.

Now we can see the same cookie secret we discovered by using the base64 decode when we captured
the request earlier using Burp Suite. We also see the base64 blob that contains the flag. We have to
extract only the base64 code so we can decode the png. This can be tricky in the SSH terminal.

e Delete all the lines except for the line that contains b64. There are several ways of doing this;
however, what worked for me was using the arrow keys and CTRL+K to delete each line.
e Delete everything before the i on the b64 line using the arrow keys and the delete button.

e Delete everything after == at the end of the line. To get to the end of the line press CTRL+E.

Beginning of the line:

11
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GNU nano 2.2.6 File: flag.txt

End of the line:

GNU nano 2.2.6 File: flag.txt

C1iMDUOLTBhN2UZN2JOWQANCOKZmQ2NGUyOCOXYTNKLTRIVTKtODIL.. @ 12 v O °

) Terminal - stud.. J Terminal - luke.. ] Terminal-stud.. 12:40AM ) A © | a8 G
Terminal - luke_skywalker@ip-10-1-87-191: Jopt/sinatra - O x

! File Edit View Terminal Tabs Help
GNU nano 2.2.6 File: /opt/sinatra/deobfuscate/flag.txt Modified

! $BjiHMpKNwAAAABIRUSErkJggg==

Get Help ¢ WriteOut % Read File Prev Page Wi Cut Text Cur Pos
d Exit Justify Where Is WY Next Page UnCut Textjal To Spell
Here is my screenshot of the end of the line.
® Press CTRL+X.
e Type Y and press enter.
® Type cd deobfuscate and press enter.

Now we can decode the base64 png.

e Typecat flag.txt | base64 -d > 6 of clubs.pngand press enter.

To see the flag, we will have to transfer it to the Kali VM.
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e Inthe Kali VM terminal, type
scp luke_skywalker@<metasploitable ip>:/opt/sinatra/deobfuscate/6_of clubs.png

/home/student/Desktop/£flags/ and press enter.

To open the flag, navigate to the flags folder and double click the 6_of_clubs.png file. Congratulations,
you have successfully obtained the flag!

File Edit View Go Help
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44444

..-
0 ll

1
10
101

g '°1° x

ircd.motd

:“s I* 3 1-*!

aTaNalY”

MY SCREENSHOT OF THE FLAG IS ON NEXT PAGE
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RAPIDY

Here you can see the screenshot of the 6 of clubs flag.

In this lesson, you learned how to analyze a web application to discover a hidden flag. You used Burp
Suite to capture requests and decode a cookie, analyzed a running web application using the ps aux
command, wrote a bash script to capture a file before it was deleted, wrote a deobfuscation script in
Ruby, and base64 decoded an image in the terminal.
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