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Laboratory Exercise L4 — Bash Scripting: Robots

1. Overview

In this lab exercise, students will learn how to create a Bash script that takes a domain’s robots.txt file,
parses the path locations, then loops the site paths and opens each in a new Firefox browser tab.

2. Resources required

This exercise requires the Kali Linux with Metasploitable (2020.09) running in the Cyber Range.

3. Initial Setup

For this exercise, you will log in to your Cyber Range account, select the Kali Linux with Metasploitable
(2020.09) environment, click “start” to start your environment, and then “join” to get to your Linux
desktop.

4. Tasks

Task 1: Scripting Web Reconnaissance

Open a text editor and set up the Bash shebang as shown in the screenshot below.
On line 3, add a command to change the directory to our scripts folder.
Name the script as robots.sh and save it to the scripts folder.

home 'student Desktop scripts

In the terminal, cd to the scripts folder.
Change robots.sh to an executable file.

$ cd /home/student/Desktop/scripts/

% sudo chmod +x robots.sh

What we want to do is enter a domain and have the script check the robots.txt directory of that domain
for directories that are denied web crawler access. For the script, we will save those denied directories

to a .txt file.
e |nthe text editor, add the lines shown in the screenshot below.
e Save thefile.
e Run the script as intended. Try using cnn.com as | have in the below screenshot.
® Open the robots.txt file (in the scripts folder) and review the information.
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[NOTE: If you copy anything outside of the Range and then paste it into a .sh script, you will have to run
the dos2unix command on the script as completed in the past.]
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Now we want to cat the text and use the cut command to remove the fields in the robots.txt file that we

do not want.
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® Online 10, type cat robots.txt | grep 'Disallow' | cut -d ' ' -£f2 >
robocut. txt and save the file. Run the script.

® Open the robocut.txt file and review the information.
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Here is my robocut.txt and the script run on the right.
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We know the /*. locations will not work, so we can delete characters using the tr command.

® Onlinel10,add | tr -d "*." afterthe £2 and before the >.
e Save thefile.

If we were to use this script as is, we would save over each domain that we previously ran the script on.
To prevent this, we are going to add a little variable magic and change the file name for each domain.

e Changeline 8towget -0 $domain\ robots.txt $domain/robots.txt
e On line 10 after the >, add $domain\ robocut.txt
e Save thefile.

The -0 allows us to save to a file. The \ after $domain tells Bash to delete the space when saving the
file. We need this because, without the space, Bash will include the robots.txt as a part of the variable.
The space separates the variable from the filename. We mirror this technique with the cat command on
line 10.

Open — robots.sh

/home/student/Desktop/scripts

enter

domain

-0 robots.txt /robots.txt

robots.txt Disallow -d x, robocut.txt

Here is my updated script.
Task 2: Looping through website paths

For this task, we want to set our script to open a Firefox tab for each page listed in the
<domain>robocut.txt file.

Look at the screenshot below to complete the syntax and add it to your robots.sh script. Notice the
same technique is used to cat the file and create the loop. We also sleep for 5 seconds to give the VM
enough time to open Firefox.
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e Save thefile.
® Run the script as intended for the domain cnn.com.

2 $ ./robots.sh
enter a domain
cnn.com
--2021-11-16 18:56:05-- http://cnn.com/robots.txt

Resolving squid.cyberservices.internal (squid.cyberservices.internal)... 10.1.19

.230, 10.1.17.212

Connecting to squid.cyberservices.internal (squid.cyberservices.internal)|10.1.1
9.230|:80... connected.

Proxy request sent, awaiting response... 301 Moved Permanently

Location: http://www.cnn.com/robots.txt [following]
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Error - Mozilla Firefox
o Error | ew Error | o Error | ow W: o PR o Error | ew Error | ew CP Se Ch o Error | ew CNN

c & i cnn.com

Kali Linux Kali Training Kali Tools « Kali Docs Kali Forums NetHunter || Offensive Security Exploit-DB GHDB

@M Us world Politics Busi Opinion Health Entertainment Style Travel Sports Videos

Uh-oh!

It could be you, or it could be us, but there's no page

Search CNN...

Several of the locations will show a pre-created error page; we will ignore these. Exit out of all of the
tabs with errors. What you are left with are the pages that can be accessed.

CNN Pipeline (SM) - Mozilla Firefox

o cnn.com/bro a4 CNN.com - o4 CNNPipelii X ow WarnerMed e PRINCIPAL o4 CNN -Brea aw Search CNN e CNN Terms o CNN

c @ cnn.com [ % [\

Kali Linux Kali Training Kali Tools « Kali Docs Kali Forums NetHunter || Offensive Security Exploit-DB GHDB ]| MSFU

o (Pipeline))..

CNN.COM HOMEPAGE

CNN PIPELINE'S LIVE NEWS SERVICE IS NOW FREE!

To bring you an enhanced news experience, Live Video is now FREE
on CNN.com. The CNN Pipeline service has been discontinued and
you will no longer need a subscription to CNN Pipeling in order to
watch live breaking naws online.

Enjoy the enhanced CNN.com video experience!l Go now

2008 CHN.COM. PATENT PENDING. ALL RIGHTS RESERVED.
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UVE: Ukraine ~ World Cup ~ Georgla election ~ TRENDING: Winter storm ~ HIV vaccine = Student loans ~ Hawall voicano = Tech

Court halts special master's review in major blow
to Trump

Missing chrome or resource U
Missing chrome or resource U
nE

S.

When on an engagement, you will be looking for cisco and other login pages that could give internal
access. The following is an example:

il Cisco Integrated Management Controller
Cisco UCS-C2XX-M2

Version: 1.4(3x)

This application requires Flash Player v9.0.246 or higher

, Get ADOBLE* §
FLASH® PLAYER

In this lab exercise, we learned how to create a Bash script that takes a domain’s robots.txt file, parses
the path locations, loops the site paths and opens each in a new Firefox browser tab.
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