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Intrusion Detection/Prevention

Intrusion detection and prevention can save companies heaps of money that would be
spent on damages/recovery of a network. Using Snort (for detection/prevention) in tandem with
Wireshark (for looking at the contents of the alert) allows for a cybersecurity/IT professional to
determine the origins and causes of an intrusion. Even simply scanning a network for
vulnerabilities can be detected (any good hacker scans first to determine a plan of action). In
order to properly set up a program through pfsense (Snort) that detects/prevents intrusions, it

must first be configured with the proper settings.

The first step is to locate the package manager in pfsense. From your internal network, open a
browser window and type in the LAN interface IP address for pfsense (your firewall) and hit
enter. To locate Package Manager, click on System>Package Manager in pfsense (screenshot

below).

i pfSensshomearpa - Status:Dasl X + Q

<« @ A Notsecure | heps//192.168.101.1 g -

-sense System ¥ Interfaces ~ Firewall ~ Services ~ Status ~ Diagnostics » Help ~

COMMUNITY EDITION
Advanced
WARNING: The Jis set to the default value. Change the password in the User Manager.
Cert. Manager

General Setup

Status / [ righ avail. sync +@
Logout (admin)
SETUNNE  package Manager 700 Netgate Services And Support 0

Name Rauting . .
Contracttype  Communit pport
User Setup Wizard 2 (Local Database) C

System Update chine

User Manager Bic2c2Eibei21TS NETGATE AND pfSense COMMUNITY SUPPORT RESOURCES

BIOS Vendor: innotek GmbH
Version: VirtualBox

Under available packages, locate Snort and select Install (screenshot next page).
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= o
Bl pfSensehomearpa - System:Pac X 4 [}

€ > C A Notsecure | hitps//192.168.101.1/pkg_mar.php %

Package Dependencies:

Slighttpd1459 @16 @ whois557 @rsync323.1 & pymaxminddb-203 @ libmaxminddb-1.6.0
@iprange1.04 @ grepcidr20 @ python3s-3810 @ php74-7.420 @ php7ainti7.420 @ py-sqlite3-
3.8.107

pimd 0034 PIMD Multicast Routing. Ligf ght, d-al pl of Protocol Ind: dent Mul Sparse Mode. Conflicts o Instal
with Quagga OSPF. These packages cannot be installed at the same time.

Package Dependencies:

@pimd2322
RRD_Summary 2001 RRD Summary Page, which will give estimated month-over-month traffic passed In/Out during the specified period. T
Service_Watchdog 18.7.1 Monitors for stopped services and restarts them. o insta
Shellemd 1.0.52 The shellcmd utility is used to manage commands on system startup. Install
siproxd 1141 Proxy for handling NAT of multiple SIP devices to a single public IP.

Package Dependencies:
& siproxd-08.2_1

+i+ +
i

snmptt 1.0.01 SNMPTT (SNMP Trap Translator) is an SNMP trap handler written in Perl for use with the Net-SNMP. Easy to setup and use. <+ Instal

Package Dependencies:

@onrptt1 421 1
Snort is an open source network intrusion prevention and detection system (IDS/IPS). Combining the benefits of signature,
protocol, and anomaly-based inspection
Package Dependencies:
@ snort29.18.1
softflowd IIIRBESE network traffic analyser capapTe o ——
Softflowd semi-statefully tracks traffic flows recorded by listening on a network interface or by reading a packet capture file.
These flows may be reported via NetFlow to a collecting host or summarised within softflowd itself.
Softflowd supports Netflow versions 1, 5,9 and 10 (IPFIX) and is fully IPv6-capable - it can track IPv6 flows and send export
datagrams via IPv6. It also supports export to multicast groups, allowing for redundant flow collectors.
Package Dependencies
@ softflowd-1.0.0
squid 04455  High performance web proxy cache (3.5 branch). It combines Squid as a proxy server with its capabilities of acting as a HTTP
/ HTTPS reverse proxy. It includes an Exchange-Web-Access (OWA) Assistant, SSL filtering and antivirus integration via C-
ICAP
Package Dependencies:
@ squidclamav-7.1 @ squid_radius_auth-1.10 @ squid-4.15 @ ccapmodules-0.5.5 5

Hit confirm install and you should see the following screen when completed (below).

System / Package Manager/ Package Installer (2]

pfSense-pkg-snort installation successfully completed.

Installed Packages Available Packages Package Installer

Package Installat

Please note that, by default, snort will truncate packets larger than the -
default snaplen of 15158 bytes. Additionally, LRO may cause issues with

StreamS target-based reassembly. It is recommended to disable LRO, if

your card supports it.

This can be done by appending '-lro’ to your ifconfig_ line in rc.conf.

Message from pfSense-pkg-snort-4.1.4_3:

Please visit Services - Snort - Interfaces tab first to add an interface, then select your desired rules packages at the Services - Snort -

Global tab. Afterwards visit the Updates tab to download your configured rulesets.

»»> Cleaning up cache... done.

Success -
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Once installed, Snort will be located under Services (below).

Services v

COMMUNITY EDITION

Auto Config Backup

WARNING: The 'admin’ account password is set to the default valu the User Manager.
Captive Portal
DHCP Relay

System / Package Manager/ Package Inj DHcP server

DHCPv6 Relay

DHCPv6 Server & RA
pfSense-pkg-snort installation successfully completed.

DNS Forwarder

DNS Resolver
Installed Packages Available Packages Package Insta Dynamic DNS
IGMP Proxy

NTP

—_—,
(. . . W W W " W W W AN S %S % % % % % % % % W W)
Package Installation repocsene (R

Please note that, by default, snort will truncate pack
default snaplen of 15158 bytes. Additionally, LRO ma
Stream5 target-based reassembly. It is recommended
your card supports it.

This can be done by appending '-1lro' to your ifconfig K Wake-on-LAN

-

rom pfSense-pkg-snort-4.1.4_3:

Click Global settings in Snort, enable GPLv2 and set Rules Update to everyday and set remove

blocked hosts to everyday. Make sure to save/apply changes (below and next page).

Snort Interfaces Global Settings Updstes Alerts Blocked Pass Lists Suppress IP Lists SID Mgmt Log Mgmt Sync

Snort Subscriber Rules

Enable Snort VRT [} Click to enable download of Snort free Registered User or paid Subscriber rules

Sign Up for a free Registered User Rules Account
Sign Up for paid Snort Subscriber Rule Set (by Talos)

Snort GPLv2Z Community Rules

Enable Snort GPLv2 Click to enable download of Snort GPLv2 Community rules

The Snort Community Ruleset is a GPLv2 Talos certified ruleset that is distributed free of charge without any Snort Subscriber License restrictions. This
ruleset is updated daily and is a subset of the subseriber ruleset




Joshua Lane

IT419

11/23/2021

Update Interval 1 DAY -

Please select the interval for rule updates. Choosing NEVER disables auto-updates
Update Start Time

Enter the rule update start time in 24-hour format (HH:MM). Default is 00 hours with a randomly chosen minutes value. Rules will update at the interval
chosen above starting at the time specified here. For example, using a start time of 00:08 and choosing 12 Hours for the interval, the rules will update

at 00:08 and 12:08 each day. The randomized minutes value should be retained to minimize the impact to the rules update site from large numbers of
simultaneous requests.

Hide Deprecated Rules ) Click to hide deprecated rules categories in the GUI and remove them from the configuration. Default is not checked.
Categories

Disable SSL Peer

() Click to disable verification of SSL peers during rules updates. This is commenly needed only for self-signed certificates. Default is not checked
Verification

General Settings

Remove Blocked Hosts 1 DAY
Interval

v

Please select the amount of time you would like hosts to be blocked. In most cases, one hour is a good choice

Remove Blocked Hosts Click to clear all blocked hosts added by Snort when removing the package. Default is checked
After Deinstall

Keep Snort Settings After Click to retain Snort settings after package removal
Deinstall

Startup/Shutdown

[ Click to cutput detailed messages to the system log when Snort is starting and stopping. Default is not checked
Logging

Under Updates, update the rule set (you may need to click Force Update) (below).

Services / Snort/ Updates

Snort Interfaces Global Settings Updates Alerts Blocked Pass Lists Suppress IP Lists SID Mgmt

Log Mgmt Sync

Installed Rule Set MD5 Signature

Rule Set Name/Publisher MDS Signature Hash MDS5 Signature Date
Snort Subscriber Ruleset Not Enabled Not Enabled

Snort GPLvZ2 Community Rules Not Downloaded Not Downleaded
Emerging Threats Open Rules Not Enabled Not Enabled

Snort OpenApplD Detectors Not Enabled Not Enabled

Snort ApplD Open Text Rules Not Enabled Not Enabled

Feode Tracker Botnet C2 IP Rules Net Enabled Not Enabled

Update Your Rule Set

Last Update Unknawn Result: Unknown
Update Rules | ‘

Click UPDATE RULES to check for and automatically apply any new posted updates for selected rules packages. Clicking FORCE UPDATE will zero out
the MD5 hashes and force the download and application of the latest versions of the enabled rules packages

Manage Rule Set Log

| ‘ ﬁi Clear Log

The log file is limited to 1024K in size and is automatically cleared when that limit is exceeded.

Logfile Size Log file is empty
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The following is what it should look like once completed:

Update Your Rule Set

Last Update Nov-16 2021 20:55 Result: Success
Update Rules

Click UPDATE RULES to check for and automatically apply any new posted updates for selected rules packages. Clicking FORCE UPDATE will zero out
the MD5 hashes and force the download and application of the latest versions of the enabled rules packages

The next step is to create an alias for both interfaces (WAN and LAN) of pfsense. Navigate to
Firewall>Aliases>Edit in pfsense and select Add Host. In the screenshot below, you can see |

have added both interfaces and labeled them accordingly. Now hit save.

msense System ~ Interfaces « Firewall ~ Services ~ VPN ~ Status «

Diagnostics

COMMUNITY EDITION

WARNING: The ‘admin’ account password is set to the default value. Change the password in the User Manager.

Firewall / Aliases / Edit

Name pfsense interfaces

The name of the alias may only consist of the characters "a-z, A-Z, 0-9 and _".

Description WAN and LAN for pfsense

A description may be entered here for administrative reference (not parsed).

Type Host(s) ~

Hint Enter as many hosts as desired. Hosts must be specified by their IP address or fully qualified domain name (FQDN). FQDN hostnames are periodically
re-resolved and updated. If multiple IPs are returned by s DNS query, all are used. An IP range such as 192.168.1.1-192.168.1.10 or a small subnet such
as 192.168.1.16/28 may also be entered and a list of individual IP addresses will be generated.

IP or FQDN 10.4.19.101 WAN IP

162.168.101.1 LANIP

After this completed, you must locate Pass Lists under Services>Snort>Pass List>Edit. Select the

Alias you just made and hit save. Make sure to uncheck LAN subnet to allow for alert logging

(next page).
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Services / Snort/ Pass List/ Edit (7]

Snort Interfaces Global Settings Updates Alerts Blocked Pass Lists Suppress IP Lists SID Mgmt Log Mgmt Sync

General Information

Name passlist 48475

The list name may only consist of the characters ‘a-z, A-Z, 0-9 and _'

Description

You may enter a description here for your reference.
Local Networks Add firewall Locally-Attached Networks to the list (excluding WAN). Default is Checked.
WAN Gateways Add WAN Gateways to the list. Default is Checked.
WAN DNS Servers Add WAN DNS servers to the list. Default is Checked.
Virtual IP Addresses Add Virtual IP Addresses to the list. Default is Checked.

VPN Addresses Add VPN Addresses to the list. Default is Checked

Custom IP Addresses and Configured Firewall Aliases

Hint Enter as many IP addresses or alias names as desired. Enter ONLY an IP address, IP subnet or alias name! Do NOT enter a FQDN (fully qualified domain
name) directly! To use a FQDN, first create the necessary firewall alias, and then provide the alias name here. FQDN aliases are periodically re-resolved
and updated by the firewall. You can also provide an IP subnet with a proper netmask of the form network/mask such as 1.2.3.0/24.

IP or Alias | pfs

Next, add a Snort interface for WAN by selecting add interface. Open WAN settings and make

sure to check Enable Packet Captures and Block Offenders (below).

General Settings

Enable Enable interface

Interface WAN (em0) ~

Choose the interface where this Snort instance will inspect traffic

Description WAN

Enter a meaningful description here for your reference

Snap Length 1518

Enter the desired interface snaplen value in bytes. Default is 1518 and is suitable for most applications.

Alert Settings

Send Alerts to System () Snort will send Alerts to the firewall's system log. Default is Not Checked
Log
Enable Packet Captures Checking this option will automatically capture packets that generate a Snort alert into a tepdump compatible file
Packet Capture File Size 128

Enter a value in megabytes for the packet capture file size limit. Default is 128 megabytes. When the limit is reached, the current packet capture file in
directory /var/log/snort/snort_em055794 is rotated and a new file opened

Enable Unified2 Logging (] Checking this option will cause Snort to simultaneously log alerts to a unified2 binary format log file in the logging subdirectory for this interface
Default is Not Checked

Log size and retention limits for the Unified2 log should be configured on the LOG MGMT tab when this option is enabled

Block Settings

Block Offenders Checking this option will automatically block hosts that generate a Snort alert. Default is Not Checked
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Next, navigate to Services>Snort>Interface Settings>WAN — Categories. Check the box to
enable Snort GPLv2 Community Rules (below).
Services / Snort/ Interface Settings / WAN - Categories (7]
Snort Interfaces Global Settings Updates Alerts Blocked Pass Lists Suppress IP Lists SID Mgmt Log Mgmt Syne
WAN Settings WAN Categories WAN Rules WAN Variables WAN Preprocs WAN IP Rep WAN Logs

Automatic Flowbit Resolution

Resolve Flowbits If checked, Snort will auto-enable rules required for checked flowbits. Default is Checked.

Snort will examine the enabled rules in your chesen rule categories for checked flowbits. Any rules that set these dependent flowbits will be
automatically enabled and added to the list of files in the interface rules directory.

Select the rulesets (Categories) Snort will load at startup
@ - Category is aute-enabled by SID Mgmt conf files
@ - Category is auto-disabled by SID Mgmt conf files

=

Enable Ruleset: Snort GPLv2 Community Rules
Snort GPLv2 Community Rules (Talos certified)
rules are not enabled. Snort Subscriber rules are not enabled.

Snort OPENAPPID rules are not enabled.

Proceed to WAN Rules under Interface Settings. Under Category Selection use the drop-down

menu to select GPLv2_community.rules. Select enable all (next page).
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COMMUNITY EDITION

WARNING: The ‘admin' account password is set to the default value. Change the password in the User Manager

Services / Snort/ Interface Settings / WAN - Rules

eloading’ the new rule set. @

Snort Interfaces  Global Settings ~ Updates  Alerts  Blacked

Pass Lists Suppress IP Lists SID Mgmt Log Mgmt Sync

WAN Settings WAN Categories WAN Rules WAN Variables WAN Preprocs WAN IP Rep WAN Logs

Available Rule Categories

Category Selection: GPLv2_community.rules v

Select the rule category to view and manage

Rule Signature ID (SID) Enable/Disable Overrides

SID Actions Apply () Disable All (©) Enable Al

When finished, click APPLY to save and send any SID enable/disable changes made on this tab to Snort.
Rules View Filter (+]
Selected Category's Rules

Legend: () Defauft Enabled @ Enabled by user @Y Auto-enabled by SID Mgmt

Action/content modified by SID Mgt Rule action is alert
() Default Disabled € Disabled by user @) Auto-disabled by SID Mgmt
State  Action GID SID Proto  Source SPort Destination DPort Message

1 105 tep SHOME_NET 2589 SEXTERNAL_NET any MALWARE-BACKDOOR -
Dagger_1.4.0

1 108 tep SEXTERNAL_NET any SHOME_NET 7597 MALWARE-BACKDOOR QAZ
Worm Client Login access

. a1n - Arvreoniar wier P Gnmasanne

O L e T s I

Next, add a Snort interface for LAN and open LAN settings. Check Enable Packet Captures and

set Home Net to the pfSense only pass list (below and next page).

Snort Interfaces Global Settings Updates Alerts Blocked

Pass Lists Suppress IP Lists SID Mgmt Log Mgmt Sync

LAN Settings

General Settings

Enable Enable interface

Interface LAN {em1)

Choose the interface where this Snort instance will inspect traffic
Description LAMN
Enter a meaningful description here for your reference
Snap Length 1518

Enter the desired interface snaplen value in bytes. Default is 1518 and is suitable for most applications.

Alert Settings

Send Alerts to System (O Snort will send Alerts to the firewall's system log. Default is Not Checked

Log

Enable Packet Captures Checking this option will automatically capture packets that generate a Snort alert into a tepdump compatible file

Packet Capture File Size 128

Enter a value in megabytes for the packet capture file size limit. Default is 128 megabytes. When the limit is reached, the current packet capture file in
directory /var/log/snort/snort_em115959 is rotated and a new file opened

Enable Unified2 Logging () Checking this option will cause Snart to simultanecusly log alerts to a unified2 binary format log file in the logging subdirectory for this interface
Defaultis Mot Checked.

Log size and retention limits for the Unified2 log should be configured on the LOG MGMT tab when this option is enabled.



Joshua Lane

IT419
11/23/2021
Choose the Networks Snort Should Inspect and Whitelist
Home Net passlist_48475 - |—‘
default |
passlist_48475

Default Home Net adds only local networks, WAN IPs, Gateways, VPNs and VIPs.
Create an Alias to hold a list of friendly IPs that the firewall cannot see or to customize the default Home Net

External Net default . |
Choose the External Net you want this interface to use.

External Net is networks that are not Home Net. Most users should leave this setting at default
Create a Pass List and add an Alias to it, and then assign the Pass List here for custom Exiernal Net settings.

Repeat the steps you did for WAN Categories on LAN categories (enable ruleset for GPLv2 and

under LAN Rules select GPLv2 from the drop-down menu, click enable all and apply).

Once this is completed, click Start Snort on this interface for both LAN and WAN (below).

Services / Snort/ Interfaces (2]
Snort Interfaces Global Settings Updates Alerts Blocked Pass Lists Suppress IP Lists SID Mgmt Log Mgmt Sync
—
Interface Settings Overview
Interface Snort Status Pattern Match Blocking Mode Description Actions
u] WAN (2m0) o C® AC-BNFA LEGACY MODE WAN Pa
] LAN (em1) ® CE® AC-BNFA DISABLED LAN Vi

-ﬁ Delete

In order to simulate a threat, you need to download arachni to for vulnerabilities on your internal

network. Make sure to download for the correct OS (download screenshot next page).



oBu MyOdu | Main view % | Ed Content %X | @ Home - Arachni - Web Applic. X @ Download - Arachni - Web A

c @ arachni-scanner.com/d

il

Attention: The packages need GLIBC == 2 12, if you get

d/

= Linux x86 64bit (SHA512)

update your system

Mac OS X

X Mac OS X users can download the self-contained Mac OS X x86 64bit (SHA512)
package

| S

Attention: If you get a segmentation fault please make sure that you're using C

MS Windows

MS W

Windows users can download the self-contained MS Windows x86 64bit
(SHA512) package

(The executab
download usin.

automatically extract Arachni in the current directory, please
nstead of running directly from the browser.)

Artention: For best experience please prefer Linux or Mac OS X
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x aF

¥ a

Open a command prompt window and change your directory to the location of arachni in your

downloads. Once this is done, change directories to bin under arachni (next page two pages).

Command Prompt
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64>cd bin
\Use IGED

Volume in drive C has no label.
Volume Serial Number is 2

Directory of jlane

<DIR>
<DIR>

As shown in the screenshot above, proceed to use arachni_web command to start the scan. Once
this is done, you will see a “accessible by tcp.localhost:9292” or similar syntax. Open a web
browser and proceed to type http://localhost:9292 and it should bring you to a web Ul for

arachni. Log in with the default credentials (below and next page).

Shop Nike.com

User Name: admin@admin.admin

Password: £t

Once logged in, we are greeted with a Welcome page that has some useful
information on the homepage, such as Issues per scans and notifications about what

you are involved with.
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&« C' @ localhost:9292/d/users/sign_in o Yr o :

Signin
Please consult the Wiki for default credentials.

Email

admin@admin.admin

Password

Remember me
O

Sign in

Type in the IP address of your windows server and click scan. The following screen will show

when the scan is completed:

http://192.168.101.2)

+ The scan completed in 00:00:22 .

Issues 3

All [3] % Fixed [0] v Verified [0] © Pending verification [0] X False positives [0] @ Awaiting review [0]

Listing all logged issues. URL Input Element
TOGGLE BY SEVERITY Missing "X-Frame-Options' header 1

Reset  Show all  Hide all Interesting response 1

Low

Allowed HTTP methods 1
Informational

NAVIGATE TO
Missing X-Frame-Options'h 1 =
Interesting response 1

Allowed HTTP methods 1
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Navigate to alerts under snort to view the alert logs that take place when this vulnerability scan

was done (below).

- o X
M pfsensehor Qi x| + °
<« c a 05//192 1/snort_alert tance= @
Alert Log Actions m m
Alert Log View Filter [+]
12 Entries in Active Log
Date Action Pri Proto Class Source IP SPort Destination IP DPort GID:SID Descrij iption
21- 1 ttack 10.1.101.1 414 SERVE
8 Q@x B x
2111 P n 1011011 1 ERVER-WEB
8 Q@ x ®x
2111 o 10.1.101 423 8 1121 SERV
08 Q@Ex Bx
21 ton 101101 1 =
: Q@Ex B x
21-11 y 1011011 SERV
8 Q@Ex B x
1112 1 tack  10.1.101.1
40 Q@ x B x
= e A
8.4 Q@Ex Bx
1112 1 tack 1011011 8 1 SERVERIS lisadmin acces:
Q@Ex Bx
ation 1011011 55408 1921681012 80 SERVE P
Q@Ex Qd B x
tion 11011 55409 02 168.1 8 SER
Q@Ex Q@ @ x
n 0.1.101.1 55409 192.168.101.2 8 1 4
Q@Ex Qs B x
2021-11-23 3 TCP Unknown Traff 216.92.30.104 80 192168101.2 49948 12
2107:35 Q@x Qs @Bx o
RE

You can then create a rule under firewall rules on the WAN interface for blocking this IP address

that scanned the internal network. It is possible to spoof your IP address, so this may not be an

ample rule if the attacker has more resources at their disposal.

Next, proceed to access a website with a ‘virus’ to click on from the internal network. Make sure

to disable any blocking rules preventing this to simulate a real intrusion (below).

Rules (Drag to Change Order)

O States Protocol  Source  Port Destination Port Gateway Queue Schedule Description Actions
& 3/3.64MiB * * * LAN Address 443 * * Anti-Lockout Rule Q
80
O
O &' 10/63.08MiB IPv4* LAN net * * * * nane Default allow LAN to any rule .&, f@ ﬁ
O « 0/0B IPv6 * LAN net * & = = none Default allow LAN IPv6 to any rule LS00

i) X O



Joshua Lane

IT419
11/23/2021
Once you navigate to the virus (here we used it315.girlsgeekout.org/virus) and click HTTP
response with errors (below).
Bl pfSensehomearpa - Services: S X @ it315.girlsgeckout.orgfvirus/ x +
€& =2 (C A Notsecure | it315.girlsgeekout.org/virus/
Download Catbomber
Download Steelcoffee
Download Trickbot
Receive an HTTP response with errors
Here is the alert generate from this download on Snort:
Services / Snort/ Alerts (7]
Snort Interfaces Global Settings Updates Alerts Blocked Pass Lists Suppress IP Lists SID Mgmt Log Mgmt Sync
Interface to Inspect WAN (emQ) ~ [ Auto-refresh view 250
Choose interface Alert lines to display.
Alert Log Actions
Date Action Pri Proto Class Source IP SPort Destination IP DPort GID:SID Description
2021-11-23 3 TCP Unknown  216.02.30.104 80 1921681012 49948  120:3 (http_inspect) NO CONTENT-LENGTH OR
21:07:35 Traffic QEx Q x TRANSFER-ENCODING IN HTTP RESPONSE

Before you begin with trying to view a log to investigate with Wireshark, you must first change
firewall rules to allow a secure shell connection on WAN as well as download an SFTP client to

connect to your pfSense firewall. Navigate to Firewall>Rules and add the following rule, click

save and apply changes:



Joshua Lane
IT419
}”23/2021

< .
whereas with block the packet is dropped silently. In either case, the original packet is discarded

Disabled () Disable this rule

Set this option to disable this rule without removing it from the list

Interface WAN v

Choose the interface from which packets must come to match this rule.

Address Famil IPva o

Select the Internet Protocol version this rule applies to

Protocol TCP v

Choose which IP protecol this rule should match.

Source [ Invert match Single host or alias v 10.1.101.1 / v

EE—

The Source Port Range for a connection is typically random and almost never equal to the destination port. In most cases this setting must remain at
its default value, any.

Destination

Destination [ Invert match WAN address v Destination Address / v
Destination Port Range SSH (22) v SSH (22) v
From Custom To Custom

Specify the destination port or port range for this rule. The "To" field may be left empty if only filtering a single port.

Log [ Log packets that are handled by this rule

Hint: the firewall has limited local log space. Don't turn on logging for everything. If doing a lot of logging, consider using a remote syslog server (see
the Status: System Logs: Settings page)

Description | SSH on WAN |
A description may be entered here for administrative reference. A maximum of 52 characters will be used in the ruleset and displayed in the firewall
log

Advanced Options :]

Navigate to System>Advanced>Admin Access to enable Secure Shell:

System / Advanced/ Admin Access (]

Admin Access Firewall & NAT Networking Miscellaneous System Tunables Motifications

Protocol OHTTP @ HTTPS (SSL/TLS)

SSL/TLS Certificate webConfigurator default (612df251bf277) v

Certificates known to be incompatible with use for HTTPS are not included in this list.

TCP port

Enter a custom port number for the webConfigurator above to override the default (80 for HTTP, 443 for HTTPS). Changes will take effect immediately
after save
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Secure Shell Server Enable Secure Shell

S5Hd Key Only Password or Public Key ~

When set to Public Key Only, SSH access requires authorized keys and these keys must be configured for each user that has been granted secure shell
access. If set to Require Both Password and Public Key, the SSH daemon requires both authorized keys and valid passwords to gain access. The
default Password or Public Key setting allows either a valid password or a valid authorized key to login.

Allow Agent Forwarding () Enables ssh-agent forwarding support.

SSH port 22
Note: Leave this blank for the default of 22.

Next, download SFTP client as shown on the next page:

5 : WInSCP Search...

Free SFTP, SCP, 83 and FTP client for Windows

Home News Introduction Download Install Documentation

Free Award-Winning
File Manager

WInSCP is a popular SFTP client and FTP client for Microsoft Windows!
Copy file between a local computer and remote servers using

FTR, FTPS, SCP, SFTP, WebDAV or S3 file transfer protocols.

DOWNLOAD NOW ABOUT WINSCP

166 million downloads to date

Once this is downloaded and installed, proceed to connect to your pfSense firewall through the
SFTP client. Click the folder with 2 dots and type in the Public IP address for your pfSense

firewall in the host box. Insert your credentials for pfSense and click Login (screenshot on next

page).
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"R, winsce O X |
Local Mark Files Commands Session Options Remote Help
| £ Queue - - Transfer Settings Default M E M ‘
@ New Session
[£My documents  ~ (=4 h w % EE EE |
'ﬂ Login - x
g C:\Users\jlane003\Documents\ L
Name - Size | | New Site Session Rights Owner
. File protocol:
1t419 SFTP - L
€ testpdf 5KB
Host name: Port number: o
D Windows Server 2016 ...  5,865,808... =
[10.4.19.101 I ufF
User name: Password:
‘admm | |-------\ ‘
sawve  |v Advanced... |w
Tools v Manage hd Logm |v Close Help
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Click Yes at the Unknown Server prompt (next page):
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The server's host key was not found in the cache. You have no guarantee that the

server is the computer you think it is.

The server's Ed25519 key details are:
Algorithm: ssh-ed25519 255
SHA-256:  BfwiwgSCjmyY3bgRs26jgPpBVnC+tT1Ydz6Yox1aGo=
MD3: 64:23:19:58:5e:67:c0:ee:0e:54:9e:19:9.78:69:39

If you trust this host, press Yes. To connect without adding host key to the cache,
press No. To abandon the connection press Cancel

Copy key fingerprints to clipboard

Yes ‘v No Cancel Help

0Bof5.59GBin0of 3 4 hidden

Not connected.

In order to locate exactly where the alert log you want is, you must navigate to
Services>Snort>Interface Settings>LAN — Logs. The file path will be displayed there

(screenshot on next page):
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Log File Path

var/log/snort/snort_em152389/alert

Go back into the SFTP client and navigate to the file path previously as shown and click OK

(next page):
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Once this is done, the file should be transferred and observable in Wireshark. Open up the

Wireshark Application and look at the file as shown. Here you can see the destination IP address

that shows who downloaded the “virus’ from a bad website (on next page):
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@ 7 imemet Protocol version 4 (ip), 20 bytes

Adding these various rules can keep clients/staff from accidentally downloading viruses
and protect your enterprise from outside threats. Snort and custom firewall rules can go a long

way prohibiting misuse and making up for the weakest link in the cybersecurity chain (humans).



