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Laboratory Exercise — Natas Level 0-6 (Exercise H1)

1. Overview

In this lab exercise, students will learn new skills by setting up the Sublime Text editor with Python and
using it to test web applications. Using the Brigante (2020) environment, students will be presented with
progressive challenges from the OverTheWire website (Natas) in which they will use previously learned
skills to find the Capture the Flag (CTF) flags.

2. Resources required

This exercise requires the Brigante VM running in the Cyber Range.

3. Initial Setup

For this exercise, you will log in to your Cyber Range account, select the Brigante (2020) environment,
click “start” to start your environment, and then “join” to get to your Linux desktop.

4. Tasks
Task 1: Setting up SublimeText

The first thing we need to do is download and install the GPG key (GNU PGP Key). This allows for a
secure download from the creators of SublimeText. Then we will configure the repo for the version of
SublimeText we are downloading. The final step is to update and install the application. This is a CentOS
Linux distribution, so some of the commands will be slightly different.

e Inaroot terminal, type the following: yum install python python3-pip when prompt
type y and press enter.
e |naroot terminal, type the following: pip3 install requests-html and press enter.

e |naroot terminal, type the following:
rpm -v --import https://download.sublimetext.com/sublimehg-rpm-pub.gpg

and press enter. The terminal will return to the prompt if completed correctly.

e Type the following: yum-config-manager --add-repo
https://download.sublimetext.com/rpm/stable/x86 64/sublime-text.repo

and press enter.
e Type the following: yum install sublime-text and press enter. When prompted type y
and press enter.

[root@ip-10-1-49-229 student]# yum-config-manager --add-repo https://download.sublimetex
t.com/rpm/stable/x86_64/sublime-text. repo

Loaded plugins: fastestmirror

adding repo from: https://download.sublimetext.com/rpm/stable/x86 64/sublime-text.repo

grabbing file https://download.sublimetext.com/rpm/stable/x86 64/sublime-text.repo to /e
tc/yum. repos.d/sublime-text. repo

repo saved to /etc/yum.repos.d/sublime-text.repo

[root@ip-10-1-49-229 student]# ]
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Version Repositor

Total download size: 13
Installed size: 33 M
Is this ok [y/d/N]: vy
Downloading packKages:
sublime-text-3211-1.x86_64.rpm 13 MB 00:00:00
Running transaction check
Running transaction test
Transaction test succeeded
Running transaction
Installing : sublime-text-3211-1.x86 64
Verifying : sublime-text-3211-1.x86 64

Installed:
sublime-text.x86 64 0:3211-1

Complete!
[root@ip-10-1-49-229 student]# |

KNDATMTQWLTI3MDAtNDQ4ZC 1iMDUOLTBhN2UZN2JjJOWQ4NC85NzM2NTNjNS02NzZmLTQ1ZDItYWR... [ & ¥ O .

ﬂ 23:06 & Cyber Range Stu

E Terminal - root@ip-10-1-159-180:/home/student

r

File Edit view Terminal Tabs Help

Installing:
sublime-text sublime-text

Transaction Summary

Downloading packages:
sublime-text-4126-1.x86_64.rpm | 20 MB 00:00

Running transaction check

Running transaction test

Transaction test succeeded

Running transaction
Installing : sublime-text-4126-1.x86 64
Verifying : sublime-text-4126-1.x86_64

Installed:
sublime-text.x86_64 0:4126-1

Complete!
[root@ip-10-1-159-180 student]# I

Here is after | installed everything.

Now we can click on the magnifying glass at the bottom of the screen on the desktop and search for
Sublime Text. Right click on the application logo and click Add to Bookmarks. In addition, you can click
and drag the application logo to the desktop to create a shortcut. Once you have your shortcuts setup,
click the Launch button.
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Add to Bookmarks |

Execute
Edit
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Hide

Launch

In Sublime Text, we need to set up a few things so that we can build and see our code. To do this, we

will need to install the Package Control and Buildview.

package

B A A R R AL e

Package Control: Upgrade Package
Package Control: Advanced Install Package
Package Confrol: Create Package File
Package Control: Install Local Dependency

Package Control: List Unmanaged Packages

View Package File

Preferences: Package Control Settings - Default

Preferences: Package Control Settings - User

Install Package Control

Preferences: Browse Packages

To install the Package Control, press ctrl+shift+p, and then in the search box, type Install
Package Control.

Package Control: Upgrade/Overwrite All Packages

3

To install a package press ctrl+shift+p and click on Package Control: Install Package.
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e In the package control search box, type buildview.
Package Control:install
Package Control: Install Package
Package Control: Install Local Dependency
Package Control: Advanced Install Package
%s.natas.labs.overthewire.org' % username
buildview
Buildview
A sublime Text plugin to show build output in a view.
install w1.2.3; github.com/rctay/sublime-text-buildview
Now to build our code, we will have to set the build language.
® Inthe SublimeText editor, type: ##!/usr/bin/env python
e Click the Tools menu, select Build System, and then check the Python box.
sto  Tools Project Preferences Help
Command Palette... shift+Ctr
Snippets...
Build System [ Automatic
Build ctrl+8 | [] ActionScript
Build with... shift+ctri+e | [ ant
cancel Build [ csingle File
Build Results (] c++ single File
save All on Build [ cargo
Record Macro ctri+alt+Q | () D
Playback Macro (J o dub
Save Macro... [ erlang
Macros (] Haskell
Developer (J javac
[ Lua
[ make
[+ python
Or
[ Ruby
E] Rust
(] shellscript
E] Syntax Tests
New Build System...
4
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DATMTQWLTI3MDAtNDQ4ZC1iMDUOLTBhN2UZN2JjOWQ4NC85NZM2NTNjNSO2NZZmLTQIZDItYWR... [ &8 W a 2

h Cyber Range Stud

= | ##ljusr/bin/env python * - Sublime Text (UNREGISTERED)
File Edit Selection Find View Goto Tools Project Preferences Help
fenv python &

#1/usr/bin/env python|

[ Line 1, Column 23 Tab Size: 4 Plain Text

Here is mine after the above steps.

e On the Desktop, create a folder named natas.

e |n Sublime Text, save your file as natas0.py in the natas folder you just created on the Desktop.
e Now we need to exit out of Sublime Text and open it back up.

® To get the split screen, press alt+shift+2.

® Press ctrl+b to build the output.

H ~/Desktop/brigantel - Sublime Text (UNREGISTERED)

File Edit Selection Find View Goto Tools Project Preferences Help

/bin/env python
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INDATMTQWLTI3MDAtNDQ4ZC1iMDUOLTBhN2UzN2JjOWQ4NC85NZM2NTNjNS02NZZmLTQ1ZDItYWR... [ 12 v« O .

m| Cyber Range Stude

= | Build output - Sublime Text (UNREGISTERED)

File Edit Selection Find View Goto Tools Project Preferences Help

4P  natasO.py X Build output
1

] Line 1, Column 1 Tab Size: 4 Plain Text

Here is the end of my task 1.

Task 2: Python Programming Natas 0-1

The goal in the lesson is not to be an expert in Python. The idea is to learn how Python can be used to
parse information from a website using simple scripts. Don’t focus too much on being a perfect Python

programmer. Rather focus on the patterns that you see when programming and parsing information.

e In a browser, navigate to https://overthewire.org/wargames/natas/natas0.html|

To the left, you can see all the challenges. They are progressive and will get more difficult as we
proceed.

e Copy and paste the link from the page into a new tab in the browser.

http://natas0.natas.labs.overthewire.org
e Enter the username natas0 and the password nataso0.

ATASO

You can find the password for the next level on this page.
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e Right click on the page and click View Page Source.

Send Page to

Select All

Shedan f rrent website

Screenshot

<html>

<head=>

<!-- This stuff in the header has nothing to do with the level --»

<link rel="stylesheet" type="text/css" href="http://natas.labs.overthewire.org/css/level.css">
<link rel="stylesheet" href="http://natas.labs.overthewire.org/css/jquery-ui.css” />

<link rel="stylesheet" href="http://natas.labs.overthewire.org/css/wechall.css" />

<script sre="http://natas.labs.overthewire.org/js/jquery-1.9.1.js"></script>

<script sre="http://natas.labs.overthewire.org/js/jquery-ui.js"></script>

<script sre=http://natas.labs.overthewire.org/js/wechall-data.js></script><script src="http://natas.labs.overthewire.org/js/wechall.js"></script>
<script>var wechallinfo = { "level”: "natas®", "pass": "natasd@” };</script></head>

<body>

<hl>natas@</hl>

<div id="content">

You can find the password for the next level on this page.

<!--The password for natasl is gtVrDuiDfck831PqWsLEZy5gyDzlclto --=>
</div=
</body>
</html>

The password can be shown in the page source as a comment. When testing a web application, it is
always important to view the source. Sometimes you can find sensitive information that leads to a
deeper understanding of the application or its owners.

To prevent error messages, we can create a new python2 build system inside of SublimeText.
® In SublimeText, click Tools -> Build System -> New Build System

e Copy and paste the following code:

“Cmd“: [||python2“’ Il_ull, ||$f”ell]’
"file_regex": "A[ ]*File \"(...*?)\", line ([0-9]*)",
"selector": "source.python"
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4P natasO.py Python2.sublime-build

23:19 | | CyberRange Stud

E ~/.config/sublime-text/Packages/User/python2.sublime-build - Sublime Text (UNREGISTERED) | & o [E =4

File Edit Selection Find View Goto Tools Project Preferences Help

4P npatl Build output python2.sublime-build

] Line 5, Column 1 Tab Size: 4 JSON

Here is mine after saving it.

e Click Tools -> Build System -> python2

8
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to Tools Project Preferences Help

Command Palette... ctrl+shift+p
Snippets...

Build system N [] Automatic
Build

Ctri+B

[] Actionscript

Build with... ctrl+shift+8 | [] Ant

Cancel Build ctrl+Break | [ ] ¢ Single File

Build Results b [J c++ single File
[+ save all on Build [] cargo

Record Macro celd+alt+Q ([ D

Playback Macro  ctrl+al+shift+q | [ D dub

Save Macro... [] erlang

Macros b | [] Graphviz

[] Haskell
[:] JavaC
E] Lua

(] make
(] per

(] python
2 Python2

(] python3

1 -

Developer

e Exit out and restart SublimeText.

From this point on, be sure to pay close attention to the colors in the screenshots. A simple typo can
lead to an error and the colors help pinpoint where the line error is. In Sublime Text editor, under the
shebang (#!), add the following to the natas0.py file (see image below):

#!/usr/bin/env python

import requests

import re

url = 'http://natas0.natas.labs.overthewire.org/'
r = requests.get(url, auth = ('natas0', 'natas0'))

print r.text

9

© 2021 Cyber Range. Created by R. Eric Kiser. (CC BY-NC-SA 4.0) R
KISEE]


https://creativecommons.org/licenses/by-nc-sa/4.0/

Joshua Lane
CYSE450 Section 23190
10/26/2022

e Save the code with CTRL+s (you will want to do this frequently).

Python Code Breakdown:

import requests - Imports the request module that allows http requests to be made.

import re - Imports the module “Regular expressions” allowing characters such as the backslash
("\") to be used without invoking their special meaning.

r = requests.get(url, auth = (‘natas0’, ‘natas0’)) - This sets the variable r to access the get
request with authorization using the username and password that we set (username first, then
password).

print r.text - prints the results of the variable r. In this case, the get request with authorization.

In the natas0.py tab, press CTRL+b to build the program and output it in a new tab.

The first time you do this, you may have to click and drag the tab to the other side of the split screen to
get the results in the screenshot below.

5] ~/Desktop/natas0.py - Sublime Text (UNREGISTERED)

File Edit Selection Find View Goto Tools Project Preferences Help

s/level.css">
/>

tp://natas.
as. Labs.

[Finished in 8.5s]

As you can see, the request is now in the build output tab and the next password for natasl is there.

10
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)
|= Build output - Sublime Text (UNREGISTERED) Goo 8l

‘Fnle Edit Selection Find View Goto Tools Project Preferences Help

4P natasO.py + v S Build output

the level -->

{ he ssword for the next level on this page.
or natasl is g9D9cREhslqBKtcA2uocGHPfMZVzeFK6
[
|

[ Line 16, Column 68 Tab Size: 4 Plain Text

Here is my Task 2 completed.
Task 3: Python Programming Natas 1-2
The next challenge is a bit easier since all we really need to do is change a few parameters to our code.

In the natasO.py tab, change the url to http://natasl.natas.labs.overthewire.org/
In the r variable, change the username ‘natas0’ to ‘natas1’

In the r variable, change the password ‘natasQ’ to the password discovered in the previous task.
Using the CTRL+SHIFT+S, save the file as natas1-2.py to the natas folder on your Desktop.
In the natas1-2.py tab, press CTRL+b to build the program. See the images below.

Matasl-2.py

11
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iild output - Sublime ... 2328 ||, CyberRange Stud

Sublime Text (UNREGISTERED) Build output - Sublime Text (UNREGISTERED)

e Edit Selection Find View Goto Tools Project Preferences Help

I[) une 23, Column 20 Tab Size: 4 Plain Text

Here you can see the password after building it out for natas2.

/C55

n
55

jord for the
but rightclicking has been blocked!

gmDeTiUij2ZvWy2mBi -->

[Finished in 8.7s]

”

It appears there is a pattern of “<! --the password for natas# is passwordhere -->".
Because of this, we can make a few adjustments to the Python code so we don’t have to keep looking
through the entire html output. Instead, we can use re. £indall to search through the html page for
this pattern.

® Inthe natasl-2.py tab, delete print r.text andinits place add print re.findall('<!--
The password for natas2 is (.*) -->', content) [0] (REMINDER: Don't forget to
save the file every time you make a change.)

e Addtheline content = r.text afterthe r = requests.get... as shown in the screenshot
below

® In the natasl-2.py tab, press CTRL+b to build the program.

12
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asl.natas.labs.overthewire.org/

r = requests.get(url, auth = (‘natasl’', 'gtVrDuiDfc PgWsLEZ
content = r.text

print re.findall('<!--The pa d for natas2 is (.#*) --=", content) [0]

ulld output

ZluruAthQk702MgmDeTiUij2Z
[Finished in @.45]

| ~/mesktop/natas/natas. 23:32 | [, Cyber Range Stud

~/Desktop/natas/natasl-2.py - Sublime Text (UNREGISTERED)

Edit Selection Find View Goto Tools Project Preferences Help

I Uine 10, Column 73

Here is my password for natas2.

e To complete this task on the site, you simply use the username and password from natas1 at
http://natasl.natas.labs.overthewire.org then right click outside of the container to view the
source.

right clicking has been blocked!

13
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B OverTheWire: Natas Le

<« c @

X

Mozilla Firefox

natasl.natas.labs.overthew X | http:/natasO.natas.labs.ove: X @ New Tab X |+

overthewire.org

You can find the password for the next level on this page, but
rightclicking has been blocked!

Here is after logging into natas1 with my found password.

<html>
<head>

You can find the password for the next level on this page, but
rightclicking has been blocked!

<!-- This stuff in the header has nothing to do with the level --»
<link rel="stylesheet" type="text/css" href="htip://natas.labs.overthewire.org/css/level.css">

<link re

stylesheet” href="http://natas.labs.overthewire.org/css/jquery-ui.css" /=

<link rel="stylesheet" href="http://natas.labs.overthewire.org/css/wechall.css" />

<script sr

="http://natas.labs. overthewire.oru;’];ﬁjgﬁ\-’— 1.9.1.js"></script>

<script sre="http:

natas.labs.overthewire.org/js/jquery-ui.js"></script>

S + 4

n o0& =

NATAS1

-
We €Bal
A

<script src=http:

<script=var wechallinfo

<body>
<hl=natasf</hl=

<div id="coentent">

= { "level™: "natas@”, "pass": "natas®” };</script></head>

You can find the password for the next level on this page.

<!--The password for natasl is gtVrDuiDfck831PgWsLEZySqyDzlclte -->

</divs
</body>
</html=

14
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ple.virginiacyberrange.net/rar

p://natasl.natas.labs... B ~/Desktop/natas/natas... I Q I:
Q http:/natasl.natas.labs.overthewire.org/ - Mozilla Firefox - 1\
B OverTheWire: Natas Lev: X = natasl.natas.labs.overthew X | http://natasl.natas.labs.ove: X | http://natasO.natas.labs.ove X | @ New Tab x  +
€ C @ (© view-source:http://natasl.natas.labs.overthewire.org/ - O o noe® =

the

r has nothing to do with evel >

t “text/css" href="http://natas.labs.overthewire.org/css/level.css">

tylesheet"” href="http://natas.labs.overthewire.org/css/jquery-ui.css" />

<link rel="stylesheet" href="http://natas.labs.overthewire.org/css/wechall.css" />

<script src="http://natas.labs.overthewire.org/is/jquery-1.9.1.js"></script>

<script src="http://natas.labs.overthewire.org/js/jquery-ui.js"></script>

<script src=http://natas.labs.overthewire.org/js/wechall-data.js></script><script src="http://natas.labs.overthewire.org/js/wechall.js"></script>
<script>var wechallinfo = { "level": "natasl", “pass": "g9D9cREhs1qBKtcA2uocGHPfMZVzeFK6" };</script></head>
<body oncontextmenu="javascript:alert('right clicking has been blocked!');return false;">

<hl>natasl</h1>

<div id="content">

You can find the password for the

next level on this page, but rightclicking has been blocked!

<link rel=

<!--The password for natas2 is hdubbcXriqsTo7GGnnUMLppXb0ogfBZ7
</div>
</body>
</html>

| found it using the shortcut ctrl+u. Right clicking did not work for me.

Task 4: Python Programming Natas 2-3

Visit http://natas2.natas.labs.overthewire.org/ for the next challenge and use the username natas2 and
the password retrieved from the previous task.

R e e e [ S [ g g R s g O [ [—

NATAS2

There is nothing on this page

e Right click on the page and view the source code

<html>

<head>

<!-- This stuff in the header has nothing to do with the level -->

<link rel="stylesheet" type="text/css" href="http://natas.labs.overthewire.org/css/level.css">

<link rel="stylesheet" href="http://natas.labs.overthewire.org/css/jquery-ui.css" />

<link rel="stylesheet” href="http://natas.labs.overthewire.org/css/wechall.css" />

<script sre="http://natas.labs.overthewire.org/js/jquery-1.9.1.js"></script>

<script sre="http://natas.labs.overthewire.org/js/jquery-ui.js"></script>

<script src=http://natas.labs.overthewire.org/js/wechall-data. js></script><script src="http://natas.labs.overthewire.org/js/wechall.js"></script>
<script>var wechallinfo = { "level": "natas2”, "pass": "ZluruAthQk702MqmDeTilij2Zvy2mBi" };</script></head>
<body>

<hl>natas2</hl>

<div id="content"s

There is nothing on this page

<img sre="files/pixel.png">

</div=

</body></html>

It appears that nothing is there. Let’s check this out in the Python code. First we need to make a few
changes. Since the pattern is no longer there we need to take this out for now. We also need to add a
new print function.

o Change all locations where you have natas1 to natas2.

® Deletethe print re.findall('<!--The password for natas2 is (.*) -->',
content) [0]

e Add print content to call the variable content.
15
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e Save this file as natas2-3.py and then build the output.

nat;

requests
re

url http

r reguests.
content F.text

content

luruAthQk7Q2MgmDeTiUij2ZviWy2mBi"

e Change the url in the natas2-3 tab to match the img src location by appending the url with
/files/.

print content

It appears that we are able to navigate to the files folder. Note: if your build output loses its format
coloring, use CTRL+SHIFT+P and search for Set Syntax: HTML. IMPORTANT: Be sure to complete
this in the Build output tab.

16
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4 Build output

HTHL Oa TD HTML 3.2 Final,

ndex of /files</

Index of /files</hl>

[Finished in 8.5

This is hard to read. Let’s install a package that will organize this code a little better.

e Inthe build output tab, press CTRL+SHIFT+P and type install package and click Package
Control: Install Package then search for H-TMLBeautify and click on it to install.
e |nthe build output tab, press CTRL+SHIFT+P and type HTMLBeautify and click on it

install

Package Control: Install Package

Package Control: Install Local Dependency
Package Control: Advanced Install Package

Selection: Select All

htmib

HTMLBeautify

A plugin for Sublime Text that formats (indents) HTML source code. It makes code easier for humans
install v2018.03.01.21.41.57; github.com/rareyman/HTMLBeautify

Al
HTMLBeautify Ctrl+Alt+Shift+F
HTMLPrettify Ctrl+5hift+H

HTML: Encode Special Characters

HTMLPrettify: Set Keyboard Shortcuts Ctri+Alt+H, k

HTMLPrettify: Set Plugin Options Ctri+Alt+H, o
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/2.4.10 (Debian) Server at natas2.

stas2.natas.labs... [ Build output - Sublime

Build output - Sublime Text (UNREGISTERED)
| OverThewire: Natas

- (]

<IDOCTYPE HTHL PUB|
<htal>

File Edit Selection Find View Goto Tools Project Preferences Help

<titlesIndex of
</head>

<body>
<hl>Index of /file
<table>
<tr><th valigne

<address>Apache/2.
</body></htal>

I tine 7, Column 19 Tab Size 4

Here is a.fter | used htmlbeautify.

This will have to do for now. Take notice of the href="users.txt.” This looks interesting. Let’s
location using our code.
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/DTD HTML

ache/2.4.1@ (Debian) Server at natas2.natas.labs.overthewire.org Port 80

</ >
[Finished in B.4sﬂ

e In the natas2-3.py tab, change the url to match
http://natas2.natas.labs.overthewire.org/files/users. txt

e Save the file and then build the program.

requests
re

url htt

content

4p Build output
name : password

eve:zodmIWyNj2
mallory:9urtcpzBmH

[Finished in ©.3s]

There you have it, the next password for natas3.
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2 % O

W

4ZC1iIMDUOLTBhNZUZN2

| Build output - Sublime ... w Cyber Range Stud:

8 Build output - Sublime Text (UNREGISTERED)
| File Edit Selection Find View Goto Tools Project Preferences Help

o

2oco0oc3i

I 39 characters selected

Tab Size: 4 HTML

Here is the password for natas3.
Task 5: Python Programming Natas 3-4
As completed in previous tasks, we want to change the Python code to match our new parameters.

e Take a look at the screenshot to check if you have all the parameters correct.

4 nata

puEHPZ1ZAcha

content

e Save the file as natas3-4.py and then build the program to look at the response.
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Build output

[Finished in 0. *'Hﬂ

I am not liking this color scheme as it is hard on the eyes. Let’s use the package controller to install a
better color scheme.

® Press CTRL+SHIFT+P and type Package Control: Install Package
e Click Package Control: Install Package
e TypeDark Neon Color Scheme and click the scheme.

o

dark

Ml Darkula Color Scheme

Intelli] Darkula Sublime Text f TextMate Color Scheme

install v2019.09.20.07.17.25; packagecontrol.iofpackages/Darkula%20Color¥%205cheme

j Dark Fusion Color Scheme
| Port of Atom's Dark Fusion Syntax
install v1.5.0; github.com/willsoto/dark-fusion-syntax

! Dark Knight Color Scheme

£! An elegant dark color scheme for Sublime Text

install v0.1.4; packagecontrol.io/fpackages/Dark%20Knight%20Color¥%205cheme
Dark Neon Color Scheme

Dark Neon theme for Sublime Text, Mou, & Others

install v2016.02.11.19.59.23; github.com/RainyDayMedia/DarkMeon

Dark Pastel Color Scheme

Dark pastel-colored Sublime Text / TextMate Color Scheme

® Press CTRL+SHIFT+P and type UI: Select Color Scheme and click the result.
e Click on Dark Neon (or the color scheme that you prefer).

Now let's look at the Build output.
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Build output Build output

[Finished in 1.4s]

I am not a fan of the inefficiencies of moving to the browser to complete the challenges. | will show
some screenshots, but will not be walking through the browser method; however, at this point, you
should be able to test these on your own if you are interested. Here is what it looks like on the webpage.

<html>

<head>
!-- This stuff in the header has nothing to do with the level --»

<link rel="stylesheet" type="text/css" href="http://natas.labs.overthewire.org/css/level.css">

<link rel="stylesheet" href="http://natas.labs.overthewire.org/css/jquery-ui.css" />

<link rel="stylesheet" href="http://natas.labs.overthewire.org/css/wechall.css" /=

<script sre="http://natas.labs.overthewire.org/js/jquery-1.9.1.js"=</script=>

<script src="http://natas.labs.overthewire.org/js/jquery-ui.js"=></script=

<script srec=http://natas.labs.overthewire.org/js/wechall-data.js></script=<script src="http://natas.labs.overthewire.org/js/wechall.js"=</script=

<script>var wechallinfo = { "level”: "natas3”, "pass": "sJIINW6ucpuBHPZ1ZAchaDtwd70GrD14" };</script></head>

<body>

<hl>natas3</hl>

<div id="content">

There is nothing on this page

<!-- No more information leaks!! Not even Google will find it this time... -->

</div>

</body></html>

This hint should be easy to understand. If Google is not allowed to spider an application, this is defined
in the robots.txt file. We covered this in earlier lessons. So, we should check to see if the page has a
robot.txt file. From this point forward, build the output will mean you need to press CTRL+B.

e Inthe natas3-4.py file, append the url with /robots. txt, save the file, and then build the
output.

4r Build output

User-agent:
Disallow:

[Finished in ©.3s]

There seems to be a file that is not allowed to be crawled. Let's navigate to the location in our Python
script.

e Changetheurltohttp://natas3.natas.labs.overthewire.org/s3cr3t, save the file,
and then build the output.
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File Edit Selection Find View Goto Tools Project Preferences Help

L re

url = "http:
r = requests.get(url, auth ('n aDtwd70GrD14'))
content

print content

DTD HTML

ml

[Finlshed in ©.4s]
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B 8uild output - Sul

Build output - Sublime Text (UNREGISTERED)

Edit Selection Find View Got preferences Help

Index of

Index of /s3

f N;0=D
Last modified

L] Une 14, Column 9

Here is mine showing the new users.txt file.

e Changetheurltohttp://natas3.natas.labs.overthewire.org/s3cr3t/users. txt,
save the file, and then build the output.

A1 4 Build o Buil
natas4 RkWmpt9Qr7xrR5j

t reguests [Finished in 0.5s]
re
url = 'http
r = requests.
content = r.text

It content

B ~/Desktop/natas/natas. 23:56 ||, Cyber Range Stud:

B8 /Desktop/natas/natas3-4.py - Sublime Text (UNREGISTERED)

File Edit Selection Find View Goto Tools Project Preferences Help
Build output

natas4:tK0cJIbzM41Ts8hbCmzn5Zr4434fGZQm

[Finished in 368ms]

Here is the end of task 5.
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e Mozilla Firefox '
B OverThewire: Nata X | natasd4.natas.labs.overt X | http://natas2.natas.lab X | http:y//natasl.natas.lab X | http://natas0.natas.lab X @ NewTab x +
€ C o i overthewire.org w @0 mno~e =

NATAS4
s SusmIT
Access disallowed. You are visiting from "* while authorized

users should come only from
"http://natas5.natas.labs.overthewire.org/"
Refresh page

Here is after | logged into the natas4 webpage.
Task 6: Python Programming Natas 4-5

As completed in previous tasks we want to change the Python code to match our new parameters.

OU901swEZ"))
content = r.text

print content

e Using the CTRL+SHIFT+S, save the file as natas4-5.py and then build the output.

Access disallowed. You are visiting from "" while authorized users should come only
from "http://natas5.natas.labs.overthewire.org/"

href="index.php">Refresh page

aun

This looks like a header issue. We know this because the site is referring to us visiting from “” which is
null. This means we are missing a referrer in our header. We could fire up BurpSuite and capture the
request and then change the header; however, this is not very efficient and we are already set up in
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Python. According to https://2.python-requests.org/en/master/user/quickstart/#custom-headers we
can just add a header request into our script.

S

url = 'https://api.github.com/
*I headers = {'user-agent': ‘my-app

>>> r = requests.get(url,| headers=headers

source:https://2.python-requests.org/en/master/user/quickstart/#custom-headers

We need a referer header and it needs to come from the specified location.

® Inthe natas4-5.py file, add headers = {'Referer’
'http://natas5.natas.labs.overthewire.org/"'} as show in the screenshot below.

® Next,add , headers = headers inside the parentheses as show in the screenshot below,
save the file, then build the output.

4

headers = {'Referer’' : 'htt na thewire.org/
url = 'htt 4.na
url, auth =('na u tg (rR5] 5 ) : s = headers )

content = r.text

nt content

"stylesheet" type="text/css" href="http://natas.labs.overthewire.org/css/

stylesheet" hr 'http://natas.labs.overthewire.org/css/jquery-ui.css" />

"stylesheet" href="http://natas.labs.overthewire.org/css/wechall.css" /=
http://natas.labs.overthewire.org/js/jquery-1.9.1.js" >
http://natas.labs.overthewire.org/js/jquery-ui.js

S ttp://natas.labs.overthewire. oro/]s/uechall data.
htt //natas labs.overthewire. o'g/]s/uechall js
r wechallinfo = { "level": "patas4", "pa
Impt9Qr7XrR5jWRkgOUSO1SWEZ" };

j="viewsource"><a href="index.php">Refresh pages<

[Finished in 0.3s]
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=] /Desktop/natas/natas4-5.py - Sublime Text (UNREGISTERED)

Find View Goto Tools Project Preferences Help

¥ 4> Bulld output

Access granted. The password for natas5 is
ZONsrtIkJoKALBCLiSeqFfcRN82Au20D

index.php">Refresh

22 [Finished in 344ms]

Here are my above steps completed with changing the code in the script and building it out to show the
password for natas5.

Let’s narrow this script down even more.

e Inthe natas4-5.py file, comment out print content by adding # before it. This means when
we build the output, this command will be ignored.

® Addprint re.findall('The password for natas5 is (.*)', content) [0]
below this comment. See image below.

® Save the script as natas5-6.py and then build the output.

headers )

content = r.text

print re.findall('The d for na is (.*)', content) [0]

hd 4F Build output

1X6I0TmpN7AYOQC
[Finished in 1.5s]

And there we have it! The password for natas5.

ZONsrtlkJoKALBCLi5eqFfcRN82Au20D is the password.
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Task 7: Python Programming Natas 5-6

As completed in previous tasks, we want to change the Python code to match our new parameters. We
also want to comment out the line 16 the print re.findall... and the headers on line 6. We then
want to delete the # (comment) on the print content. We wanttoadda) # online 10. There area
lot of changes in this script, so they are shown in the red boxes in the screenshot below. The # is called

commenting out and can be used for quick changes in the code. Make sure you save the file after
making all the edits.

Lak
r = requests auth =('ne | 0fmpN7AYO balvicHfg'))
content = r.text

print content

e Build the output.

d output Build output

are not logged in

[Finished in 0.4s]
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[Desktopinatas/natass-6.py - Sublime Text (UNREGISTERED)

18 [Fin 1

Here is after | built the output and it said access disallowed.

According to the output, we do not have access to the page. This means that the page is using cookies.
Again we could use Burp Suite to capture a request and look at the cookies; however, we can do a quick
check with r.cookies. Take a look at this site for more details on writing Python code and cookies:
https://2.python-requests.org/en/master/user/quickstart/t#cookies

® Inthe natas5-6.py file, add print (r.cookies), save the file, and then build the output. See

image below.

t requests
t re

url = "httg erthewire.org

r = requests.get{url, auth =('nat

OfmpN pbalvlcHfg'))

content = r.text
print content

print (r.cookies)
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A

iatas
[Finished in 8.3s]

It appears that the cookie name is loggedin and it currently =0. It looks like all we need to do is add a
cookie named loggedin and set the value to 1. In the natas5-6.py file, do the following:

Comment out print (r.cookies).

Add cookies = {'loggedin' : '1'} underthe url.

Edit the r = requests.get function call by adding in cookies=cookies after url, and exactly as
shown in the below image.

Add r.cookies = ['loggedin'] underr =requests.get... line 13 in the image below.
Comment out print content.

Uncomment the print re.findall line and change natas5 to natasé6.

add </div> after the (/*) in the print function

Save the file and then build the output.

requests

r = requests.get{url, ¢ s=cookies, auth =('natas5', 'iX6I0fmpN7AYOQGPwtn3fXpbalVlcHfg'))

r.cookies = ['loggedin']

content = r.text

print re.findall({'The password for natasé is (. v=", content) [@]

There we have it, the level six password.

aGoY4q2Dc6MgDg4ol4YtoKtyAgOPeHal
[Finished in @. 35ﬂ
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. o

- Cyber Range Stud

B Build output - Sublime Text (UNREGISTERED)
File Edit Selection Find View Goto Tools Project Preferences Help
v 4ap Build output

1 |rmvEur~|mPTqR mvvAOT2EfXR6UQgGR
[Finished in

13 | dall('The for n is (.*)</div>', content) [8]

Here it is built out to show the next password.

fOIVEOMDtPTgRhgmmvvAOt2EfXR6UQgR is the password | got for natasé.
In this lesson, we learned how to set up and use Sublime Text, and how to use Python to parse

information from a web application. In the process, we gained access to a site by changing the referrer
and we also discovered a cookie session name and modified the cookie to gain access.
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