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In cyber security, data and system protection is dependent on the correct understanding of concepts and processes. Two of the most essential concepts are the CIA Triad that outlines the goals of information security and the distinction between authentication and authorization that determines how system access is controlled. The two concepts jointly form the basis upon which a secure digital landscape is in place.

CIA Triad contains three main concepts, which include confidentiality, integrity, and availability. Confidentiality ensures that the sensitive data is accessible only to the authorized individuals who need to view it and assists in preventing unauthorized disclosure from taking place. Integrity deals with data accuracy and reliability, ensuring that information has not been tampered with by error or through malicious intentions. Availability makes data and systems accessible to authorized users when required, and there are no interruptions that will impact business or personal tasks. These three pillars together make data secure, reliable, and accessible.

Whereas the CIA Triad defines what needs to be protected, access control defines how it is protected. Two terms consistently confused in the process are authentication and authorization. Authentication is the act of verifying identity essentially ensuring a user is who they claim to be. Passwords, tokens, or biometrics are all standard practice (Washington University, St Luis). Authorization follows authentication and dictates what resources or actions an authenticated user is allowed to use. Essentially, authentication provides the answer to the question, Who are you?

While authorization yields the answer, What are you allowed to do? The difference is illustrated by an analogy. When a user logs on to a company system with a username and password, he or she is being authenticated. After getting in, if the user attempts to read very confidential payroll files, the system checks whether the user has the right role to read them. If not, access will be refused.

This task checking whether the user has permission to do something is authorization. Both tasks are necessary for security, but for different reasons. Overall, the CIA Triad provides a model for understanding the goals of information security in terms of confidentiality, integrity, and availability. Authentication and authorization, on the other hand, work together in the management of access by first establishing identity, then allowing or denying authorizations. Through the application of these principles and processes, organizations can create stronger protection for data and systems, and security and usability will not be sacrificed.
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