Article Review 2: Human Behavior and Phishing Attacks

The article “Which Factors Predict Susceptibility to Phishing? An Empirical Study”
by Ribeiro, Guedes, and Cardoso (2024) examines how human behavior influences
the likelihood of becoming a victim of phishing attacks. This topic relates to social
science because it focuses on people’s decisions, online activities, and how
psychological factors affect cybersecurity.

The researchers wanted to understand whether characteristics such as age, gender,
education, technology skills, and online behavior could predict someone’s
vulnerability to phishing. They also examined whether people’s confidence in
identifying suspicious emails affected their chances of falling for scams.

The study used quantitative research methods by collecting information from 449
participants through an online survey. Participants were shown legitimate and
phishing emails and asked whether they would click the links. The researchers
analyzed the responses using statistical methods to identify relationships between
individual characteristics and phishing susceptibility.

One important finding was that age and gender were not significant predictors of
phishing susceptibility. However, individuals who felt more confident in their ability
to recognize phishing emails were less likely to fall for them. This suggests that
psychological factors and online habits are important when studying cybersecurity.

This article connects to the human-centered cybersecurity concepts discussed in
Module 7. In class, we learned that cybersecurity is not just about technology but
also about understanding human behavior. The study supports this idea by showing
how people’s decisions and confidence can influence online security.

The research also raises concerns about marginalized and vulnerable populations.
People who have limited access to cybersecurity education or digital resources may
face additional challenges when identifying online threats. Although the study did
not directly establish these inequalities, its findings suggest that cybersecurity
education should be accessible to people from different backgrounds.

Overall, I believe this study makes an important contribution to society because it
helps explain why people may become victims of phishing attacks. Understanding
these behaviors can help organizations develop better cybersecurity awareness
programs. In my opinion, educating people and improving their confidence in
recognizing suspicious emails are important steps toward creating a safer online
environment.
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