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Asymmetric (Public-Key) Symmetry
Part 1: Answering Questions about encryption

1. A separate public and private key are required for online communications between
people because if not, the messages can be easily decrypted.

2. The main difference between symmetric and asymmetric cryptography is what keys
are used. In symmetric cryptography, one single key is used to both encrypt and
decrypt communications. In asymmetric cryptography, two separate keys, public and
private, are used to encrypt and decrypt communications respectively.

3. A person’s public key can be shared by placing it in a public space, for example a
social media account or a website.

4. Signing a message means that the message was initially written by a person and was
not changed.

5. The algorithm that is used most to encrypt messages is the RSA (Rivest-Shamir-

Adleman) algorithm.

Part 2: Practice with Keys
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BEGIN PGP PUBLIC KEY BLOCK
Version: Keybase OpenPGP v1.8.8
Comment: https://keybase.iofcrypto

*0BEY2xCcgEEAMMIcxiM/ ySWeLyINg T JUBFF2MUrZpl KSASbUnihHoxhvesa8DCdQ
RvTLSTdv@OmvatydlL jeGgsorrGgvKHYwxYWaovThbetQQLz+tCIxkrxdEJpsGxQbo
5181pmiRnx4PtQ1TRal22AJul6DelUl cXlyzpxE jVybE3S6uGoDpu7ck]l ABEBAAHN
H8J1bm55IFNtaXRoIDxub3RyZWFsQGVEYW1sLmNvbT7CrQQTAQoAFWUCY 2xCcglb
LwMLCQcDFQoIAh4BAheAAACIEIR34dBvTze@5T8EALXuIBulqxxSZANpgZ93Zxqt
OVYXMug21AgWPYNoYuxSYJ13NGda08ntdwpx59z2 L WgdgqgjbvPkayehlTsKdN/m13
C/SULCs11iQZ38UwCUIpQIKg+e+ZebkWQATSDME00bdw2n9GOWWDmbKRvdk1ht Tx
G73p2Pi5eC2QezlLgPKA2700EY2xCcgEEALQEE+YUBI3RWCPz@eHFAZ+vF0)sk/v9
rYT98gU7eWQNY TvwDRQ+ Imwn1pX7k08xHh /Sr5bXNOFIIPpnGq7IKYeXalyMR2F3
nV1cQ9HDMAAwZmE+nbKbnWmwKN14gulNygBWYTmSjOwdNcwxLtokd7rU/ LuDEtdH
+1.5zNZVgREpPABEBAAHCWIMEGAEKAASFAMNSQnIFCQ8InAACGYy4AqAkQ1HFhOGY/
N7SdIAQZAQoABEUCY2xCcgAKCRATISTE61tt1XTzA/92xTiXg@Iut@sQOLBLjSvt
p6TZgsnDbTd@7kial TaB3E+j7gFw/KQHf3mEiT6LES3gyCvAGIGYU/6P7GewEZz]8
¥ pBOD8Uzak4UdWBVwxOvIOR6eN+03eMsUSAEQ7 z0K I IDxx007Hg3 /GalIlmIjoWb
baCmTS1qzgD08FKUgQSKpVtHBACeTKsAISnX0bLmP sCMYvX+VGNwae3zeP93k3TM
KxzOwHdRcwnnfVeYTHCACt+TFgp7YqlmIPByTBjP29REUVISIvCaEUeil 7868bpmh
k66dsrZBmcoyVyS5VHGIxmhnk0+ZuE3hX1CGHWZVmb5vS6YdCRWj1kVkPn6UsT25T
sEr8U86NBGNsQnIBBADHtYySFG+BGzIMLCO@] /NxonQlgyUCndjpPmI3ZSyLj+V5
SuFJBTMY1GARcsdSkQX4j/1UdHgbjNhEk+weTHTFwSGRA92n / S6Ffobmol TXdkPv
AE100GpEti11g7dGG7gyYgH7IPtdYI11Tel RkxX5IbdHwYXu56TMs1IF5x0/azQAR
AQABwsCDBBgBCgAPBQJjbEJyBQkPCZwAAhsuAKglEJR34dBvfzednSAEGQEKAAYF
AmNsQnIACgkQx61i7IWF/QVUzwwQAkPIZ1amfelCbZUuNdTourgkBXy9tSwvTTA3s
4bl 8bazSRD6Vbxgs6z77ZmzdLuefI3UmAGUDLW ] JITOX514K/RE8/ao+tIHnGpmEjG
ViMCMdBGMCoXRzY615/YAIzRD3gQrZ7 jDvimt7s6725TixRQC7an+whd4523elJu
RXuXYP1WbwQAlwISE1YXYwSWgZPApep7XTpOVL6KGFuNQZUFYBHkTyfJAmThPieT
NPBEDFGV+QSnDT/71jst48hgWmFEz6nihvD6IwNjihrnQ+pBK+yEH3LPLR1HEpP]7
bWtxbkf3RswwxD2huEEHs1QQagCZzLuDM3eqA8Bab6AhMXo8TugARSBE=

=YVNS

7. The keys are both .asc files
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8. Without a passphrase, almost anyone can use the key, so the purpose of the

passphrase is to only allow people that know the passphrase to access the keys.

Part 3: Using a real email to send an encrypted message

Primary Name Email Status Key serve Signatures
Vv Joey Navarrete joeynav1107@gmail.com @ valid ® synchronized 1 >
The key data on the Mailvelope key server is up to date. Remove all user IDs
|(ey details Main Key 6B2B646783837AL6
Status @ valid Key ID 6B2B6L6783837A4LG
Created 1/09/2022 Algorithm RSA (Encrypt or Sign)
Expires never Change Length 4096
PGP Fingerprint 1B27 9BEA 534E ACBF 233B 1C6B 6B2B 6467 8383 7ALS

Password = eesresee Change
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10. Email: joeynav1107@gmail.com

xsFNBGNsT4gBEADNiHsV1cM6jfz+PTpdNU3KePnpoBvQKctujlVZ+rmOoX1/
NgYT1l/KcHRCWIhKd4aG3rl97iRKVzof1WFfIPANSWGq2505Tee+HZBT7 /89T
xCY1vhpHzKp9B93ZwlS5tCOLICb4vZSthfXTMANOsvw7hlNeBetXM+ediqitd
6g1eUb3IKMWsb3qGrvassz 14VY1MAT00pgCwaChVEKIWY L IggsOMZ ci9TGFNC
EjzbvIRWIdrjbdgKlpogtdT8Kv+HZPobpuMvSclt7jFhSqFyNIUkbgpmhRab
vkZ78P5FS6p18CQ8NVyYrdY+oxnf++],/kilv+PVEt8EGLBzLi08sImvbvuBGUP
pe82CKcDXzJZ5YkiVimLIPwbLxAKufpz+KNTn719PwIRNIMARGgq6KgENUNh
M50BzDUYy15uJCSk3QzI2DK2iDMrqNdMTENFSEEIRgI§qmF6ItUYSUGOARB
toeEcD6VBolBUB17Is8dI0wSgeEjTp07d/ple9pSj7sbYmuhFO@BOWS /ESZs
ANYdnFDy3y62Dj4UBEIBEAZWKL76U/Vize7hsT2M1zbSEdHOAAT saZ610yBU
P@274VKYa9aEqt7BaCk/p3gQHU%ewgxYo9geULLyrEvLs15@0qAn7EKOKBh /9
BBr+d4hhEnpS70@s+6yiqiEQtz2mvv3ofBYCFQARAQABZzSZKb2VSIEShdmFy
cmV@ZSA8am91leWShdjExMDAAZ21haWwuY29tPsLBAQQQAQeAHWUCY 2xP1AYL
CQcIAWIEFQgKAgMWAEECGOECGWMCHEEACEkQaytkZ40Dekb8nhAALIQ/UGTZS
HTpezMNkJHBTHIxqoV3Ft+S15J+AR1i5FbVz5rKIfLBFNITO+YBwTy70uCSL
RLKOtYmsiDGKQAihnOVHQ6cq7KOD63QtCelgCn@+QuCfz0feBOEdWcbVYwxt
dmAqGrzXYxVeshqcYiBHruCjKwcTOOFpMc 7XTw7tBsTDPhQCv1NzxbUAPFr9
ESzTzXQpdgEUr/4ec8VasPHjitFE7d5EviwzOMNkZc1lo6QyEmuoiyCWmrCh
sqyAsuGOC1Bk2glgG7 gekDEZnw290Zgn+7jdn/MtrV5ZXZK1Q9wISUIz3Z7v
+L/136yJ768MspyVZdPoizXb7I0uSvC8@BxMOt+ywQBl+k2Kf17zmnHEBHBI
pdbX3hFoCyw39F+1PIVEChGTCKSWI IIKKBs1+kYQcyjUhxKAE+BVBSmCStuz
3YDCgUnbkHNz1400pTPIWG1i6vrdfsh24TvLQ92GB+iMHINxYwN2LX/0QE7 /
7Ej97G6NXp6vNgIRX6w1gQIbIPn6ndArpMLAMIF1+RPYBsu2VIzBckDnMmCX
m208X751X4tIfGMmgUySM+DdkD7kAsow7yUVvrYI+cS8+nGoQiH+gxh/z7Ws
A40UXABv7QeFhBUnETDVW+WiBVAep56ndy8roUX15ux22+8pp79sqsOrawylg
dSYhYwCOESAQo9nOwUBEY 2xPiAEQALW8UarSDpq@ZNw8TsjEpoxNLhz6YmS /
AWXDNpc2x3nwREVmI@7uBBINXfVolRMQdUB1QUpULEMudCkAmdIXUVZIXzvTz
i1TqUXtGtBeUDB6iW85KurA3dxgckSSFE1E+ErThkaoIMtQnIbGmmkFEulgp
axLyRkC/cI1vZ6TXuROORAL11jKH3X3651Qg01bszpZ APwqGe /PSHrZ0g78m
e+TCFWRVoP2FYw/R1/MFDAYMYn2NrhS6xWHI / gBIBAxUTGCLEMT JEAwy rSwY
qkBL3HSd3S8uIloCRhFzLrDel GESPP37cX8131QMhEL1OG2LbIsadTqFmduuii
¥Stuo9Bol1ZN2FEBXNzINs1LZmgMIQbJEYuiABOLpbcbOo70D9SLRwya3k9uo
xrytF@CgpCBI6p/4EFAckZMMI9A0sefHNt7jBVhGlez TI4a8fDsAB1lxr55y9
vGJs9aXA9NPPSGADBp /Y6HrXBdTAU+NXVPMI /Xadccoj F50Dcx 1HHWy 1wlS8
WYYWYBB6G/LUoTBiFd1CS+c5bk@8xihgUAWQ51ftXZ7nvzxCwHCmIIOY80nq
1vHscCEVBBUABPEYY1/n7J1SFpylTDazhC/iMVWhfpxMgyofES5e54MnNKUhr
yhwnXG1lvl/JLEt@vSQWLIQEEiQHvOShNelWMhNCdFfAERRNIEeu/ABEBAAHC
WVBEGAETAAKFAMNS TAgCGuwACgkQaytkZ40DekZESwW/ /QV611/KAbmd c6NQL
TEC9sAs6chXIChexQ5QUB4sUMGk1D8kuVc3pL25Cxc91Egyp5ARhXarURyzb
mrP6uRyg7xRDknT1RRcrXbgMawkLYRX+DalgpArCa94TN3We9kD5TKL rHaUE
Bo/1TmVFX8ArkQkFyvO6apymusUxsoY4MncSTLNA /466xZzEtXNITuggbT+V
traEVi2CLgTCLOSp3t4q2 ILz65VIkSIDPgULLWTMZq2y3eXDdVTrbHVinil
ZbAfnp2sU4H+rtCzwdZtno/1YW13H/AQI5sQgD8HANA+/DsloDcrPA4BLLQA
fULGW/wzkajuS45MwW7@dXabEvGcUkEsBp7+Y1HT1/+NMKQYWTBA3IMT TbuFG
g5aYFPRGczLz@XPZEt /NwimKv4ZZGACMsHbcHCSWCS7W2R /vrLDKY12CWgqp
1vphE20LCR6s5aqivM4Z1G7akxWkzB6HMkBZzEYGZhomu+gCaIVUyNUp7X4GV
NzmZb53PEciSkoH7GLbs8cVp@tOW1YK301+TX+B2 /4ZfS6nPABUrBpFsub7v
A41/FbZ3KFMMXL5/ cY+StyNxCIZg8NdTuEBLXIFulbthWMVemkfWhpuMaI3EX
poaaev7FF+nbmPgiNJuakl /uZ5+87ji+wmGAQmXTxtyScQIwvLHNcd7pSpeT8
SeoQSLB=

=024n

————— FND PGP PLIRI TC KFY BIOCK-----
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11.

Key Verification Pending

Vl The following PGP public key has been successfully submitted to the directory:

Joey Navarrete

P OxB3837A46

#: 1B27 9BEA 534E ACBF 233B
1CEB 6B2E 6467 5383 TA45

> joeynav1107@gmail.com

~ 0 signatures from other users

The email addresses on this key must now be verified.

A verification email should arrive shortly to verify that you own the email address on
this key. You must follow the instructions in this email to complete the
verification process and publish your key.

A verification email has been sent to the following address:

Joey Navarrete<joeynav1107@gmail.com=

_( Done ]\

12. I kept on trying to import the public key, but I would encounter an error saying,
“Invalid no valid key text found.” I also tried to send you an email with the public

key, but it would never go through. The best I can do is the image below.
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|search Results

Search again

-\g \ Name or Email v H is hd | |Rud Graham | ( Sean:h)

Name Email Address Download

Rod Graham [ roderickshawngraham@gmail.com 0

7\ keyOx578D7A28ADC24BBE (4) - Notepad - O X

File Edit Format View Help
Version: PGP Universal 3.4.2 (Build 10531)

JANQR1DGWUBEYXX@CAEQAMEYUbI8VT+aTKPCXe22xJICBezoIoakA7WTqtQsTBkne
1xK3rJ1DZotWFFTmnklobhvQHhejXrs2dew3TdCEL6PLYhcThWFoGOolwL+jtfj1
BXFnmg8wySHNY jk2YKxZWbEROjUtktKZrzugeYl1lz JwFNMEX9e8aEyMRE91RFHr
$X30zazqNO0+79@3cpmHCb4F1suXLtgebuypMohcIslvtobiqegdlkalCQsPOXjP]
gmmI4RGME2ITgLn+gAHHavVNDI56Ns1ywdtwvacVCYqD5KizcDLm9jzoM1y2X0NgT
pSDfaglqiWjtz2vafIy64s0qPeg6VQaz5tePVEKINpVASjI3wbC1RTOK/ZIhAXUL
SECT81UMATU4qlMK6YytgOVv5FIIrZz1IkSsDsSEULe+XJ@yi1bPHUOTTZyS5bNESQgb
BriLw/oprstonQx3xvdI2w3ThevIXezyYAIsbnkQstCshbdpI1iNmrhdapPn8lHva2
2Qj59cMmniNkZcmL8pVIDKTs JUECNKTV51vpkI+dIgDog0Ivxa8Qv1x28TOFDDPL
dr1auQCx/sQloWLtkCmTABKLY6QtLN5NA41caadplpMUGel1eP592XjnUwSricST
tkwX5Z3Jou7yuOMxI74MgoYHy5059tp/hiRcego30k5GGNCAYRTI47EY4dS1ssVZ
ABEBAAHNK1IVZCBHcmFoYWegPHIVZGVyalNrc2hhd25nemFoYW1AZ21hakwuy29t
PsLBAQQQAQEAHWUCYXXOCAYLCQCTAWT EFQEKAEMWAEECGQE CGWMCHEEACEKQVA16
KK3CS74P1BAAP3u00TgAfA091ray7WRFzTOIsEk/KpZyukBOONRUTXD1LSgT JKEL
QOC5eRVTH6aWzNh5vqWWBKURGEEr6jXCSUVYUPSWYCMMr5yoYSskY2u+Ez02b+k]js
eDzkBFNNVXv+BoENV/QnLM1735eLKt6yo97V]fNeHPLAFK7Bht SGXXd6EFOMRKYT
XKaMfnE/OejCiev1ILPVZHGUTM+x8xUlWBoaQMyWguludjW260qBz jKiGXthvxrz
xWD/b8ba@+guWvv+vXedcVyXHWYHTU9/ f jMybSkGKH1 L shZwiiu9uot/1QuBvWWMT
mVRikuvjP5M+YwloC38zog5BcgXChnrs51BU67951YLaQ3ssny2gxQhjbskwMjbD2
UBP@jCwWNAUd79/eLt6KukC THbAF8tzoGEKP+MFJaj55LSHF8IMNqQQygXBXBQOBS
ezG2wk4RpS5y2bUuhcGayqltbEn/1S02138hayYX0CbtPLbDYyRzrAQy/cR7H74uC1H
WFieFAwi@adG1lowwkluICDYXT7rwlQ5sk17z989/9eXNPdpUX+ykFZUgBemEZ+cC
G3Ko5CRRE35nnZobs5p7A18hCx3T2r Iwyy4A1hKdio8QzrsHEsaUm7omB3AMEs jH
tIOW+INXSGrXISp6cx8TT5INX1FDoVFxxnlz8D6tRVkezkIY755A0QWIASIEEAET
AAWFAMNrzUEFAWASAQAACEKQ1XCAMBpXrXzoiwf8CSqB/Z+DKDNUQlaCMVt1fBwx
GFb/sEFu5sz1lrxcc2RuctbPP+Jz6+udF1XYc5PXD6GjBchaldsba3vnEZUtbUCRUS v

Ln 1, Cal 1 100%  Unix (LF) UTF-8

13. For a cybersecurity professional, the biggest benefit of asymmetric cryptography is

the increase in data security. Since a person will never have to reveal their private

key, along with having a passphrase, it is one of the most secure ways that data can
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be protected. Another advantage of using asymmetric cryptography is that keys don’t
need to be exchanged.

Using asymmetric cryptography also allows the person that is receiving the message
to verify its origin. Someone who is a cybersecurity professional may be trying to
send data to another source, and with it being encrypted asymmetrically, they should
not have to worry about anyone gaining access to that data except for the person that

is receiving the data.



