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Asymmetric (Public-Key) Symmetry 

Part 1: Answering Questions about encryption 

1.  A separate public and private key are required for online communications between 

people because if not, the messages can be easily decrypted. 

2. The main difference between symmetric and asymmetric cryptography is what keys 

are used. In symmetric cryptography, one single key is used to both encrypt and 

decrypt communications. In asymmetric cryptography, two separate keys, public and 

private, are used to encrypt and decrypt communications respectively. 

3. A person’s public key can be shared by placing it in a public space, for example a 

social media account or a website. 

4. Signing a message means that the message was initially written by a person and was 

not changed.  

5. The algorithm that is used most to encrypt messages is the RSA (Rivest-Shamir-

Adleman) algorithm.  

 

Part 2: Practice with Keys 
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6.  

7. The keys are both .asc files 
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8. Without a passphrase, almost anyone can use the key, so the purpose of the 

passphrase is to only allow people that know the passphrase to access the keys.  

Part 3: Using a real email to send an encrypted message 

9.  
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10.  
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11.  

 

12. I kept on trying to import the public key, but I would encounter an error saying, 

“Invalid no valid key text found.” I also tried to send you an email with the public 

key, but it would never go through.  The best I can do is the image below.  
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13. For a cybersecurity professional, the biggest benefit of asymmetric cryptography is 

the increase in data security. Since a person will never have to reveal their private 

key, along with having a passphrase, it is one of the most secure ways that data can 
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be protected. Another advantage of using asymmetric cryptography is that keys don’t 

need to be exchanged.  

Using asymmetric cryptography also allows the person that is receiving the message 

to verify its origin. Someone who is a cybersecurity professional may be trying to 

send data to another source, and with it being encrypted asymmetrically, they should 

not have to worry about anyone gaining access to that data except for the person that 

is receiving the data.  

 


