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Task A

1. How many packets are displayed? How many total?

138 57./4193/669 192.168.217, 192.168.217.2 DNS 95 Standara query Bxaut/ A CONtent-signature-Z.cdn.mozilla.net
119 57.741956900 192,1634217.3 192.168.217.2 DNS 95 Standard query ©x6f85 AAAA content-signature-2.cdn.mozilla.net
120 57.743420000 192.168.217.2 192.168.217.3 DNS 54 Standard query response 8x4967 Refused

121 57.743427560 192.168.217.2 192.168.217.3 DNS 54 Standard query response 8x6f85 Refused

122 58.106327300 192.168.217.3 192.168.217.2 DNS 88 Standard query @xa2e5 A contile.services.mozilla.com

123 58.106865600 192.168.217.3 192.168.217.2 DNS 88 Standard query ©x41c2 AAAA contile.services.mozilla.com
124 58.108113300 192.168.217.2 192.168.217.3 DNS 54 Standard query response 8xa2e5 Refused

125 58.168126760 192.168.217.2 192.168.217.3 DNS 54 Standard query response 8x4ic2 Refused

126 58.422198000 192.168.217.3 192.168.217.2 DNS 87 Standard query ©x7691 A safebrowsing.googleapis.com

127 58.422218700 192.168.217.3 192.168.217.2 DNS 87 Standard query 6x6e40 AAAA safebrowsing.googleapis.com

128 58.428400000 192.168.217.2 192.168.217.3 DNS 54 Standard query response 0x7691 Refused

129 58.428407400 192.168.217.2 192.168.217.3 DNS 54 Standard query response 0x6e40 Refused

130 58.653228000 192.168.217.3 192.168.217.2 DNS 79 Standard query ©x489a A spocs.getpocket .com

131 58.653252100 192.168.217.3 192.168.217.2 DNS 79 Standard query 8x76b8 AAAA spocs.getpocket.com

132 58.655511460 192.168.217.2 192.168.217.3 DNS 54 Standard query response 8x489a Refused

133 58.655519000 192.168.217.2 192.168.217.3 DNS 54 Standard query response 8x76bs Refused

134 59.988026500 192.168.217.3 192.168.217.2 DNS 85 Standard query @x6ab3 A push.services.mozilla.com

135 59.988047800 192.168.217.3 192.168.217.2 DNS 85 Standard query ©xa@dl AAAA push.services.mozilla.com

136 59.990160700 192.168.217.2 192.168.217.3 DNS 54 Standard query response 8x6ab3 Refused

137 59.990168200 192.168.217.2 192.168.217.3 DNS 54 standard query response 8xa@dl Refused

A total of 137 packets were captured, all packets being displayed
2. Filter with ICMP, repeat 1

49 18.925899909  192,168.217.3 192.158.18.18 1che 98 ECNO (pINg) request 1d=Bxtean, sans 19/4864, TLL=64 (reply in 41)
4118.027299000 192.168.16.18 192.168.217.3 cHp 98 Echo (ping) reply ttl=63 (request in 40)
42 19.028017760 192.168.217.3 192.168.10.18 cHe 98 Echo (ping) request ttl=64 (reply in 43)
43 19.029935860 192.168.16.18 192.168.217.3 cHP 98 Echo (ping) reply tt1=63 (request in 42)
44 20.029652100 192.168.217.3 192.168.10.18 1cHP 98 Echo (ping) reguest id= ox6eab, tt1=64 (reply in 45)
45 26.031789860 192.168.16.18 192.168.217.3 cHe 98 Echo (ping) reply x6eab, 3 (request in 44)
46 21.031146100 192.168.217.3 192.168.10.18 IcHP 98 Echo (ping) request x6eab, 4 (reply in 47)
47 21.034591800 192.168.10.18 192.168.217.3 cHp 98 Echo (ping) reply x6eab, 3 (request in 46)
48 22.033143300 192.168.217.3 192.168.10.18 cup 98 Echo (ping) request xGeab, 4 (reply in 49)
49 22.035251560 192.168.16.18 192.168.217.3 cHe 98 Echo (ping) reply xGeab, 3 (request in 48)
56 23.033825560 192.168.217.3 192.168.16.18 cHp 98 Echo (ping) request x6eab, 4 (reply in 51)
5123.035981860 192.168.16.18 192.168.217.3 1cHP 98 Echo (ping) reply d=exGeab, tt1=63 (request in 50)
52 24.035438960 192.168.217.3 192.168.16.18 cHe 98 Echo (ping) request xGeab, 4 (reply in 53)
53 24.037994500 192.168,10.18 192.168.217.3 1cHp 98 Echo (ping) reply x6eab, 3 (request in 52)
54 25.037360900 192.168.217.3 192.168.10.18 ICHP 98 Echo (ping) request x6eab, 4 (reply in 55)
55 25.039560100 192.168.10.18 192.168.217.3 ICHP 98 Echo (ping) reply 3 (request in 54)
56 26.039085100 192.168.217.3 192.168.10.18 cHp 98 Echo (ping) request 4 (reply in 57)
57 26.040721960 192.168.16.18 192.168.217.3 cHp 98 Echo (ping) reply 3 (request in 56)
58 27.041123200 192.168.217.3 192.168.16.18 cHp 98 Echo (ping) request =64 (reply in 59)
59 27.043995900 192.168.10.18 192.168.217.3 cHP 98 Echo (ping) reply (request in 58)

Fllterlng to only ICMP packets, out of 137 captured packets only 59 are displayed
3. Select an Echo (replay) message from the list. What are the source and destination IPs of this
packet? What are the sequence number and the size of the data? What is the response time?

40 18.025899900 192.168.217.3 192.168.10.18 rcn“"_ﬁ—_rv 08 ECho (ping) request 10-0x6eab, seq-10/4864, LLL=64 (reply in 41)
41 18.027299000 192.168.10. 192.168.217.3 98 Echo (ping) reply
42 19.028017700 192.168.217. 192.168.10.18 98 Echo (ping) request
43 19029935800 192.168.10, 192,168.217.3 98 Echo (ping) reply (request in 42)
44 20.029652100 192.168.217. 192.168.10.18 98 Echo (ping) request s (reply in 45)
45 20.031789800 192.168.10. 192.168.217.3 98 Echo (ping) reply 5eq=21/5376, (request in 44)
46 21.031146160 192.168.217. 192.168.16.18 98 Echo (ping) request id= 5eq=22/5632, (reply in 47)
47 21.034591800 192.168.10. 192.168.217.3 98 Echo (ping) reply (request in 46)
48 22.033143300 192.168.217. 192.168.16.18 98 Echo (ping) request , (reply in 49)
49 22.035251500 192.168.10. 192.168.217.3 98 Echo (ping) reply  id=0x6eab, seq ; (request in 48)
50 23.033825500 192.168.217. 192.168.18. 98 Echo (ping) request id=exeab, seq=24/6144, (reply in 51)
51 23.035981800 192.168.16. 192.168.217. 98 Echo (ping) reply id=ex6eab, seq=24/6144, (request in 5@)
52 24.035438900 192.168.217. 192.168.16. 98 Echo (ping) request
53 24.037994500 192.168.10. 192.168.217. 98 Echo (ping) reply
54 25.037360900 192.168.217. 192.168.10. 98 Echo (ping) request
55 25.039580100 192.168.10. 192.168.217. 98 Echo (ping) reply ab, s (request in 54)
56 26.039085100 192.168.217. 192.168.10. 98 Echo (ping) request (reply in 57)
.040721900 .168.16. 192.168.217. 98 Echo (ping) reply  id=6x6eab, (request in 56)
.041123200 .168.217. 192.168.10. (ping) request id=0x6eab, seq: t (reply in 59)
59 27.043995900 192.168.10. 192,168.217. 98 Echo (ping) reply  id=0x6eab, Seq= f (request in 58)

tes captu b erface ethe, ic @8 15 5d 5d 40 57
5d:40 c ft_46:57:27 (80:15:5d:40:57 o 0 3 49 Bb

00 1c 2f
00 00 10 1

Source: 192.168.10.18 Destination: 192.168.217.3lI
Sequence No: 28/7168 Size: 98 bytes
Response time: 58ms
4. Apply “DNS” as a display filter in Wireshark. How many packets are displayed?




118 57,741937000 S 168.217. 95 Standard query 0x4967 A CONtent-signature-2.cdn.mozilla net

119 57.741956900 3§ .168.217. 95 Standard query 6x6f85 AAAA content-signature-2.cdn.mozilla.net
120 57.743420000 V 2.168.217. S 54 Standard query response 6x4967 Refused

121 57.743427500 . . 54 standard query response 8x6f85 Refused

122 58.106327300 3 . S 88 Standard query ©xa2eS A contile.services.mozilla.com

123 58.166805000 .168.217. .168.217. 88 Standard query 6x41c2 AAAA contile.services.mozilla.com
124 58.108113300 .217. .168. s 54 Standard query response Oxaze5 Refused

125 58.108120700 .168.217. . ¥ 54 Standard response Bx41c2 Refused

126 58.422198000 . . . 87 Standard y 6x7691 A safebrowsing.googleapis.com

127 58.422218700 5 2 .16 i 87 Standard 0x6e40 AAAA safebrowsing.googleapis.com

128 58,428400000 .217. .168.217. 54 Standard response Bx7691 Refused

129 58.428407400 192.168.217. .168.217. 54 Standard response ©x6e4@ Refused

136 58.653228000 . ! 79 Standard guery Bxd89a A spocs.getpocket.com

131 58.653252100 192 3 X S 79 Standard query ©x76b8 AAAA spocs.getpocket.com

132 58.655511400 .168.217. .168.217. 54 Standard query response 0x489a Refused

3 58.655519000 192 g 2 s 54 Standard query response 0x76b8 Refused

59.988626500 .168. .168. 85 Standard query @x6ab3 A push.services.mozilla.com
59.988047800 5 .168. 85 Standard query 6xadBdl AAAA push.services.mozilla.com
59.990166760 .168.217.2 6 £ 54 Standard query response 0x6ab3 Refused
59.999168200 .217. .168.217. 54 Standard query response 0xa@d1 Refused

88 bytes captured (764 bits) on interface etho, 80 15 54 46 57 38 00 27 08 @0 45 0O

00:15:5d: 4 27), Dst: M1 oft_40 38 (06 3 06 4a 12 c6 40 09 40 a8 d9 03 co a8 -8-
d9 62 cf 86 00 35 80 ef 81 68 60 01 +1:5:6 3.
00 00 60 60 00 08 07 69 6c 65 08 73 <ieoecoontile-s
65 72 76 69 63 65 73 69 6c 6c 61 03 ervices. mozilla-
63 6f 6d 60 86 61 00

Of the 137 packets, 74 are displayed.
Find a DNS query packet. What is the domain name this host is trying to resolve? What is the
source IP and port number, destination IP and port number? Please express in the format: IP:port.

109 53.650157000 192.108.217.

116 54,973817600 192.168.2
973839100 192.168
.975474400 192
.975482000 192.
.649881800 192
.649903900 192.
.651209900 192
.651217200 192.
.741937000 192.
.741956900 192
.743420000 192.
743427500
.106327300 192.11
.106805000 192
.108113300 192

125 58.108120760 192

126 58.422198000  192.
422218760 192

128 58,428400000 192.

129 58.428407400 192

192.168.217 NS 54 Standard query response BXx76b8 Refused
.168. s Standard query @x54f3 A push.services.mozilla.com
168.217. Standard query 8xb210 AAAA push.services.mozilla.com
.168 Standard query response 9x54f3 Refused
.168.217. Standard query response ©xb210 Refused
.168.217. Standard query 6x1302 A firefox.settings.services.mozilla.com
.168.217. Standard query 8xdS6e AAAA firefox.settings.services.mozilla.com
.168. Standard query response 8x1302 Refused
168.217. 5 Standard query response 8xdS6e Refused
.168. Standard query 8x4967 A content-signature-2.cdn.mozilla.net
.168. S Standard query 8x6f85 AAAA content-signature-2.cdn.mozilla.net
.168.217. Standard query response 8x4967 Refused
.168.217. S Standard query response Bx6f85 Refused
.168.217. Standard query 8xa2e5 A contile.services.mozilla.com
.168.217. 88 Standard query 8x41c2 AAAA contile.services.mozilla.com
.168.217. 54 Standard query response 9xa2e5 Refused
.168. 54 Standard response Oxd1c2 Refused
3 6X7691 A safebrowsing.goog
BX6e40 AAAA safebrowsing.googleapis.com
54 Standard response 8x7691 Refused
54 Standard response 0x6edd Refused

o o Gl i o o o o o o G0 Mo 1o G 6 o N G & |

9 57 38 00 15
s a 48 1 a8 d9 03 co a8 ¢
8.217.3, 1 58.217.2 2 do 4b 00 35 00 35 9e 76 91 01 66 60 3 3
Dst Port: 53 86 60 66 B¢ 73 65 62 72 6f 77 “sveioo8 afebrows
67 6f 6f 67 6170 69 73 63 63  ing-goog leapis-c
1 60 01 om- ..

d

0100 Standard query
1

Authorit
Additi
» Queries

Safebrowsing.googleapis.com

Source — 192.168.217.3:53323

Destination — 192.168.217.2:53

Find the corresponding DNS response to the query you selected at the previous step, and what
is the source IP and port number, destination IP and port number? What is the message replied
from the DNS server?




112 54.975474400 192.168.217.2 192.168.217.3 ONS 54 Standard query response @x54f3 Refused

113 54.975482000 192.168.217.2 192.168.217.3 DNS 54 Standard query response 6xb218 Refused

114 55.649881860 192.168.217.3 192.168.217.2 NS 97 Standard query 0x1302 A firefox.settings.services.mozilla.com
115 55.649903900 192.168.217.3 192.168.217.2 DNS 97 Standard query Oxd56e AAAA firefox.settings.services.mozilla.com
116 55.651209900 192.168.217.2 192.168.217.3 NS 54 Standard query response 8x1302 Refused

117 55.651217200 192.168.217.2 192.168.217.3 ONS 54 Standard query response @xdSte Refused

118 57.741937060 192.168.217.3 192.168.217.2 DNS 95 Standard query 8x4967 A content-signature-2.cdn.mozilla.net

119 57
120 57.

741956900
743420000
121 57.743427500
122 58.106327300
123 58.166805000
124 56.108113300
125 58.108120700
126 58.422198000
127 58.422218760

192.168.217.3
168.217.2
192.168.217.2
192.168.217.3
192.168.217.3
192.168.217.2
192.168.217.2
192.168.217.3
192.168.217.3

. 428400000

152,108.217.2

129 58.428407460
130 58.653228000
131 58.653252100
132 58_655511400

54 bytes on wire
Microsoft

192.168.217.2
192.168.217.3
192.168.217.3
192.168.217.2
1, src 40:57:38
agram Protoco
Doasin Nane System (response)
action ID: 0Xx7691
8105 Standard query r
Answer RRs: O
Authority RRs: ©
Additional RRs: @

[Time: ©

006202000 seco

(432 bits),

192.168.217.2
192.168.217.3
192.168.217.3
192.168.217.2
192.168.217.2
192.168.217.3
192.168.217.3
192.168.217.2
192.168.217.2
192.168.217.3
192.168.217.3
192.168.217.2
192.168.217.2
192.168.217.3
54 bytes
3:15:5d: 40:57 : 31
7.2, Dst

Source —192.168.217.2:53

Destination - 192.168.217.3:53323

Task B

1. Sniff ICMP traffic
a.

ICMP traffic.

191 46.064174108
192 46.864836600
193 46.096758300
194 46.096822800
195 47.865507600
196 47.065913000
197 47.098264900
198 47.098312800
199 48.067479800
200 48.067487400
201 48.108909108
202 48.108955700
203 49.068654400
204 49.069914300
205 49.101230400
206 49.101489500
207 50.070685300
208 50.071499900
209 50.104049300
210 50.104093600

Etherne
Interne
Interne

Source
192.168.217.3
192.168.10.18
192.168.217.3
192.168.10.13
192.168.217.3
192,168.16.18
192.168.217.3
192.168.16.13
192.168.217.3
192.168.10.18
192.168.217.3
192.168

192.168

192.168

192.168.

192.168

192.168.217.3
192.168 19 18
192.168.217.3
192.168.10.13

captured (
Dst

Destination
19.

95
54
54
88
88
54
54
87
87

54
79
79
54

Standard
Standard
standard
Standard
standard
Standard
Standard
Standard
standard

rd
Standard
Standard
Standard
Standard

Protocol
ICHP

query
query
query
query
query
query
query
query
query

6x6785 AMA content-signature-2.cdn.mozilla.net
response 0x4967 Refused

response 0x6f85 Refused

0xa2e5 A contile.services.mozilla.com

6x41c2 AAAA contile.services.mozilla.com
response Oxa2eS Refused

response 6xdic2 Refused

6x7691 A safebrowsing.googleapi

0x6edd AMA safebrowsing.googleapis.com
used

que
query
query
query

response 8x6e46 Refused
0x489a A spocs.getpocket .com
0x76b8 AAMA spocs.getpocket.com

response 9x489a Refused

Length Info
98 Ecl
98 Echo
98 Echo
98 Echo
98 Echo
98 Echo
98 Echo
98 Echo
98 Echo
98 Echo
98 Echo
98 Echo
98 Echo
98 Echo
98 Echo
98 Echo
98 Echo
98 Echo
98 Echo
98 Echo

(p1ng)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)

60 08 00 60 ee 00

request
reply
request
reply
request
reply
request
reply
request
reply
request
reply
request
reply
request
reply
request
reply
request
reply

5d:40:57

This is the filtered list of all active ICMP traffic.

1de ox68ae,

0xbbB2,
id=0xbbs2,
id=ox68ae,
id=0x68ae,
1d=0xbbe2,
id=0xbb82,
id=ex68ae,

$eq=46/11776,
$6q=46/11776,

wq 50/12800,
5€q=50/12800,

5eq=50/12800,

0/12800,

40 57 38 08
0 a8 d9
4 57 IGNSIIEY

Apply proper display or capture filter in Wireshark on Internal Kali VM to show active

ttl=63 (reply in 192
tt .1 (request in 191)
ttl=63 (reply in 194)
tt1=64 (request in 193)
tt (reply in 196)
tt1=64 (request in 195)
tt1=63 (reply in 198)
tt1=64 (request in 197)
tt1=63 (reply in 200)
tt1=64 (request in 199)
tt1=63 (reply in 202)

ttl=64 (request in 205)
tt1=63 (reply in 208)

q )
5eq=51/13056,

Apply a proper display or capture filter on the internal Kali VM that ONLY displays the
ICMP request that originated from the external Kali VM and goes to the Ubuntu 64-bit
VM.



[icmp.type == 8 &8 ip.src == 192.168.217.3 && ip.dst == 192.168.10.18

Destination Protocol Length Info
ICHP

242 58.093156500 192.168.217.3 192.168.16.18 98 Echo (ping) request 1d= 2 E reply in 243)
246 59.089087200 192.168.217.3 192.168.16.18 98 Echo (ping) request id= , tt1=63 (reply in 247)
250 60.091553000 192.168.217.3 192.168.16.18 98 Echo (ping) request id= , tt1=63 (reply in 251)
61.095986800 192.168.217.3 192.168.10.18 98 Echo (ping) request 7 63 (reply in 255)
258 62.095270800 192.168.217.3 192.168.16.18 98 Echo (ping) request 1d=exbbs2, 63 (reply in 259)
262 63.097268800 192.168.217.3 192.168.10.18 ¥ 98 Echo (ping) request 1d=exbbs2, (reply in 263)
266 64.099762400 192.168.217.3 192.168.16.18 98 Echo (ping) request id=( ; 63 (reply in 267)
276 65.101140800 192.168.217.3 192.168.16.18 98 Echo (ping) request id= 3 (reply in 271)
274 66.102083900 192.168.217.3 192.168.10.18 98 Echo (ping) request (reply in 275)
278 67.109205300 192.168.217.3 192.168.16.18 98 Echo (ping) request A 63 (reply in 279)
282 68.106206800 192.168.217.3 192.168.10.18 98 Echo (ping) request ; 63 (reply in 283)
286 69.107840400 192.168.217.3 192.168.16.18 I 98 Echo (ping) request 3 63 (reply in 287)
290 70.109435600 192.168.217.3 192.168.10.18 98 Echo (ping) request , tt1=63 (reply in 291)
294 71.110520760 192.168.217.3 192.168.16.18 98 Echo (ping) request , tt1=63 (reply in 205)
298 72.121927400 192.168.217.3 192.168.10.18 98 Echo (ping) request 432, ttl=63 (reply in 299)
302 73.120658008 192.168.217.3 192.168.10.18 B 2 , tt1=63 (reply in 363)
306 74.122920300 192.168.217.3 192.168.10.18 e . tt1=63 (reply in 307)
10 75.120999300 192.168.217.3 192.168.10.18 g 8 200, tt1=63 (reply in 311)
314 76.123584800 192.168.217.3 192.168.10.18 98 Echo (ping) req; =6x 456, tt1=63 (reply in 315)
124691200 5 192.168.10.18 98 Echo (ping) request id= t1=63 (reply in 319)

This is the super-filtered list only showing traffic from the attacker to the target.
2. Sniff FTP traffic
a. Ubuntu VM is also serving as an FTP server inside the LAN network. Now, you need to
use External Kali to access this FTP server by using the command: ftp [ip_addr of ubuntu
VM]. The username for the FTP server is student, and the password is password. You
can follow the steps below to access the FTP server.

= root@kali: ~

File Actions Edit View Help

64 bytes from 192.168.10.18: icmp_seq=227 ttl=63 time=8.68
64 bytes from 192.168.10.18: icmp_seq=228 ttl=63 time=2.60
64 bytes from 192.168.10.18: icmp_seq=229 ttl=63 time=3.76
64 bytes from 192.168.10.18: icmp_seq=230 ttl=63 time=3.31
64 bytes from 192.168.10.18: icmp_seq=231 ttl=63 time=11.3
64 bytes from 192.168.10.18: icmp_seq=232 ttl=63 time=16.7
64 bytes from 192.168.10.18: icmp_seq=233 ttl=63 time=2.27
64 bytes from 192.168.10.18: icmp_seq=234 ttl=63 time=22.7
64 bytes from 192.168.10.18: icmp_seq=235 ttl=63 time=11.1
64 bytes from 192.168.10.18: icmp_seq=236 ttl=63 time=3.09
64 bytes from 192.168.10.18: icmp_seq=237 ttl=63 time=20.7
i

— 192.168.10.18 ping statistics —
237 packets transmitted, 237 received, 0% packet loss, time 236457ms
rtt min/avg/max/mdev = 1.783/6.423/27.033/5.397 ms

~

192.168.10.18
Connected to 192.168.10.18.
220 (vsFTPd 3.0.5)
Name (192.168.10.18:root): student
331 Please specify the password.
Password:
230 Login successful.
Remote system type is UNIX.
Using binary mode to transfer files.
ftp> |}

I’'m In.



b. Unfortunately, Internal Kali, the attacker, is also sniffing into the communication.
Therefore, all of your communication is exposed to the attacker. Now, you need to find
out the password used by External Kali to access the FTP server from the intercepted
traffic on Internal Kali. You need to take a screenshot and explain how you found the

password.

Time
993 253.417590180 192

995 262.752667300 192
997 262. 753599400 192
999 264603112000 192.

Destination

Protocol _Length Info

FIP 86 Response
80 Request
106 Respons:
81 Request:

220 (VSFIPd 3.6.5)
USER student
331 Please specify the password

1000 264.688194500 192.168.
1002 264.690840900 192.168
1003 264.694874100 192.168

89 Response:
72 Request: SYST
85 Response: 215 UNIX Type:

1605 264.698577700 192.168.
1007 264.699038200 192.168.
1916 564.705099180 192.168.

87 Response:
110 Response:
80 Response: 421 Timeout

o) E
b

s: Complete, WITH DATA (31)]

2}t

5 81 t
b8 3e 5041 53 532070 61 73 73 77 Bf 72 64 Bd  >PASS p assword:
[ .

2 [unverifie
Unverified]

ation (NOP), Nc tion (NOP), Timestamps

TCP Di (15
~ File Transfer Pratocol (FTP)

This screenshot shows how | found the password used by the attacker. I first filtered for
any FTP traffic, and then looked for the contents of the “info” section to find where the
unbuntu VM requested the password. The next communication would be the password.
After you successfully find the username & password from the FTP traffic, repeat the
previous step (2.a), and use your MIDAS ID as the username and UIN as the password to
re-access the FTP server from External Kali. Although External Kali may not access the
FTP server, you need to intercept the packets containing these “secrets” from the
attacker VM, which is Internal Kali.

R|ftp

INo. Time Source Destination Protocol  Length Info

993 253.417590100 192.168.10. 192.168.217.3 FTP 86 Response: 220 (vsFTPd 3.0.5)
995 262.752667300 192.168 192.168 . FTP 80 Requ USER student

997 262753599400 192.168.16. 192.168.217. F1P
999 264.663112000 192.168. . 192.168. FTP
1060 264.688194500 192.168. 192.168.217. FTP
1002 264690840900 192.168.217 192.168.10. F1P
1003 264.694874100 192.168. .168. FTP

106 Response: 331 Please specify the password
PASS password

230 Login successful
: SYST
85 Response: 215 UNIX Type: LB

1085 264.698577700 192.168.10. .168 S FTP
1007 264699036200 192.168. .168.217.3 FTP
1010 564.765099100 192.168 2 FTP
1016 776.269620600 192.168 F1P
1022 778.573711300 192.168. ] FTP
1024 862.922112600 192.168. g FTP
1026 892.922592400 192.168.10. .168.217. FTP
1028 813.599747900 192.168.217. .165.10. FTP
1030 816.619934900 192.168.

87 Response: EPRT

421 Timeout
UIT

72 Request: Q|
86 Response: 220 (vsFTPd 3.6.5)
81 Request: USER jbrow09s

100 Response: 331 Please specify the password.
B1 Request: PASS 811960622

88 Response: 53 Login incorrect

Incomplete,

6 af 85 v2 ]
56 4153532630 31 31 3936 363232 04  GPASS © 1196622

Timestamps

usea the Same filtering method, only my MIDAS and UIN were the username and
password respectively.




