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Below is the snippet of a sample lab report.

TASK A

1. Use Nmap to profile the basic information about the subnet topology (including open ports
information, operation systems, etc.) You need to get the service and backend software
information associated with each opening port in each VM

ip 192.168.10.0/24
Starting Nmap 7.945VN (
in report for 192.168.1

Host is up (@.0025s5 latency).
Mot shown: 997 filtered tcp ports (no-response)
PORT STATE SERVICE
»3/tcp open domain

'tcp open  http
443/tcp open  https

https://nmap.org } at 2825-83-89 2@:55 EDT

Mmap scan report for 192.168.10.18

Host is up (@.0038s latency).

Mot shown: 968 filtered tcp ports (no-response), 3@ closed tcp ports (reset)
PORT STATE SERVICE

21/tcp open ftp
2/tcp open ssh

Nmap scan report for 192.168.108.19

Host is up (@.0048s latency).

Mot shown: 997 filtered tcp ports (no-response)
PORT STATE SERVICE ==

1: tcp open msrpc L
139/tcp open netbios-

L45/tcp open microso

Mmap done: 256 IP addre : (3 hosts up) scanned in 25.33 seconds

This is the screenshot showing the nmap results for the open ports, which also shows the services
they are running

2. Run Wireshark in Internal Kali VM while External Kali is scanning the network. Discuss the
traffic pattern you observed. What do you find? Please write a 200-word essay to discuss your
findings

N |ip.addr == 192.168.217.3

Time Source Destination Protocol Len:
799 17.100806700 192.168.217.3

125942906 192.168.217.3

17. 4. .1
809 17.126588900 192.16:
1

The first screenshot is a selection of the traffic generated by the external attacker as it was
running its Nmap scan, the second is of the traffic generated specifically by a port being sniffed.



Regarding my findings in this matter. Utilizing wireshark on the Internal Kali machine, which
worked in the background while | was scanning the network of the pfsense firewall, 1 found

several things. Firstly, the traffic generated by the External Kali attacker was very noticeable,

highlighted in red

TASK B

In order to receive full credits, you need to fill the table (add more rows if needed), implement the
firewall rule(s), show me the screenshot of your firewall table, and verify the results.
1. Configure the pfSense firewall rule to block the ICMP traffic from External Kali to Ubuntu VM.

Rule# | Interface Action Source IP Destination IP Pr_otocol_
(port # if appliable)
2 WAN Block 192.168.217.3 | 192.168.10.18 ICMP

[Add the screenshot here]
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2. Clear the previous firewall policies and configure the pfSense firewall to block all ICMP traffic from
External Kali to the LAN side.

Rule# | Interface | Action Source IP Destination IP PIoiocol
(port # if appliable)
2 LAN Block | 192.168.217.3 | Any LAN ICMP

[Add the screenshot here]
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3. Clear the previous firewall policies and configure the pfSense firewall to block ALL traffic from
External Kali to the LAN side, except for the FTP protocol towards Ubuntu.

. L Protocol
Rule# | Interface Action Source IP Destination IP (port # if appliable)
1 LAN Block | 192.168.217.3| Any LAN Any
2 LAN Pass 192.168.217.3 | 192.168.10.18 TCP
[Add the screenshot here]
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4. Keep the firewall policies you created in Task B.3 and repeat Task A.1. What's the difference?



192 .168.:

Starting WNmap 7.9 B ap.org ) at 2@25-@3 P2:@3 EDT
MNmap scan report for 192.168.10.2
Host is up (@.8023s5 latency).
Mot shown: 997 filtered tcp ports (no-response)

STATE SERVICE

open domain

open http

open https

Mot shown: 998 closed tcp ports
PORT STATE SERVICE
2000/tcp open http-alt

9/tcp open unknown

MNmap scan report for 192.168.10.18

Host is up (@.00884s latency).

Mot shown: 968 filtered tcp ports (no-response), 3@ closed tcp ports (reset)
PORT STATE SERVICE

21/tcp open ftp

: tcp open ssh

Mmap scan report for 192.168.1@.19
Host is up (©.@R45s latency).
Mot shown: 997 filtered tcp ports (no-response)

I am not sure what I’ve done wrong, but nothing has seemed to change.



