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Task A. Get ready with VMs (30 points)
1. Power on the following VMs: * pfSense — Firewall

» Kali — External Workstation
* Windows Server 2008
» Ubuntu 64-bit
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2. Find the IP address of the following VMs by using command: ip addr show

» Ubuntu 64-bit
» Kali Linux
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2 Ubuntu 2204-54-bi on CY01-CREGOQ2 - Virtual Machine Connection
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student@ubuntu: ~

S ip addr show
LOOPBACK,UP, LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group defau
t qlen 1000
link/loopback 60:60:00:00:00:
tnet 127 1/8 scope host lo
valld_Lft forever preferred_l
inet6 ::1/128 scope host
valid_Lft for preferred_Lft foreve
2: ethe: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc mq state UP group defa
ult qlen 1060
Uink/ether 00:15:5d:40:57:32 brd ff:ff:ff:ff:ff:ff
tnet 192.168.10.18/24 brd 192.168.10.255 scope global noprefixroute ethe
valid_lft forever preferred_lft forever
inet6 fe8® ©3:4419:3977 6/64 scope link noprefixroute
valld_Lft forever preferred_lft forever
3: ethl: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc mq state UP group defa
ult qlen 1600
Link/ether 00:15:5d:40:57:34 brd ff:ff:ff:ff:ff:ff
inet 169.254.44.36/16 brd 169.254.255.255 scope link noprefixroute ethi
valid_Lft forever preferred_Lft forever
tnet6 fego 6433:d681:41d8/64 scope Link noprefixroute
valtd_1ft fivcvcv preferred_Lft foreve,
$

0 brd 06:00:00:00:00:60
VMshare
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3. Verify the connection between Kali Linux VM and Ubuntu VM using the ping command.
Hopefully my machines will be reset soon. Apologize for the mistake.

Tip: you can take one screenshot when both VMs are talking.

Task B: Practice with Linux Commands (Complete the following tasks in the Ubuntu VM)
Tip: You can take one screenshot to cover the answer for multiple tasks.

1. Display your current directory in a terminal.

2. Use the echo command to print your name to the console.

3. Display your first and last names in two separate lines using a single echo command (tip:
how to enable the interpretation of escape characters?)

4. Execute the command to return to your home directory.

5. Create a new file named “forXXXX.txt” in your home directory (replace “XXXX” with your
own MIDAS). Then, use the long listing format to display the contents in your home directory.
What is the size of the file you just created? 0
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student@ubuntu:~$ pwd

/home /s tu

student@ubuntu:~$ echo "SUSER"

student

student@ubuntu:~$ echo "Jcregee2"

Jcregoo2

student@ubuntu:~$ echo -e 'John \nCreger'

$ cd
:~$ touch [Jcregee2. txt]

x 2 student student 4696 Jun 30 02:
x 2 student student 4696 Feb 12
X 4 student student 4096 Feb 12
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-x 2 student student 4096 Feb 12 2
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x 2 student student 4096 Feb 12
x 2 student student 4696 Feb 12 2

tu:~$ 1s -1

student student 4696 Jun 3@ ©2:53
X 2 student student 4696 Feb 12 2020

- 1 student student

x 2 student student 4696 Feb 12

x 2 student student 4096 Feb 12

x 2 student student 4096 Feb 12 0

x 2 student student 4096 Feb 12 2020 T
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6. Create a new directory named “XXXX” in your home directory (replace “XXXX” with your
own MIDAS). Then, use the long listing format to display the contents in your home directory.
What is the size of the file you just created? 4096

7. Copy /etc/passwd file to your home directory and rename the file to “passwd XXXX”
(replace “XXXX” with your own MIDAS). Then, complete the following two subtasks:



* Use the proper command to display the first six lines in this file.

* Search keyword “www” in this file.
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