Ockt5 17:54

john@john-VirtualBox: ~

5 useradd s /bin/bash useril
for john

useradd /bin/bash user2
useradd /bin/bash user3
useradd /bin/bash user4
useradd -5 /bin/bash user5
useradd -s /bin/bash user6

pam-auth-update

pam-auth-update

pam-auth-update

'userl:impossible’' | sudo chpasswd
'user2:6489"' | sudo chpasswd
'user3:bananal23' | sudo chpasswd
'user4d:orange2021!' | sudo chpasswd
'user5:grape77' | sudo chpasswd
'user6:BlueBerry99s' | sudo chpasswd
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Step 2 and 3:

1S MIDASNAME="jmonr015"
1S sudo grep -E '“(user[1-6]):" fetc/shadow > S{MIDASNAME}.hash
5 1s -1

john 5501
john 4096
john 4096
john 4096
john 4096
john 141
john 594
john 4096
john 4096
john 4096
john 4096
john

john
john ¢
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john@john-VirtualBox: ~

copyright cyse270 jmonr@15.hash
error_file
:-$ sed -n '1,6p' "jmonr@15.hash"
user1:$y$3i9T$3tITyfmG12Kz /71914nBZ1$0Z0ATICOFgBKH17T11LqaHyNOn81QtxWcBDTbPbeE]. :
user2:5y$j9TSHcVdjd12d90TdY38AXWEI . $PU.q4To91v3PRt5gXe7yshj6EADEZ jaAl /WS6EBL.r2:

20366:0:99999:
20366:0:99999:
user3:$y$3joTSTKUZOMLWL1O. TIcglmwmkB . $Gx4M1RNY jLDZNP75bXhCS. EQBA.gd7y.PrBd3dm.F14:20366:0:99999:
userd:$y$3j9TSuu97e0L8i8gIBMHSZCXLE. $RiMcjSjIA1g4LbPAOLI1nYdFnLQkPGUKT5DBgB3G/30:20366:0:99999:
user5:5y$3i9TSex9yruuX7peY.RqwjShnglSTOKoQ/xLz 1IONElkbfHmAhsgqosi19c1tb0alLF1Pj3wG9:20366:0:99999:
user6:5y$j9TSne10IVjUiB1l2p/rUj12Zb150azysvqnPz30ggE . xcrcEqINZkwV844QKbB8igAxplQ6:20366:0:99999:
1§ timeout 600 "SIRUN" --session+labrun --wordlist="$WORDLIST" --rules=none "SHASHFILE"
timeout: failed to run command “’: No such file or directory
1§ timeout 600 "SIRUN" --session=labrun --wordlist="$SWORDLIST" --rules=none "SHASHFILE"
timeout: failed to run command “’: No such file or directory
:-§ timeout 600 "SIJRUN" --session=labrun --wordlist="$WORDLIST" --rules=none "$SHASHFILE"
timeout: failed to run command ‘’: No such file or directory
:-$ timeout 600 "$IRUN" --session=labrun --format=sha512c t --wordlist="SWORDLIST" --rules=none "$

HASHFILE"
timeout: failed to run command “’: No su file or directory
:-$ printf 'JRUN "${JRUN-}"

:-$ export IR "SHOME/ john- jumbo/run/john"
:-$ printf 'JRU s"\n" "${
/home/john/john-jumbo/run/john"
:-$ timeout 600 "S ' --session=labrun --wordlist="$WORDLIST" --rules=none "SHASHFILE"
Using default input encoding: UTF-8
Loaded 6 password hashes with 6 different salts (crypt, generic crypt(3) [?2/64])
Cost 1 (algorithm [@:unknown 1:descrypt 2:md5crypt 3:sunmd5 4:bcrypt 5:sha256crypt 6:sha512crypt 7:scrypt 10:yescrypt 11
:gost-yescrypt]) is 10 for all loaded hashes
Cost 2 (algorithm specific iterations) is 1 for all loaded hashes
Will run 8 OpenMP threads
~e Note: Passwords longer than 24 [worst case UTF-8] to 72 [ASCII] rejected
e’ Press Ctrl-C to abort, or send SIGUSR1 to john process for status
Fnahlina dunlicate candidate nassward sunnressor usina 266 MiR
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-5 timeout 600 "SIRUN" --session=labrun --wordlist="SWORDLIST" --rules=none "S$HASHFILE"

Using default input encoding: UTF-8
Loaded 6 password hashes with 6 different salts (crypt, generic c t(3) [?2/64])
Cost 1 (algorithm [@:unknown 1:descrypt 2:md5crypt 3:sunmd5 4:bcrypt 5:sha256crypt 6:shaS12crypt 7:scrypt 10:yescrypt 11
:gost-yescrypt]) is 10 for all loaded hashes
Cost 2 (algorithm specific iterations) is 1 for all loaded hashes
Will run 8 OpenMP threads
Note: Passwords longer than 24 [worst case UTF-8] to 72 [ASCII] rejected
Press Ctrl-C to abort, or send SIGUSR1 to john process for status
Enabling duplicate candidate password suppressor using 256 MiB
Failed to use huge pages (not pre-allocated via sysctl? that's fine)

( )

( )
Session 'labrun' aborted
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Extra credit:
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john@john-VirtualBox: ~

Unknown ciphertext format name requested
:-$ john --format=raw-md5 --wordlist=/usr/share/wordlists/rockyou.txt md5.hash
Unknown ciphertext format name requested
6 1s -1 "$(which john)"
-rwxr-xr-x 1 root root 323088 Apr 8 2024
:-$ timeout 60 ~/john-jumbo/run/john --format=raw-md5 --wordlist=/usr/share/wordlists/rockyou.txt md
5.hash

Using default input encoding: UTF-8

Loaded 2 password hashes with no different salts (Raw-MD5 [MD5 256/256 AVX2 8x3])
Warning: no OpenMP support for this hash type, consider --fork=8

Note: Passwords longer than 18 [worst case UTF-8] to 55 [ASCII] rejected

Press Ctrl-C to abort, or send SIGUSR1 to john process for status

(7)

29 0:00:00:00 DONE (2025-10-05 20:51) 33.33g/s 13452Kp/s 13452Kc/s 13459KC/s roryl4..ronald91l
Use the "--show --format=Raw-MD5" options to display all of the cracked passwords reliably
Session completed




