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Task 8: 
 
Unfortunately, any.run was not able to detect this malware due to various reasons and/or the 
malware has some evasion techniques. Ensuring that most of its processes were not actually 
seen in time. Some examples could be that it detects itself in a sandbox environment or it waits 
before connecting to externally controlled servers(at least a minute later). Some suspicious 
events were caught; however, such as running commands using the CLI (execution) and 
modifying file and directory permissions (Defense evasion). 
 
Task 9: 
 
This malware was easily classified by any.run. It quickly reached out to external servers/IPs and 
ran multiple processes in PowerShell, easily seen as malicious. It quickly ran a malicious 
PowerShell script to steal credentials, and it obfuscated some of its payloads.  
 

 
As you can see below, much of its technique matches MITRE’s ATT&CK framework. 
 
Task10: 
 
The Mirai malware is definitely more sophisticated, and it attempts to go under the radar. Mirai is 
more difficult to detect than the keylogger. As you can see between the two ATT&CK graphs, 
the keylogger was picked up on much better than the Mirai malware. Furthermore, unlike the 
Mirai malware, the keylogger was flagged as malicious almost instantly. The keylogger was 
definitely “loud” as it spawned hundreds of processes and made many system/file changes. 


