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authenucated.
Read here for more info

MALWARE bazaar Q, Browse

fom ABUSES" | () spammacs

Search: | mirai

Date (UTC) : SHA256 hash Type Signature Tags Reporter DL
2025-09-30 a94ca2fc16dbdaBB3arto Y-l = [ eif [ mirai J upx-dec] ~«- abuse_ch (O ]
2025-09-30 401d4390f5c88c606a17... 4 elf [ wirai | [eit [ mirai -~ abuse_ch (o]
23:.03

2025-09-30 1e3a3f6ba08ci180698b... A elf = [ eif | mirai | ~ abuse_ch (&)
22:46

2025-09-30 5ef88603ff2b5de8dd35r... A elf [ irai | [eit [ mirai - abuse_ch (o]
22:41

2025-09-30 d3367e6bc6c0607e869... 4 elf = [ eif [ mirai] = abuse_ch (o]
22:40

Sec @Kalilinux @Kali s @ Kali NetHunter @ Exploit-DB @ G

Authenticate for APl access | If you are experiencing issues with receiving data from abuse.ch platforms via API, please ¢
Read here for more info

MALWARE bazaar QBrowse & Upload 2 Hunting Alerts & A AQ t & Login

on ABUSE® | Gl

Intelligence @Y 10Cs YARA @ File information Comments
SHA256 hash: a%4ca2ic16dbda883af9a26c90a9e73a72245e778038a0bce85bab41f4860act
SHA3-384 hash: © 0: 2! 5455bec071 136541 19300853¢623f
SHA1 hash: @ aab6e6bb4bb58813a89857918d661d1190847797
MDS5 hash: d1336cafbd80880b9b0d24707c39167h
humanhash: D ceiling-utah-tennessee-video
File name: Space.arm
Download: @ download sample
Signature ® 5 Mirai
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File name: a9%4ca2fc16dbdaBB3af9a26c90a9e73a72245e778038a0bced 5hab41f4B60ack elf

Full analysis: https://app.any.run/tasks/7afbfg1d-6cec-49fd 8224-95f718196398
Verdie
Analysis date: September 30, 2025 at 22:11:11
0s Ubuntu 22.04.2
MIME application/x-executable
File info: ELF 32-bit LSB executable, ARM, version 1 (ARM), statically linked, stripped
MD5: D1336CAFEDB08B0BIB0OD24707C39167B
SHA1 AAGGEGBB4BB58813A80857918D661D1190847797
SHA256: AQ4CAZFCTEDBDASB3AFIAZ6CIDATET IAT2245E778038A0BCESSBABATFAB60ACE
SSDEEP: 768:CTTWoAFKDYQZ+MGJ9I6WO4wocoulhGrjaLCt/ Aw3PQOicc+VfvdK7NIWY8DyJhOcq CTRAFOYQZK54jaMIO7 fdolWSy1El
ANY.RUN
ANY.RUN
Software environment set and analysis options -
Behavior activities Addforprinting
MALICIOUS SUSPICIOUS INFO

No malicious in Modifies file or directory owner No info

= sudo (PID: 1907)

cators,

Executes commands using command-line II“E!’P[E{E’
= sudo (PID: 1914)

full report &

ubuntu-a:

Techniques 2 e iobile tactics + Danger (0) ng (3 Other (0)

Execution Defense
evasion

Command and File and Directory
Permissions

cripting
Interpreter (1/12) Modification
ar2)




I0Cs

Summary of indicators of compromises (1

Y

Main object — a94ca2fc16dbda883af9a26c90a%e73a72245e778038a0bceB5bab41f4860acfk.elf

?

Task 8:

Unfortunately, any.run was not able to detect this malware due to various reasons and/or the
malware has some evasion techniques. Ensuring that most of its processes were not actually
seen in time. Some examples could be that it detects itself in a sandbox environment or it waits
before connecting to externally controlled servers(at least a minute later). Some suspicious
events were caught; however, such as running commands using the CLI (execution) and
modifying file and directory permissions (Defense evasion).
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This malware was easily classified by any.run. It quickly reached out to external servers/IPs and
ran multiple processes in PowerShell, easily seen as malicious. It quickly ran a malicious
PowerShell script to steal credentials, and it obfuscated some of its payloads.
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As you can see below, much of its technique matches MITRE’s ATT&CK framework.
Task10:

The Mirai malware is definitely more sophisticated, and it attempts to go under the radar. Mirai is
more difficult to detect than the keylogger. As you can see between the two ATT&CK graphs,
the keylogger was picked up on much better than the Mirai malware. Furthermore, unlike the
Mirai malware, the keylogger was flagged as malicious almost instantly. The keylogger was
definitely “loud” as it spawned hundreds of processes and made many system/file changes.



