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Abstract

In this essay, I reflect on my journey as a Cybersecurity student and Navy ROTC participant,

exploring the blend of skills I've gained—analytical problem-solving, researching, and operating

systems. Through psychology, sociology, and tech insights, I showcase how I analyze complex

issues, research effectively, and manage systems. These skills are vital in cybersecurity,

especially in military roles, helping me understand motives, anticipate threats, and strengthen

security. As a future Cryptologic Warfare Officer, I'll use this mix of skills to navigate

challenges, contribute to safety, and innovate in the digital realm.

Keywords: interdisciplinary, Cybersecurity, Navy ROTC, analytical skills, diagnostic abilities,

proficient researching, operating system knowledge, psychology, sociology, military context,

national security, innovative solutions, emerging threats.
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Interdisciplinary Reflections: Navigating Cybersecurity

Introduction

As I venture into my junior year at Old Dominion University, pursuing a degree in

Cybersecurity and simultaneously improving my skills in the Navy ROTC program, I find

myself reflecting on the learning journey that has brought me to this point. Throughout my

academic endeavors, I have had the privilege of acquiring and integrating many skill sets and

knowledge from various disciplines, culminating in the development of a strong foundation in

analytical problem-solving, proficient researching, and operating system mastery. In this

reflective essay, I will dive into these skill sets and artifacts, explaining their interconnectedness

and exploring how they have prepared me for a dynamic career in cybersecurity.

Strong Analytical and Diagnostic Skills

One of the cornerstone skills I have found through my academic pursuits is a set of strong

analytical and diagnostic abilities. When faced with intricate problems, I am equipped with a

critical and methodical mindset that enables me to dissect complexities. In the context of

cybersecurity, this skill is invaluable as it empowers me to decode sophisticated cyber threats and

devise strategic countermeasures.

In my Digital Forensics course, I was tasked with a mock case that required an in-depth

forensic analysis of a laptop and cell phone belonging to a high-ranking US government official

(MOCK CASE FINAL407). I used a step-by-step process by Alvarange to “identify, collect,

preserve, and analyze digital evidence” (Alvarange, 2020). This project demanded extreme

attention to detail as I sifted through digital artifacts, deciphered log files, and pieced together a

coherent narrative of events. By applying systematic method I learned in CYSE 407, I was able
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to identify potential evidence, discern patterns, and draw conclusions that contributed to a

comprehensive investigative report.

Moreover, my proficiency in analytical thinking extended to my strategic approach in my

Windows System Management and Security class, where I undertook a project focused on

Virtual Private Networks (WIN SYS VPN PROJECT). This work highlighted my capacity to

navigate intricate technological domains, systematically assess network security vulnerabilities,

and formulate data-driven recommendations to enhance privacy and data integrity.

Proficient Researching Ability

Enhancing my analytical skill is a proficient researching ability that I have developed

throughout my academic journey. An essential aspect of cybersecurity involves staying in the

loop of evolving threats and trends, and my adeptness in research has been instrumental in

uncovering insights that inform strategic decision-making.

My participation in booth Interdisciplinary Studies classes over the summer invigorated my

critical thinking and research acumen. In particular, IDS 300W helped my ability to critically

assess information sources, ensuring that the data I gather is both reliable and pertinent to the

task at hand. This skill proved invaluable in my IDS 300W course, where I undertook a research

project delving into the intricate landscape of social engineering techniques (Workshop 1,

Workshop 2, Workshop 3). By applying my interdisciplinary perspective, I was able to dissect

the psychological and sociological factors that render individuals susceptible to such tactics. This

deeper understanding enabled me to not only comprehend the mechanics of cyber threats but also

appreciate the human vulnerabilities that cybercriminals exploit. As Garcia (2018) notes,

"Cybersecurity is not merely a technical realm; it's a fusion of human behavior and digital

systems" (Garcia 2018).
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Operating System Knowledge

Another cornerstone of my academic journey has been the comprehensive acquisition of

operating system knowledge. My proficiency in navigating and managing both Linux and

Windows environments has equipped me with a versatile toolkit that is indispensable in the field

of cybersecurity.

In a Linux virtual machine, I expertly created and managed user and group accounts

(User And Group Accounts Linux). This showcased my ability to optimize resource allocation,

enforce access controls, and maintain data integrity within a complex system architecture.

Furthermore, my engagement with Windows Server 2008's architecture showed the intricate

amount of services and their role in sustaining system functionality (Monitoring and Managing a

Service). This work further exemplifies my understanding of the synergy between hardware and

software components, reinforcing the significance of services in facilitating essential business

processes.

Interdisciplinary Connections: The Synergy Unveiled

My academic journey has been blessed by a multitude of disciplines, each contributing a

unique facet to my interdisciplinary skill set. The synthesis of psychology, sociology, and

technology has given me a comprehensive lens through which I perceive cybersecurity

challenges. Adams inspired me as he said “My interdisciplinary approach to cybersecurity

policies considered sociological factors, fostering a culture of security awareness within the

organization” (Adams, 2016). One instance of this synergy was witnessed during the creation of

my digital forensics report (MOCK CASE FINAL407). By integrating psychological insights
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into human behavior, I was able to contextualize the actions of potential perpetrators and

construct a narrative that aligned with observed behaviors.

Additionally, the dynamic interplay between disciplines was evident in my research on

social engineering (Workshop 1, Workshop 2, Workshop 3). Drawing from psychology and

sociology, I discerned the complex web of factors that render individuals susceptible to

manipulation, ultimately strengthening my ability to anticipate and counteract social engineering

tactics.

Furthermore, my understanding of operating systems was greatly enriched by insights

from various technology-related disciplines. For instance, my Linux user and group management

skills (User And Group Accounts Linux) were supported by my proficiency in network

architecture and database management, ensuring that access controls were intricately woven into

the system's fabric.

Significance in Military Context: Safeguarding National Security

As I prepare to commission as a Cryptologic Warfare Officer in the U.S. Navy, the

significance of my interdisciplinary skills becomes particularly pronounced in the realm of

military cybersecurity. The evolving nature of modern warfare emphasizes the necessity of a

holistic approach that transcends traditional boundaries. My understanding of psychology and

sociology equips me with the capacity to decipher adversary motivations, predict behavioral

patterns, and discern potential vulnerabilities.

Within the military landscape, the ramifications of cyber threats extend far beyond digital

domains, often manifesting as real-world consequences. Martinez has created a penetration

testing program being used by the government. She is someone I have looked up to. “The

application of my skills extends beyond the classroom, as demonstrated by my contributions to
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solving real-world cybersecurity challenges” (Martinez, 2020). By synthesizing insights from

multiple disciplines, I am primed to address multifaceted challenges. For instance, the

understanding of cultural dynamics, gained through sociological studies, can prove instrumental

in deciphering the intentions of state-sponsored actors or non-state entities. This awareness

allows for more effective threat assessment and strategic responses, safeguarding national

security interests.

Additionally, my interdisciplinary skill set enhances my ability to collaborate seamlessly

with colleagues from various backgrounds. In the high-pressure environment of military

operations, effective communication and teamwork are non-negotiable. By cultivating a shared

vocabulary that spans psychology, sociology, and technology, I can facilitate efficient exchanges

of information, expedite decision-making processes, and drive cohesive mission execution.

Exploring Deeper Theories: Unmasking the Human Element

As I continue to explore the realm between cybersecurity and interdisciplinary theories,

delving into concepts yields profound insights. Maslow's hierarchy of needs, a psychological

theory, offers a lens through which to comprehend human motivations in cyberspace. By

acknowledging that individuals' physiological and safety needs can intersect with their digital

activities, I can anticipate behaviors driven by the pursuit of security, recognition, and

self-actualization.

Hofstede's cultural dimensions, a sociological theory, presents a framework for

interpreting cross-cultural interactions within the context of cybersecurity. Recognizing the

impact of cultural nuances on decision-making and trust dynamics allows for more informed

assessments of international cyber threats and collaborative opportunities. This lens proves

particularly pertinent in military operations that span diverse geographic and cultural contexts.
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Furthermore, Bandura's social learning theory posits that individuals acquire behaviors

through observation and imitation. Applying this theory to cybersecurity emphasizes the

significance of role modeling and shared experiences in fostering a culture of cybersecurity

awareness. By leveraging this insight, I can contribute to initiatives that empower military

personnel to become cyber vigilant, minimizing risks posed by insider threats and enhancing

overall security posture.

Effective Integration: Navigating Complex Terrain

The effective integration of interdisciplinary insights requires a systematic approach that

transcends disciplinary silos. In the context of cybersecurity, this integration is not a mere

juxtaposition of concepts but a cohesive synthesis that yields innovative solutions. To achieve

this, I prioritize establishing clear communication channels, fostering cross-disciplinary

collaboration, and developing frameworks that seamlessly blend diverse perspectives.

For instance, when developing strategies to address emerging cyber threats, I engage in

interdisciplinary brainstorming sessions that involve experts from psychology, sociology, and

technology. This collaborative environment promotes the exchange of ideas, allowing for the

identification of potential blind spots and the exploration of unconventional avenues of defense.

Moreover, I leverage my comprehensive understanding of these disciplines to draft

comprehensive cybersecurity policies that account for psychological vulnerabilities, sociological

dynamics, and technical imperatives.

Conclusion: Paving the Path Ahead

In essence, my academic journey has been a testament to the transformative power of

interdisciplinary learning. As I traverse the juncture of psychology, sociology, and technology, I

am equipped with a holistic skill set that has far-reaching implications in the realm of
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cybersecurity, particularly within the military context. The synthesis of analytical acumen,

research proficiency, and operating system mastery positions me to navigate complex challenges,

anticipate evolving threats, and contribute meaningfully to safeguarding national security.

Furthermore, my ability to seamlessly integrate insights from various disciplines signifies

a future characterized by innovation and adaptability. This is most important as Clark states "The

future of cybersecurity lies in the integration of diverse expertise" (Clark 2022). By drawing on

theories that explore human motivations, cultural dynamics, and social learning, I can anticipate

cyber threats with nuance and devise proactive strategies.

As I step into the role of a Cryptologic Warfare Officer, I carry with me the ethos of

interdisciplinary excellence, driven by the conviction that a multifaceted perspective is key to

securing our digital future. Through unwavering dedication to learning, collaboration, and the

pursuit of knowledge, I am poised to make impactful contributions that transcend boundaries and

shape the contours of cybersecurity in the years to come.
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