Old Dominion University

CYSE 301 CYBERSECURITY TECHNIQUES AND OPERATIONS

Assignment 1.2: Basic Wireshark Practice

Jordan Sustarsic

® Use Wireshark to capture and save ALL related packets when you ping the URL
"www.odu.edu".

® Locate the DNS queries and responses in the traffic.
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(N |dns

Mo. Tirne Solrce Destination Protocol  Length Info
14 6.388176 192.168.1.8 152.168.1.1 DNS 77 Standard gquery @x5851 A beacons4.gvi2.com
15 6.326328 192.168.1.1 192.168.1.8 DNS 93 Standard gquery response 8x5851 A beaconsd.gv
59 6.913599 192.168.1.8 192.168.1.1 DNS 71 Standard query @xce54 A www.odu.edu
68 6.939882 192.168.1.8 192.168.1.1 DS 71 Standard query @xce54 A www.odu.edu
61 6.946771 192.168.1.1 192.168.1.8 DS 87 Standard gquery response 8xce54 A www.odu.edu

() 7 wireshark_Wi-Fi4WC190.pcapng

E £ Type here to search

e What is the IP address of the DNS server?

The IP address of the serveris: 192.168.1.1
* What information is answered from the DNS server?

It gives us the host name’s associated IP address



® Apply the proper display filter in Wireshark to show ICMP requests.
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[W [ ipisrc==192.168. 1.5 &4 icmp
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Mo. Time Source Destination Protocol  Length Info
62 6.968643 192.168.1.8 128.82.112.29 ICMP 74 Echo (ping) request id=0x8881, seq=13/3328,
64 7.968659 192.168.1.8 128.82.112.29 ICMP 74 Echo (ping) request did=8x@8@1, seq=14/3534,
68 8.986585 1592.168.1.8 128.82.112.29 ICMP 74 Echo (ping) request id=8x8@@1, seq=15/3848,
74 18.8283816 192.168.1.8 128.82.112.29 ICMP 74 Echo (ping) request 1id=8xB8861, seg=16/4896,

(O 7 wireshark_Wi-Fi4WC190.pcapng
E R Type here to search

® Apply the proper display filter in Wireshark to show ICMP responses.
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[W ] ip.dst==152. 165.1.3 && icmp

Mo. Tirme Solrce Destination Protocol  Length Info
63 6.974193 128.82.112.29 152.168.1.8 ICHMP 74 Echo (ping) reply id=@x@e8l, seq=13/3328,
65 7.987233 128.82.112.29 192.168.1.8 ICMP 74 Echo (ping) reply id=6x8681, seq=14/3584,
69 §.099495 128.82.112.29 192.168.1.8 ICHP 74 Echo (ping) reply  id=8xBes1, seq=15/3848,
79 19.824167 128.82.112.29 192.168.1.8 ICHP 74 Echo (ping) reply id=8x@eel, seq=16/4@96,

O 7 Destination Address: IPv4 address

E £ Type here to search

® Show the Protocol Hierarchy Statistics of the traffic.
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® Use Wireshark to capture and save ALL related packets when you visit the URL
www.odu.edu in a new Incognito window. Stop capturing after the ODU website is fully
loaded.

® Locate all DNS queries and responses after you open the website and highlight
the DNS query for the ODU website.
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[ [dns

Mo. Time Source Destination Protocol  Length Info

T 28 6.438296 192.168.1.8 192:168.1.1 71 Standard query @x7f5a A waw.odu.edu

= 21 6.453751 192.168.1.1 192.168.1.8 87 Standard query response 8x7f5a A www.odu.edu
47 6.723597 192.168.1.8 192.168.1.1 75 Standard query @xc359 A code.jquery.com
49 6.725698 192.168.1.8 192.168.1.1 88 Standard query 8x3289 A fonts.googleapis.com
5@ 6.726587 192.168.1.8 192.168.1.1 79 Standard query @xf586 A kit.fontawesome.com
53 6.728747 192.168.1.8 192.168.1.1 83 Standard query @xd577 A maxcdn.bootstrapcdn.
74 6.762143 192.168.1.1 192.168.1.8 96 Standard query response 8x3289 A fonts.googl
82 6.76287@ 192.168.1.1 192.168.1.8 163 Standard query response 8xf586 A kit.fontawe
83 6.762870 192.168.1.1 192.168.1.8 143 Standard query response @xc359 A code.jquery
84 6.76287@ 192.168.1.1 192.168.1.8 115 Standard query response 8xd577 A maxcdn.boot
471 7.875896 192.168.1.8 192.168.1.1 77 Standard query @x18de A hello.myfonts.net
525 7.697569 192.168.1.1 192.168.1.8 169 Standard query response 8x16dé A hello.myfon
882 7.216849 192.168.1.8 192.168.1.1 8@ Standard gquery @x@e6f9 A ka-p.fontawesome.com
RA2 7 24R774 187 1A% 1 R 107 1RR 1 1 R@ Standard anary GVRRFG A ka-n fantawssnme com

<

Frame 28: 71 bytes on wire (568 bits), 71 bytes captured (568 bits) on interface \Device\NPF_{CAABS6B3-(B22-4715-BEE@-08
Ethernet II, Src: Chonggin 2c:cf:83 (ac:d5:64:2c:cf:83), Dst: Netgear 8b:c4:85 (cc:40:d0:8b:c4:85)
Internet Protocol Version 4, Src: 192.168.1.8, Dst: 192.168.1.1
User Datagram Protocol, Src Port: 62832, Dst Port: 53
*~ Domain Name System (query)

Transaction ID: @x7fSa

Flags: 8x81868 Standard gquery

Questions: 1

Answer RRs: @

Authority RRs: @

Additional RRs: @8
¥ Queries

www.odu.edu: type A, class IN
Response In: 21

@ 7 Domain Name System: Protocol
E R Type here to search

* How many other DNS queries have been captured after the ODU website is
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loaded? Can you explain why this happens?

Too many other packets have been captured to count. | believe this
happens due to all the other stuff linked to the odu site: ads, widgets,
external links, etc....

Combine what you have observed in the previous questions. Can you identify
the widgets (external links) loaded on the ODU website?

Any of the social media capture would be since there are links to them
on the main website: facebook, twitter, youtube, etc...

Show the Protocol Hierarchy Statistics of the traffic.
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e Study two Protocol Hierarchy Statistics in Task 1. f and Task 2.d, respectively. Explain
the main differences between the two types of traffic.

When we pinged www.odu.edu there were less packets in the “User Datagram
Protocol” than when we visited the site, so the DNS server was being used
more when we visited the site due to all the external links connected to the
website.

Also when we pinged the site in part 1, there was use of the “Transmission
Control Protocol” as opposed to part two which did not include that at all. This
means when we pinged the website we were trying to communicate with it and
send messages over the network.



