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In workplace deviance and general surroundings shoulder surfers are prevalent. These individuals peer 
over one’s unsuspecting shoulder to look for valuable information whether it be keystrokes or PII 
displayed on the screen of a device. Individuals must remain vigilant of their surroundings when private 
information can be disclosed in plain sight.    
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Basic device hardening and cyber security practice of keeping devices up to date to receive the latest bug 
fixes or any new improved security features must never be forgotten. Especially for anti-virus software. 
Legacy anti-virus software can pose as a risk due to outdated systems and virus detection techniques.     
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Phishing attacks on browsers are increasing due to pop ups, and site redirects. Those that are unsure of 
the legitimacy of these attacks disclose personal identifiable information. One must make sure to install 
verified pop-up blockers, to close out of suspicious redirects, and never disclose confidential 
information.  


