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The cybersecurity policy that I have selected is the acceptable use policy. I chose 
this policy because its crucial in order to have guidelines and rules for a company. I believe 
this policy is needed to help organizations have a clear understanding on their resources to 
safeguard legal, operational, and security risks. This is done because it outlines the data an 
organization has and institutes an agreement to protect these resources.  

 A general overview of the acceptable use policy is that it’s used to address allowed 
or prohibited permissions, and it applies consequences through monitoring. It sets who 
and what can be done to actions that are done on an organizations information system. 
This is important because anyone accessing any website can be a major security concern. 
This system can also deny access to certain websites or media to avoid this from taking 
place. Another thing the acceptable use policy addresses is disciplinary action to people if 
the agreements are broken, as well as being able to monitor all traffic coming in from 
employees while they are on the data system. These general principles are instituted in 
order to make sure the acceptable use policy is able to protect an organization and limit 
operational risks. 

 The acceptable use policy was developed to do many things to organizations such 
as protecting system infatuation, protecting data integrity, and maintaining general 
productivity. To protect these systems contracts are typically enforced as soon as 
employment begins to make sure they understand the rules of the contract they’re agreeing 
to. To apply the acceptable use policy these terms and conditions need to thoroughly 
implicated and communicated within an organization. 

 It is applied in many ways in organizations internationally and is used to integrate 
new employees or third parties. This is done to ensure the integrity of the employee as well 
as that they understand the agreement that’s presented in the acceptable use policy. To 
apply the acceptable use policy there are many things that can be done such as awareness 
training, configuring access controls, monitoring data, and taking response to actions.  

 The policy fits within both national and international cybersecurity policies and is 
often associated into many frameworks. The National Institute of standards and 
Technology or NIST cybersecurity framework for example focuses on how it protects 
functionality to make sure data is secure. This helps encourage and develop strong policies 
that will help mitigate potential risks. Acceptable use policy will typically align with 
different frameworks because they meet the same requirements for regulating data 
security.  

 Overall, the usage of acceptable use policies is crucial in order to keep data secure, 
safeguard the company’s resources, and to provide legal compliance to frameworks. It is 



helpful because it is able to ensure that the standards are always upheld, or certain 
disciplinary action is taken. These procedures are necessary in order to make sure an 
organizations information systems are secure. When other cybersecurity frameworks align 
with the acceptable use policy, they are able to enhance the security by setting clear 
expectations. 
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