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Task A.  

Exploit SMB on Windows XP with Metasploit (20 pt, 2pt each)  

In this task, you need to complete the following steps to exploit SMB vulnerability on Windows 

XP.  

1. Run a port scan against Windows XP using nmap command to identify open ports and 

services.  

 

(The above screen shot shows a nmap scan of the Windows XP Server 192.168.10.14 to find 

open ports and services.  The option -sV was used to detect version information). 

 

2. Identify the SMB port number (default: 445) and confirm that it is open.  



 

(In the above screenshot, port 445 the SMB port is open) 

 

3. Launch Metasploit Framework and search for the exploit module: ms08_067_netapi  

 

(In the above screenshot, a search for  ms 08 067 netapi was performed) 

 

4. Use ms08_067_netapi as the exploit module and set meterpreter reverse_tcp as the payload.   



 

(In the above screenshot, the ms08 067 netapi exploit is used) 

 

(In the above screenshot the meterpreter is set to a reverse tcp as payload) 

 

5. Use XXXX (follow the lab instruction) as the listening port number. Configure the rest of the 

parameters.  Display your configurations and exploit the target.    



 


