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Last year (2019), the Toyota Boshoku Corporation was scammed via business email
compromise (BEC). The attacker persuaded a finance executive to change the companies bank
info in a wire transfer. This caused the Toyota subsidiary to lose $37 million. The Email
contained phishing which tried to convinced employees to send money to a foreign bank
account. The reason this worked was due to being able to make the email appear to come from a
trusted source. The person preforming the attacks hasn’t been caught yet, and an ceo of a security
company believes this was a targeted attack of an enemy of Toyota global. Attacks like these are
hard to prevent when the hacker gains access to network, the best way to prevent it is to upgrade
security and firewall protocols and train employees to catch possible phishing attacks and maybe

even have them report these attacks to their superiors.



