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A Nonproprietary Writeup On SCADA Systems

INTRODUCTION

SCADA, known as Supervisory Control And Data Acquisition. Refers to a system that
can organize, operate, and control vital systems in a network either onsite or online with a
terminal. Examples can include infrastructure processes, location management, and industrial
systems. The general layout of a SCADA system goes like this, first. Sensors that have been
built into critical systems overseen by a SCADA are tripped by a potential malfunction detected,
next. The raw data is fed into a RTU or PLC, which are units that take the electric signals from
connected machines and translate them to technical data for the next machine. The HMI to use
properly. The Human Machine Interface will then display the digital readouts from the collected
data associated with the connected systems, this allows the operator to identify potential issues
and allow either for the repair or prevention of said issues before they escalate to something
serious (SCADA, 2023).

WHO NEEDS IT?

An important factor as to why SCADA systems are needed for the technical operations is
the greatly improved efficiency of having all systems and their status routed out to a few
terminals for easy access. This allows for operators to respond to potential concerns and
resource drains, for organizations such as public utilities, manufacturing, and even oil well
operations all benefit greatly from a SCADA system implemented. In addition, all SCADA
systems that are in charge of overseeing critical systems are typically built and maintained to be
resistant to extreme changes in variables such as voltage and temperature in addition to
redundant systems. This is especially important in jobs where mistakes can result in cataclysmic
loss of both people and assets, such as in oil operations, if a system fails. It can be quickly fixed
without loss of monitoring (SCADA 2023,).

A SMALL HISTORY AND RISKS

SCADA systems started out from an effort to streamline the process of maintaining
systems in locations such as factory floors,before this, employees would have to manually travel
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to a machine's location to both investigate possible malfunctions and perform changes to the
machinery by hand. Although later iterations of SCADA allowed for IP and WAN connections
and offsite management. This revealed maijor risks to the SCADA system as a whole, the first
being that thanks to the rather centralized nature of SCADA systems. A focused malware
package or human-insiding can easily compromise the entire system thanks to all data being
routed to the MTU. Another risk is the lack of verifying packet information and origins to SCADA
systems, allowing for any packet either sent inside or offsite to influence the operation process
of the SCADA system. However, despite these setbacks. The recent advent of specialized VPN
tunnels to protect data from interception and the introduction of whitelisting for authorized users
so only they can perform edits on the HMI (SCADA 2023).

CONCLUSION

To generalize, the SCADA system is an administrative system that centralizes a system
of spread out and different machines to a few terminals that can change their parameters easily
and safely, because of this. It has seen widespread implementation in both public and private
sectors, this is despite its major flaws of little network security on newer iterations of SCADA in
addition to the lack of validation of networking packets.

CITATIONS

“*SCADA Systems.” Google Docs, Google,
https://docs.google.com/document/d/1DvxnWUSLe27H5u8A6yyIS9Qz7BVt 8p2WeNHctGVboY
/edit#.

“What Is SCADA?” Inductive Automation,
https://inductiveautomation.com/resources/article/what-is-scada.

“What Is a SCADA System and How Does It Work?” OnLogic Blog,
https://www.onlogic.com/company/io-hub/what-is-a-scada-system-and-how-does-it-
work/#:~:text=A%20SCADA%20system%20is%20a,an%200nsite%200r%20remote%20server.



