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Task A: Sword - Network Scanning (5 + 15+ 20 = 40 points)

Power on the listed VMs,

 External Kali

» pfSense

» Ubuntu

* Windows Server 2022

Make sure not to add/delete any firewall rules/policies before continuing.

1. Run Wireshark in the Internal Kali VM while External Kali is scanning the network.
2. Use Nmap in External Kali to profile the basic information about the subnet topology
(including open ports information, operating systems, etc.)
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v 192.168.10.2
Starting Nnap 7.945VH ( https://nmap.org ) at 2026-02-25 19:07 EST
Nnap scan report for 192.165.10.2
latency)
n: 997 filtered tcp ports (no-response)
STATE SERVICE VERSION
domain (generic dns response: REFUSED)
nginx
443/tcp ssU/http nginx
1 service unrecognized despite returning data. If you know the service/version, please subnit the following Fingerprint at https://nmap.org/cgi-bin/subnit.cgi?new-serv

SF-Port53-TCP:V=7 .94SVNET=7%D=2 /25T ime=699FGECORP=x86_64-pc-Linux-gnur(D
SF: NSVersionBindReqTCP, E, "\0\x0c\0\X06\xB1\x05\0\0\0\0\0\0\0\0" );

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nnap done: 1 IP address (1 host up) scanned in 34.63 seconds

192.168.10.13
Starting Nnap 7.945VH ( https://nmap.org ) at 2026-02-25 19:08 EST
Nnap scan report for 192.168.10.13
00605 latency)
Losed tcp ports (reset)

STATE SERVICE VERSION
8000/tcp open http  Splunkd httpd
B089/tcp open ssi/http Splunkd httpd (free license; remote login disabled)

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nnap done: 1 IP address (1 host up) scanned in 43.58 seconds

d 192.168.10.18
Starting Nmap 7.94SVN ( https://nmap.org ) at 2026-02-25 19:09 EST
2.168.10.18
968 filtered tcp ports (no-response), 30 closed tcp ports (reset)
STATE SERVICE VERSION

21/tcp open ftp  vsftpd 3.0.5

22/tcp open ssh  OpenSSH 8.9p1 Ubuntu 3ubuntud.7 (Ubuntu Linux; protocol 2.0)
Service Info: 0Ss: Unix, Linux; CPE inux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.ore/submit/

guesses o 11
tches for host (test c

detection performed. Please repo r ps: //nmap.org/submit/
pmap done: 1 TP address (1 host up) scanned in 22,23 seconds

nmap.arg ) 2 81 E5
m. If it is reslly up, but blocking our ping pro
ress (@ hosts up) scanned in 3.46 seconds

ttps://nmap.org ) at 2826-82-25 9483 EST
168.18.18
nc

30 closed tcp

general purpose|storage-misclfirewall|wap
Linux 2.6.X[3.X14.X15.X|2.6.% (928), Synology Diskstation Manager 5.% (B6%), WatchGuard Fireware 11.X (85%)
x:linux_kernel:2.6.32 cpe:/o:linun:linus_kernel:3, 1 :1inux:linux_kernel:é.4 cpe:/o:linux:linux_kernel:s cpe:/o:linux:linux_kernel cpe:faisyn diskstation_manager:5.1 cpe:foimatchguard: fireware:11.8 cpe
guesses: Linux 2.6.32 (928), Linux 2.6.32 or 3.18 (928), Linux 4.6 (92%), Linux 2.6.32 - 2.6.35 (98K), Linux 2.6.32 - 2.6.39 (98%), Linux 2.6.32 - 3.6 (388), Linux 5.8 - 5.4 ( Linux 3,11 - &1 (888), Linux 3

ches for host (test canditions non-ideal)

performed, Please report any incorrect results at https://nmap.org/submit/

be unreliable because we could not find at least 1 open and 1 closed
2022|1112016 (97%)
16

i Server 2022 (97%), Microsoft Windows 11 2142 (91%), Microsoft Windows Server 2616 (31%)
est conditions non-ideal)

sudo 192.168.10.13

Starting Nmap 7.945VN { https://nmap.org ) at 2026-02-25 19:18 EST
Nmap scan report for 192.168.10.13
Host is up (B.0062s latency)
Not shown: 998 closed tcp ports {reset)

STATE SERVICE

open http-alt

open  unknown

0S matches for host (If you know what 0S is running on it, see https://nmap.org/submit/ ).
TCP/IP fingerprint:
05 : SCAN(V=7 . 94SVNXE=4%D=2/25%0T=B000XCT=1%CU=30569%PV=YXD5=2%DC=TXG=YXTM=69
05:9F9170%P=xB6_64-pc-1inux-gnu )SEQ(SP=105%GC0=1%ISR=10BXTI-ZXIT-IXTS=A)0PS
05: (01=M5B45T11NW7%02=M5B45T11INWT%03=M5B4NNT 1 1NWTX04=M5B45T1INHTX05-M5B45TL
05: INWT%06=M5B45T11)WIN(W1=7C70%N2=7C70%N3=7C70%N4=7CT0XW5=7C70XME=7CTO)ECN
05: (R=YXDF=YXT=40%W=7078%0=M5B4NNSNNT%CC=Y%0=)T1{ R=YXDF=YXT=40%5=0%A=5+%F=A
05:SERD=0%0=)T2(R=N)T3(R=N)T4(R=N)T5(R=YEDF=YXT=40%W=0%5=7%A=5+%F=ARX0=XRD=
05:0%0=)T6(R=N)T7(R=N)U1{R=YXDF=N¥T=40%¥IPL=164%UN=0XRIPL=GERID=GXRIPCK=GXRU
05 : CK=G%RUD=6 ) TE(R=YXDFI-NXT=40%CD=5 )

Network Distance: 2 hops

0S detection performed. Please report any incorrect res s at https://nmap.org/submit/
Mmap done: 1 IP address (1 host up) scanned in 25.45 seconds




You need to submit a table summarizing the following (please add more rows if
required):

IP Address of | Open Ports Service Operating Backend
the VMs Versions System Software
Detection Information
Host 1: 53/tcp Domain FreeBSD Generic dns
192.168.10.2 80/tcp Http response:
443/tcp ssl/http refused
Nginx
Nginx
Host 2: 8080/tcp Http Linux Splunkd httpd
192.168.10.13 | 8009/tcp asl/http Splunkd httpd
Host 3: 21/tcp Ftp Linux Vsftpd
192.168.10.18 | 22/tcp ssh openssh
Host 4: 135/tcp msrpc Microsoft Microsoft
192.168.10.19 | 139/tcp Netbios-ssn Windows Windows RPC
445/tcp microsoft-ds Microsoft
windows
netbios-ssn

Using the command sudo nmap -sV with the combination of the IP addresses of the
VMs, | was able to find that host 1 has open ports: 53/tcp, 80/tcp, and 443/tcp. Host 2
has open ports 8080/tcp and 8009/tcp. Host 3 has open ports 21/tcp and 22/tcp. Host 4
has 135/tcp, 139/tcp, and 445/tcp. Also using the command sudo nmap -sV with the
combination of the IP address | was able to find that the service versions for host 1 were
Domain, Http, and ssl/http. Host 2 service versions were http and asl/http. Host 3
versions were ftp and ssh. Host 4 versions were msrpc, Netbios-ssn, and microsoft-ds.
Using the same command | was able to find the backend software information for each
host. Using the command sudo nmap -O | was able to find the operating systems of
each host. Host 1 is FreeBSD, host 2 is Linux, host 3 is Linux, and host 4 is Microsoft
Windows. These commands are useful for attacker kali to gather information on a target
before trying to attack it. It helps attacker kali understand what is exposed and where a
weakness could possibly be.

Task B: Shield - Protect your network with a firewall (10 + 15+ 15 + 20 = 60 points)
In order to receive full credits, you need to fill the table (add more rows if
needed), implement the firewall rule(s), attach the screenshot of your rule



configured in the firewall table, and attach the screenshot of the rule and the Ping
test verification of the rules.
Important: Open Pfsense using a browser on the Internal Kali.

1. Configure the pfSense firewall rule to block the ICMP traffic from External Kali to the
Ubuntu VM.

i, Ll © Gemoroix & & 8 w41 | & e

s0% 7% © &
cking DB ¢ OffSec @) Nessus Essentials/Fo... [l Home @ Apache2 Debian Defau..

o ®

Firewall / Rules / WAN

Rule # Interface Action Source IP Destination | Protocol
IP
2 WAN Block 192.168.217 | 192.168.10. | IPv4
3 18 ICMP




2. Clear the previous firewall policies and configure the pfSense firewall to block all
ICMP traffic from External Kali to the LAN side.

S emEmPor-]-|1 2 3 . (| O (genmon)XXX #) A 1948 | @ ©

L] pfSense.CYSE.com - Fire. X = + )
« > a0 Flan ) 5 & =
KaliLinux #& KaliTools = KaliDocs N Kal L i 3 ec @ Nessus Essentials/Fo... [ Home @ Apache2 Debian Defau... >

o ®

Firewall / Rules/ LAN w B @

:- _ Apply Changes

Floating WAN LAN

Rules (Drag to Change Order)
o

States Protocol  Source Port Destination ~ Port Gateway Queue Schedule Description Actions

v 1/406KB * . *  LANAddress 443 * . Anti-Lockout Rule o ]
80

0O X o008 IPv4ICMP 192168109 *  192168.2173 *  * none Block ICMP from Windows 7 to to External Kall  «§, &' [CJ QT

any,

O  0/122KiB IPv4* LAN subnets  * ¥ * " none Default allow LAN te any rule S 00mx

0w 008 123 o il TR o Bafaukallou | AN PUS o a0y nle &S 00mx
m Pv4 ICMP 1921682173 * LAN address * o none BIm:k\CMPfmmExle'na\KathA

[ ]
Status: Running =0
Rule # Interface Action Source IP Destination | Protocol

IP
5 LAN Block 192.168.217 | LAN IPv4
3 address ICMP

Add your Reflection
Blocking ICMP reduces reconnaissance and prevents attackers from using ping to look

at the weaknesses of live hosts. It also makes network mapping harder for the
attackers. It also limits scanning techniques because some tools are able to use ICMP
to identify active systems before deeper scans. Blocking ICMP can slow down
automated scans. It can also prevent ICMP or ping floods as well as some forms of
smurf attacks. In this case, the firewall rule will protect Ubuntu and internal kali from the
attacker kali. There are also some disadvantages of blocking ICMP such as pinging
won’t work for connectivity testing, and traceroute could fail or give incomplete paths.
Blocking ICMPs can cause slow or broken connections especially VPNs and HTTPS.
Attackers are also still able to scan using TCP/UDP even if ICMP is blocked. When
configuring pfSense there needs to be a way for the user to allow necessary ICMP type
while also blocking unnecessary or risky ICMP types.



3. Clear the previous firewall policies and configure the pfSense firewall to block ALL
traffic from External Kali to the LAN side, except for the FTP protocol directed towards
Ubuntu. You can add more rows in the table here, if necessary.

Firewall / Rules / LAN w B @

States. Protocol  Source Port Destination  Port Gateway Queue Schedule Description Actions

v 1/795KiB * w ¥ LAN Address 443 * o Anti-Lockout Rule o
80

v B IPvATCP  192.168.217.3 *  192168.10.18 *  * Allow FTP Protocol Directed Towards Ubuntu S,ig@ﬁ
*x 008 Pud 1921682173 *  LANaddress *  * E!\nck all traffic from Extrenal Kali to the LAN LLO00m
1 X Pva 192168109 * 1921682173 *  * Biock ICMP from Windows 7 to to External Kali  «f» " DO
O ::-433 Pya* LANsubnets  *  * Default allow LAN to any rule x&,a‘g@ﬁ
0 « 008 R0 IANsubnets  *  * Default allow LAN IPv6 to any rule &S O00m
3
Status: Running =20
Rule # Interface Action Source IP Destination | Protocol
IP
2 LAN Allow 192.168.217 | 192.168.10. |IPv4 FTP
3 18
3 LAN Block 192.168.217 | LAN IPv4*
3 address

4. Keep the firewall policies you created in Task B.3 and repeat Task A.1 to rescan the
subnet using nmap in External Kali. Now, compare the results/ findings, and complete
the following table and add your reflection as asked here.

Before firewall Rules

After Firewall Rules

OS Detection Accuracy:
Just Guessing

Service Enumeration:
Domain

Http

Host 1 Open Ports: 53/tcp Blocked Ports: 53/tcp
80/tcp OS Detection Accuracy:
443/tcp Just Guessing

Service Enumeration:
Domain

Http

Https




ssl/http

OS Detection Accuracy:
Just Guessing

Service Enumeration:
msrpc

Netbios-ssn
microsoft-ds

Host 2 Open Ports: 8080/tcp Blocked Ports: None
8009/tcp OS Detection Accuracy:
OS Detection Accuracy: No exact OS Matches
Just Guessing Service Enumeration: Http
Service Enumeration: Http [ ssl/http
asl/http

Host 3 Open Ports: “‘Host seems down”
OS Detection Accuracy:
Just Guessing
Service Enumeration: Ftp
ssh

Host 4 Open Ports: Blocked Ports: None

OS Detection Accuracy:
Just Guessing

Service Enumeration:
msrpc

Netbios-ssn
microsoft-ds

Write in your own words (~ 200 words) explaining:
a. Why does Nmap show “filtered” instead of “closed”, if there is any.
b. How firewall behavior affects scan results
c. What information is hidden from attackers

My results didn’t show any “filtered” but it would show filtered instead of closed when it
can’t determine if the port is open due to the firewall blocking the traffic. It makes it
harder for attackers to see what exactly is defending against them which is good for
security reasons. Firewall should directly change what nmap is able to see. Firewalls
can leave ports open, closed, or filtered. Open allows traffic and scanners to see service
running. Closed is when the firewall allows traffic but no service is listening. Filtered
means that the firewall blocks traffic silently and the scanner gets no response. The
firewall can also affect the ICMP handling. If the ICMP is blocked the host discovery
scans may show as shown but TCP scans can still show open ports. Implementing
firewall rules does a more precise job of defending a user and its systems from an
attacker that might want to ping their device for reconnaissance. It is hard for an

attacker to tell if a service exists, the port is closed, or the firewall is blocking it and they
will only see “filtered”. The reason that the attacker can’t access or see the open ports is
so that they are unable to trace what is preventing their attempt at an attack.



