JUSTICE K.A. GIDEON
Education

Bachelor of Science (BSc), Cybersecurity, Old Dominion University,
December 2022.

United States Navy, Hospital Corpsman

Certifications and Licenses

CompTIA Security +, CompTIA, Feb 26,2024.
LSSYB, Veterans Transition Services (VTS)
ACAS, DISA

HBSS, DISA

Professional Qualifications

A strategic Cyber professional and a Navy veteran with an excellent background in risk
assessment, system compliance and validation, and project management. A team player with the
capability of supporting a diverse team. A self-starter and proactive in delivering timely results
when managing projects.

Experience
LMI | Cybersecurity June. 2022 — Present
06/2022 -03/2024, U.S. Army, Army Training Information Systems (ATIS)

e Lead the process to secure an IATT and ATO for the Army Training Information System.

e Conduct RMF Continuous Monitoring for Web, Database, and Application
Services/Servers.

e Conduct Quarterly STIG Develop and maintain security SOPs, POAMs, and develop

recommendations for deviations from security initiatives.

Conduct security auditing and cybersecurity incident response.

Maintain the trusted facility manual and security features users guide.

Maintain all documentation to meet DoD, DA and NSA security requirements.

Conduct technical evaluations of AISs to ensure accreditation standards are being met.

Maintain and implement ATIS Security Control Assessment (SCA) requirements.

Evaluate proposed security solutions for ATIS. Prepare security documentation including

System Identification Profile (SIP), DoD Implementation Plan (DIP), and AIS security

plan.

e Coordinate quarterly self-assessment of the existing security architecture.

e Conduct initial Risk Assessment surveys in support of the certification and accreditation

cycle.

e Provide direct support to the Government ISSM in accordance with AR 25-2, paragraph
3-2.e.

e Will assist the ISSM with continuous monitoring requirements for all PAM ATIS
systems.

e Will assist the ISSM in managing the systems in eMASS that fall under PdAM ATIS.



Valdez | Vulnerability Mgt. Jan. 2021 -
Jun.2022

01/2021 -06/2022, U.S. Airforce (Langley AFB)

Provides Vulnerability Assessment(scanning) in an enterprise (>3000 users) environment by
conducting vulnerability scans using DISA Vulnerability Management System (VMS) tools and
as well as responsible for reviewing vulnerability status reports and coordinating with multiple
POCs to ensure that due diligence is being conducted for all networked assets.

Experienced in Installation/Configuration.

Experienced in conducting troubleshooting of ACAS scans.

Experienced in reviewing Nessus and ACAS scan report

Experienced in generating ACAS reports.

Experienced in conducting Network asset discovery (NAD).

Experienced in creating target group scans.

Experienced in Building custom scans.

Experienced in assessing, summarizing, and providing technical guidance for security
directives and patches in support of the Information Assurance Vulnerability
Management (IAVM) Program.

Working knowledge of the Vulnerability Management System (VMS), working technical
knowledge of REM.

Trend/root cause analyst from a vulnerability management perspective, Proficient with
Microsoft Access.

U.S. Navy | ISSO Feb. 2020 — May.

2021

02/2020 — 05/2021, NMRTC Portsmouth, VA, Active Duty

Assisted the command's ISSM and ISSE in developing system accreditation packages for
the command's DHA ATO.

Reviewed and documented changes in system security plans and plans of action and
milestones (POA&Ms).

Reviewed and analyzed system hardware and software list for security assessment plan
efforts.

Performed validation efforts while ensuring accreditation packages included all required
artifacts, e.g., STIGs.

Tracked RMF authorization packages from initial process to submission and
authorization to operate (ATO) approval.

Assisted in scoping and tailoring system security controls in compliance with applicable
DoD security requirements.

Monitored systems security controls in compliance with the system security plan and
ATO-approved system life cycle

Interfaced with the command's upper management for security-related issues and risk
mitigation plans for site-

packages.



U.S Navy | Asst. Command Deployability Coordinator Feb. 2018 -
Feb.2020
01/2021 -06/2022, NMCP Portsmouth, VA, Active Duty

Facilitated the adaptation of Limited duty (LIMDU) service members and ensured LIMDU Sailors
were assignable, distributable, and deployable. Ensured that Limited duty (LIMDU) sailors were
integrated into the command and were fully cognizant of all policies, programs, services, and
responsibilities while on LIMDU orders.

e Aided in the development of the command deployability coordinating program. Tracking
LIMDU personnel on orders to the Military Treatment Facility (MTF)

e Ensured LIMDU personnel counseled on LIMDU status.

e Ensured LIMDU personnel complied with their medical treatments.

e Iserved as a liaison between medical providers, medical boards, and the Navy Personnel
department (PERS) of Sailor's LIMDU status.

e [ organized monthly mandatory town hall meetings and training for LIMDU Sailors with
various stakeholders.

e Ensured Sailors were properly tracked and processed out after medical findings of either
fit for duty or unfit for duty.

e Familiar with SMART system for tracking and updating all assigned patients.

U.S Navy | Hospital Corpsman. Jan. 2016 —
Feb.2018
01/2016 -02/2018, NAS Jacksonville, FL, Active Duty

Assisted health care professionals in providing minor medical procedures and surgical teachings
to over 2,500 Navy, Marine, Air force, and Army personnel in support of military readiness.
Functioned as clinical or specialty technician, administrative personnel, and health care
provider at treatment facilities.

e Planned, analyzed, prioritized, trained, and implemented process improvements and
efficiencies to achieve exceptional command and organizational climate by 97%

e Estimated and prepared medical budgets and cost breakouts for senior leadership.

e Certified in CPR, combat readiness (Casualty Receiving Readiness), HIPAA,
Phlebotomy, and CHCS

e Achieved and maintained 100% Joint Commission compliance as the department
enlisted safety representative by implementing strict Standard Operating procedures
regarding the protection, handling, and disposal of hazardous waste

e Evaluated and developed best practices for Surveillance and Screenings for active duty
and reserve personnel.



U.S. Navy Recruit training | Great Lakes, IL Jun. 2015 - Jan. 2016

EMTEC Inc.| System Support Specialist Jan. 2014 — Jun.2015
01/2014 -06/2015, Suwannee, Atlanta, GA

e | assisted in planning, implementing, and tracking all projects while helping the project
team.

e Maintained accountability for all system resources, including hardware and software
inventory lists.

e Ensured all trouble tickets were resolved promptly.

o Performed lightweight system administration duties in support of end-user access
authorization requests.

e Assisted in network security monitoring, system performance, and client support
services

e Maintained system configuration documentation and system licenses.

o Assisted in ensuring that IT business continuity, disaster recovery plans, and contingency
plans were implemented.

EMTEC Inc.| System Support Specialist Jan. 2012 — Jan.2014
01/2012 -01/2014, Suwannee, Atlanta, GA

World Financial Group is a multi-level marketing company based in Johns Creek, Georgia, a
suburb of Atlanta, which sells an investment, insurance, and various other financial products
through a network of distributors in the United States.

e Financial education and literacy.

e Matching clients with health and life products.
e Provided investment and wealth management products.
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