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Introduction/BLUF
	This article examines ransomware attacks on organizations and evaluates the structural and organizational factors that influence the severity of these incidents. Rather than focusing solely on technical vulnerabilities, the authors emphasize how institutional preparedness, resource allocation, and leadership decisions shape the outcomes of ransomware victimization. Connolly et al. (2020) argue that ransomware is not simply a technological problem, but a socio-technical issue deeply embedded in organizational behavior and structure.
	BLUF: The study demonstrates that the severity of ransomware attacks is significantly influenced by social and organizational characteristics, reinforcing that cybersecurity outcomes are shaped by social context as much as by technology.
Relation/Connection to Social Science Principles
	This article reflects several core principles of the social sciences, including empiricism, determinism, parsimony, objectivity, and generalizability. Empiricism is evident in the authors’ use of real-world incident data collected from documented ransomware cases (Connolly et al., 2020). Rather than speculating about organizational vulnerability, the study relies on observable evidence. Determinism is reflected in the argument that ransomware severity is influenced by prior organizational conditions such as preparedness levels, financial resources, and internal governance structure. Parsimony is demonstrated through the focus on a limited number of key structural variables instead of overly complex explanations. The research maintains objectivity by analyzing organizational responses without moral judgment. Finally, the findings contribute to generalizability by identifying patterns across multiple organizations that can inform broader cybersecurity practices.
Research Question /Hypothesis/ Independent Variable/Dependent Variable
· Research Question: What organizational characteristics influence the severity and impact of ransomware attacks?
· Hypothesis: Organizations with lower levels of cybersecurity preparedness and limited institutional resources will experience more severe operational and financial impacts from ransomware attacks (Connolly et al., 2020).
· Independent Variables: Organizational size, preparedness level, cybersecurity policies, leadership culture, and resource allocation.
· Dependent Variable: Severity of ransomware impact, including operational disruption, financial loss, and reputational damage.
Types of Research Methods Used
The study employs a mixed-methods approach. Quantitative data was gathered from documented ransomware incidents to assess severity and organizational characteristics. The authors analyzed statistical patterns across organizations to determine relationships between preparedness and impact (Connolly et al., 2020). 
Qualitative components provided contextual understanding of leadership decisions and institutional responses during ransomware events. This integration of quantitative and qualitative methods allowed the researchers to evaluate both measurable trends and organizational behavior.
Types of Data Analysis Used
	Quantitative analysis involved statistical evaluation of incident data to identify correlations between organizational preparedness and ransomware severity. The authors used comparative measures to determine which institutional characteristics were associated with more significant disruptions (Connolly et al., 2020). Qualitative analysis included examination of organizational responses, highlighting recurring structural vulnerabilities and decision-making patterns. Together, these techniques allowed for both statistical validation and interpretive insight.
Connections to other Course Concepts
	This study strongly connects to concepts presented in Module 8 regarding sociological paradigms and social forces. From a structural functionalist perspective, ransomware disrupts institutions that perform essential societal functions, such as healthcare, education, and municipal governance. From a conflict theory perspective, the research highlights power imbalances between criminal networks and under-resourced organizations. The article also aligns with discussions of economic and political social forces, as financial constraints and regulatory frameworks influence institutional vulnerability. The findings reinforce the course theme that cybersecurity is embedded within broader social systems rather than existing as a purely technical domain.
Connections to the Concerns or Contributions of Marginalized Groups
	The study has important implications for marginalized communities and underfunded institutions. Smaller organizations, rural municipalities, nonprofit entities, and public healthcare facilities often lack sufficient cybersecurity funding and expertise. As Connolly et al. (2020) demonstrate, limited preparedness increases the severity of ransomware impacts. When essential services are disrupted, vulnerable populations may experience disproportionate harm. This highlights how socioeconomic inequality intersects cybersecurity risk, reinforcing the importance of equitable access to security resources.
Overall Societal Contributions of the Study/Conclusion
	In conclusion, this study contributes to society by reframing ransomware as a socio-technical issue shaped by organizational structure, economic conditions, and leadership decisions. By emphasizing structural preparedness and institutional culture, the research encourages policymakers and organizational leaders to adopt more comprehensive resilience strategies. The article advances our understanding of cybersecurity by demonstrating that technological defenses alone are insufficient without considering the social dynamics that influence vulnerability and recovery (Connolly et al., 2020).
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